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MorphoAccess® SIGMA Family Series Terminal  

Congratulations for choosing a MorphoAccess® SIGMA Family Series Automatic Fingerprint 

Recognition Terminal. 

MorphoAccess® SIGMA Family provides an innovative and effective solution for access control 

applications using Fingerprint identification. 

Amongst a range of alternative biometric technologies, the use of finger imaging has 

significant advantages, i.e., each finger constitutes an unalterable physical signature, 

developed before birth and preserved until death. Unlike DNA, a finger image is unique for 

each individual; even identical twins. 

The MorphoAccess® SIGMA Family Series terminals integrate Safran Identity & Security image 

processing and feature matching algorithms. This technology is based on lessons learned 

during 25 years of experience in the field of biometric identification and the creation of 

literally millions of individual fingerprint identification records. 

Designed for physical access control applications, MorphoAccess® SIGMA Family Series 

terminals feature a compact, attractive design, coupled with high reliability and security. 

These 5th generation terminals are both robust and easy to use for a variety of applications, 

including office, headquarters and administrative building security, as well as protection of 

external access points. 

To ensure the most effective use of terminal, an administrator should read this User Guide 

thoroughly. 
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Scope of the document 

This document is intended to guide administrators on ΨIƻǿ ǘƻ ǎŜǘǳǇ ŀƴŘ ǳǎŜΩ ǘƘŜ 

MorphoAccess® SIGMA Family Series terminal. It also talks about capabilities, and the possible 

configurations that can be done along with detailed steps and snapshots. On top of this an 

administrator can learn about access control processes, compatibility with access control 

systems, Time & Attendance mode and how terminal is configurable through Webserver. 

In order to setup and use the MorphoAccess® SIGMA Family terminal in the most efficient 

way, it is recommended for the Administrator to thoroughly read this guide. 

 

Terminal 

Series 
Terminal Name 

B
io

m
e

tr
ic

s
 Contactless smartcard reader 

Outdoor iCLASS® 

iCLASS® 

SE 

MIFARE® 

DESFire® 

NFC® 

Prox

® 

MorphoAccess® 

SIGMA Series 

MorphoAccess® SIGMA V     

MorphoAccess® SIGMA 

WR 
V    V 

MorphoAccess® SIGMA 

iCLASS® 
V V    

MorphoAccess® SIGMA 

iCLASS® WR 
V V   V 

MorphoAccess® SIGMA 

Multi 
V  V   

MorphoAccess® SIGMA 

Multi WR 
V  V  V 

MorphoAccess® SIGMA 

Prox 
V   V  

MorphoAccess® SIGMA 

Prox WR 
V   V V 

MorphoAccess® 

SIGMA Lite 

Series 

MorphoAccess® SIGMA 

Lite  

MorphoAccess® SIGMA 

Lite+ 

V     
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Terminal 

Series 
Terminal Name 

B
io

m
e

tr
ic

s
 Contactless smartcard reader 

Outdoor iCLASS® 

iCLASS® 

SE 

MIFARE® 

DESFire® 

NFC® 

Prox

® 

MorphoAccess® SIGMA 

Lite iCLASS®  

MorphoAccess® SIGMA 

Lite + iCLASS® 

V V    

MorphoAccess® SIGMA 

Lite Multi 

MorphoAccess® SIGMA 

Lite + Multi 

V  V   

MorphoAccess® SIGMA 

Lite Prox 

MorphoAccess® SIGMA 

Lite + Prox 

V   V  

MorphoAccess® 

SIGMA Extreme 

Series 

MorphoAccess® SIGMA 

Extreme iCLASS® 

V 

V   

V 

MorphoAccess® SIGMA 

Extreme Multi 

V 

 V  

V 

MorphoAccess® SIGMA 

Extreme Prox 

V 

  V 

V 

MorphoAccess® SIGMA 

Extreme FFD iCLASS® 

V 

V   

V 

MorphoAccess® SIGMA 

Extreme FFD Multi 

V 

 V  

V 

MorphoAccess® SIGMA 

Extreme FFD Prox 

V 

  V 

V 

 

NOTE: Here, WR indicates terminal is Weather Resistant. 
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About Biometrics 

About fingerprint biometrics  

Fingerprints are permanent and unique. They are formed before birth and last throughout 

one's life. Classification and systematic matching of fingerprints for different purposes have 

been in use since the late 19th century. 

The skin on the underside of fingers is different from the skin on other areas of a human body. 

This skin has raised lines calledΤ ΨridgesΩ. 

These ridges do not run continuously from one side to the other, rather they may curve, end, 

or divide into two or more ridges (bifurcation and endings). Barring accidental or intentional 

mutilation, the ridge arrangement is permanent. 

Fingerprints can be divided into three major ridge patterns such as Whorls, Loops and Arches. 

Unique characteristics known as Minutiae identify those points of a fingerprint wherein the 

ridges become either bifurcation or endings, as illustrated in Figure 1. These minutiae are the 

unique features, which form the basis of any system using fingerprint comparison techniques 

for identification and verification purposes. 

 

 

Figure 1: Minutiae are classified in two categories i.e. ridge ending and bifurcation 

CƛƴƎŜǊǇǊƛƴǘ ƛǎ ŀ ƳŀǘǳǊŜ ōƛƻƳŜǘǊƛŎǎΣ ƛƴ ǳǎŜ ŦƻǊ ǾŀǊƛƻǳǎ ŀǇǇƭƛŎŀǘƛƻƴǎ ōŀǎŜŘ ƻƴ ƛƴŘƛǾƛŘǳŀƭΩǎ 

authentication or identification, as it offers an excellent trade-off between criterias such as 

user acceptance, easiness of use, performance, stability, cost effectiveness and 

interoperability. 

Since the early eighties, Safran Identity & Security has carried an extensive research in the 

field of studying fingerprints and continually refined its expertise in the domain of fingerprint 

based recognition systems. It has lead the market in studied fingerprint characteristics and 

continually refined its expertise in fingerprint identification technology, developing first AFIS 

systems (Automated Fingerprint Identification Systems) and then applying its unique know-

how and worldwide leading position to markets such as physical access control (premises), 

logical access control (computers and networks), secure payment transactions and OEM 

applications. 



MorphoAccess® SIGMA Family Administrator Guide 

 Introduction 

 

2017_2000025464-v01 This document and the information therein are the property of Safran Identity and 
Security. They must not be copied or communicated to a third party without its 

authorization 

19 

May 17   

 

Templates supported 

MorphoAccess® terminals are able to manage external templates. Following is the list of 

supported templates.  

 

Morpho private fingerprint template formats  

PK_COMPV2, fingerprint template format (minutiae).  

PK_MAT, little endian fingerprint template format (minutiae).  

PK_LITE, fingerprint template format (minutiae).  

 

Morpho private multimodal template formats  

PK_FVP multimodal template format. 

 

L-1 Bioscrypt private fingerprint template formats 

TEM from 4G, fingerprint template format (pattern) (only used for 1/1 matching) 

VUR from 4G, fingerprint template format (pattern) (only used for 1/1 matching) 

BUR from 4G, fingerprint template format (pattern and minutiae) (used for 1/1 and 1/N 
matching) 

 

Public fingerprint template formats  

ANSI INCITS 378-2004, fingerprint template format  

ISO/IEC 19794-2 2004, Finger Minutiae Record  

ISO/IEC 19794-2 2004, Finger Minutiae Card Record:  
¶ Normal Size   

¶ Compact Size   

¶ Compact Size, minutiae ordered by Ascending Angle   

MINEX_A, fingerprint template format   

DIN V66400, Compact Size fingerprint template format (minutiae)   

DIN V66400, Compact Size fingerprint template format (minutiae ordered by Ascending 
Angle)   
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Notation 

Product support notation:  

In this documentΣ ǘƘŜ ǘŜǊƳ άMorphoAccess® SIGMA Family ǘŜǊƳƛƴŀƭέ ƛǎ considered either 

άMorphoAccess® {LDa!έ or άMorphoAccess® {LDa! [ƛǘŜέ or άMorphoAccess® SIGMA 

9ȄǘǊŜƳŜέ Series terminal, unless it is explicitly mentioned. ¢ƘŜ ǘŜǊƳ άMorphoAccess® SIGMA 

Liteέ ƛǎ ŀƭǎo ŎƻƴǎƛŘŜǊŜŘ άMorphoAccess® {LDa! [ƛǘŜҌέ Series terminal, unless it is explicitly 

mentioned. The applicability of feature for SIGMA/SIGMA Extreme and SIGMA Lite product is 

described using following table format :  

  

Feature/Function name  SIGMA Series 

SIGMA Extreme Series 

SIGMA Lite Series 

Feature 1  Ṋ Ṍ 

Feature 2  Ṋ Ṋ 

 

As MorphoAccess® SIGMA Series and MorphoAccess® SIGMA Extreme Series have almost the 

same functionalities, they are ususally in the same column except when it is necessary to 

detail.  

MorphoAccess® {LDa! {ŜǊƛŜǎ ƘŀǾŜ ŀ рΩΩ ǘƻǳŎƘǎŎǊŜŜƴ color LCD in landscape mode. 

MorphoAccess® SIGMA Extreme Series ƘŀǾŜ ŀ рΩΩ ǘƻǳŎƘǎŎǊŜŜƴ ŎƻƭƻǊ [/5 ƛƴ ǇƻǊǘǊŀƛǘ ƳƻŘŜΦ 

CƻǊ ŜȄŀƳǇƭŜΣ άTerminal Administration Menuέ is available to SIGMA/SIGMA Extreme Series 

product and not available to SIGMA Lite Series productΦ άWebserver Applicationέ is available 

to SIGMA and SIGMA Lite Series. 

 

Feature  SIGMA Series 

SIGMA Extreme Series 

SIGMA Lite Series 

Terminal Administration Menu Ṋ Ṍ 

Webserver Application Ṋ Ṋ 
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Parameter description:  

In this document a parameter is described using this format: 

 

Parameter name  Value  Description 

_ _ _ 

 

For example to allow additional attempt for biometric authentication: 

 

Parameter name  Value Description 

auth_param.additional_bio_c

heck_nb_attempt 

1, 2 or 3 ! ǾŀƭǳŜ ƻŦ άнέ ƳŜŀƴǎ ǘƘŀǘ ŀŦǘŜǊ ŀ ŦƛǊǎǘ ƛƴŎƻǊǊŜŎǘ 

identification or authentication a second 

chance is given to place finger on the biometric 

sensor.  

{Ŝǘ ǘƘƛǎ ǇŀǊŀƳŜǘŜǊ ǘƻ άмέ ǘƻ ƻŦŦŜǊ ƻƴƭȅ one 

attempt to place finger.  

{Ŝǘ ǘƘƛǎ ǇŀǊŀƳŜǘŜǊ ǘƻ άоέ ǘƻ ƻŦŦŜǊ о ŀǘǘŜƳǇǘǎΦ 
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Section 2 : Connecting the 

Terminal to a PC 
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General  

Why would one connect the terminal to a PC? 

The MorphoAccess® SIGMA Family terminal is designed to be able to run in standalone mode, 

it means without any connection to a master system. But sometimes, a connection with a PC is 

useful to perform tasks like:  

¶ Configuring the terminal.  

¶ Maintaining terminal: firmware upgrade, add a license (to unlock an optional feature)  

¶ Managing the database, i.e., adding or deleting or modifying the user data.  

¶ Managing log files, i.e., get or delete the log files.  

¶ Configuring the Wi-Cƛϰ connection.  

Connection methods 

The MorphoAccess® SIGMA Family terminal can be connected to a PC by an Ethernet cable, 

either directly or through a LAN. The LAN can be reduced to only one Ethernet switch.  

Once physically connected, the MorphoAccess® SIGMA Family terminal can be configured 

using an application such as MorphoBioToolbox. 

A POE (Power over Ethernet) current injector is mandatory if the MorphoAccess® SIGMA 

Family terminal is not powered by the +12VDC/GND wires block. 

Network parameter initialization  

The ΨŘŜŦŀǳƭǘΩ network parameters of the MorphoAccess® SIGMA Family terminal are: 

 

IP address Mode  Parameter  Factory value  

 

Terminal IP address  192.168.1.10 

Gateway IP address 192.168.1.254 

Sub network mask 255.255.254.0 

Host name  MASigma/MAlite/MA-lite-plus/MAextreme 

 

LŦ ǘƘŜ ǘŜǊƳƛƴŀƭΩǎ ŘŜŦŀǳƭǘ ƴŜǘǿƻǊƪ ǇŀǊŀƳŜǘŜǊ ǾŀƭǳŜǎ Ŏŀƴƴƻǘ ōŜ ǳǎŜŘΣ it is recommended to refer 

to the άCommunication menuέ to change these values. 
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Point to Point Ethernet Connection 

The MorphoAccess® SIGMA Family terminal can be connected directly to a PC by an Ethernet 

cable. 

The administrator needs to consider the points mentioned below prior to connecting the 

terminal directly to a PC via an Ethernet cable. 

If the Ethernet port of the PC does not support the Auto-MDIX feature, then a crossover 

Ethernet cable is mandatory. If no crossover Ethernet cable is available, then a switch can be 

used (please refer to άConnection through only one Ethernet switchέ). 

If the PC that the administrator uses is already connected to a LAN, then it must be either 

disconnected from the LAN, or equipped with a 2nd  network interface board. This 2nd network 

board will be dedicated to the connection with the terminal. The administrator may need to 

modify the network parameters of the PC, in that case a Network or LAN administrator should 

be contacted for seeking the best solution. 

 

 

Figure 2: Direct Point to Point Ethernet Connection 
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Connection through only one Ethernet switch 

The MorphoAccess® SIGMA Family terminal can be connected to a PC through an Ethernet 

switch. This is useful when no crossover cable is available, in that case the administrator can 

use one Ethernet switch and two Ethernet standard cables. 

WARNING: ŀƴ 9ǘƘŜǊƴŜǘ I¦. ŘƻŜǎƴΩǘ ŀƭƭƻǿ ŀ ŎƻƴƴŜŎǘƛƻƴ ōŜǘǿŜŜƴ ǘǿƻ ƻŦ ƛǘǎ ǇƻǊǘǎΦ !ƴ 

Ethernet switch is really mandatory. 

 

 

 

 

Figure 3: Connection through an Ethernet switch 

Connect an administrator 
computer to the Ethernet 
(1, 2, 3 or 4) port. 

Connect terminal 
to Ethernet 
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Connection through a LAN  

Description 

The administrator can also connect the MorphoAccess® SIGMA Family terminal to a PC via 

Local Area Network (LAN) by specifying a unique IP address or host name. 

The IP address could be static or dynamically assigned by the DHCP server in the network. If 

the administrator chooses to specify the host name of the terminal as its unique identifier, 

then in that case ǘƘŜ ΨǘŜǊƳƛƴŀƭ ƴŀƳŜΩ must be added to the DNS server database by the 

network administrator. 

 

Figure 4: Connection through LAN 

The administrator is recommended to connect MorphoAccess® SIGMA Family terminals on a 

dedicated network in order to reduce possibilities of fraudulent access to the configuration of 

the terminal. It is advised to contact the network administrator for more information on LAN 

security strategies. 

Before the administrator connects the MorphoAccess® SIGMA Family terminal to a LAN, it is 

necessary to configure the LAN parameters into the terminal. The values of these parameters 

are to be provided and/or approved by the network administrator. 

 

LAN with DNS Server 

When a DNS server is available in the LAN, the PC can request the connection to the 

MorphoAccess® SIGMA Family terminal by using its host name instead of its IP address. 

The network administrator must add the MorphoAccess® SIGMA Family terminal host name to 

the DNS server database, oǘƘŜǊǿƛǎŜ ŀ ¢/t ƻǇŜƴ ǎŜǎǎƛƻƴ ǊŜǉǳŜǎǘ ǳǎƛƴƎ ǘƘŜ ǘŜǊƳƛƴŀƭΩǎ hostname 

will fail.  
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It is useful to specify the MorphoAccess® SIGMA Family terminal by its host name, when the 

DHCP mode is enabled, as the IP address of the terminal can change after a power up. 

LAN without DNS Server 

This section helps the administrator in connecting the MorphoAccess® SIGMA Family terminal 

to a LAN that does not have a DNS server or when host name cannot be added to the DNS 

Server database. 

The PC is not able to establish a connection with a terminal using its host name. An IP address 

of the MorphoAccess® SIGMA Family. terminal is the only way to specify the terminal. 

For standard use (excluding unscheduled maintenance operations), it is recommended that 

the administrator should not enable DHCP mode in this case. This is because in the DHCP 

mode the IP address for the terminal can change each time it is restarted. 

 

Static IP address (DHCP disabled) 

This is the easiest way for an administrator to connect a MorphoAccess® SIGMA Family 

terminal to a LAN. In this case, the IP address of the terminal remains the same after each 

reboot and the Host System needs to know only this IP address in order to establish a 

connection with the terminal. 

The IP address of the MorphoAccess® SIGMA Family terminal must be reserved in the router 

by the network administrator. The network administrator must also provide and/or approve 

the network parameter values for the terminal, i.e.: 

¶ The MorphoAccess® SIGMA Family terminal IP address, 

¶ Gateway IP address, 

¶ Local subnet masks value. 

WARNING: If the MorphoAccess® SIGMA Family terminal uses an IP address already 

assigned in the network, the connection to the terminal will be unstable. 

 

Dynamic IP address (DHCP enabled) 

When the administrator enables the DHCP mode in the terminal, the terminal IP address and 

other networking parameters are assigned automatically from the DHCP Server (network 

routers). This address could be different after each start-up as it depends on the DHCP 

strategy defined for the LAN. 
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Wi-FiÊ Network configuration 

Requirements 

Wi-Cƛϰ connection is available under the following mandatory conditions: 

¶ The administrator must have plugged in a Morpho Wi-Cƛϰ USB adapter in the rear USB 
port of the terminal.  

¶ Please refer to άMorphoAccess® SIGMA Series terminal USB port with a Wi-Cƛϰ 
adapterέ for MorphoAccess® SIGMA Series and for MorphoAccess® SIGMA Lite 
terminal refer to MorphoAccess® SIGMA Lite Series Quick User Guide. 

¶ The administrator must ensure that a Wi-Cƛϰ license (dedicated to this terminal) must 
be present in the terminal (as described in άCommunication licensesέ), 

After the above operations ensure to reboot the terminal. 

Configuration 

The Wi-Cƛϰ network configuration is described in the ǎŜŎǘƛƻƴ άWi-Cƛϰ Network Configurationέ 

The Wi-Cƛϰ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǇŀǊŀƳŜǘŜǊǎ ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ MorphoAccess® 5G Series ς 

Parameters Guide document. 

 

Troubleshooting 

If the administrator has configured the terminal to use the Wi-Cƛϰ connection with the Wi-Cƛϰ 

USB adapter plugged in and if there is no WI-CLϰ license present, the MorphoAccess® SIGMA 

Family terminal will emit a short-low tone. 

To solve this issue, the administrator needs to unplug the Wi-Cƛϰ USB adapter and restart the 

terminal. 

The Wi-Cƛϰ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǇŀǊŀƳŜǘŜǊǎ ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ MorphoAccess® 5G Series ς 

Parameters Guide document. 
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Section 3 : Terminal 

Configuration and 

Administration  
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Understanding MorphoAccess® Configuration 

Presentation 

MorphoAccess® SIGMA Family terminal has factory default settings or reset values for all 

the supported functionalities. The administrator can configure the terminal depending on 

the desired level of security using one of the methods described below: 

 

¶ Terminal Administration Menu: The administrator can login to terminal and access 
several functionalities under administration menu. This allows administrator to 
perform configuration, add users, upload multimedia, download logs, etc. The 
complete menus are covered in the subsequent sections of this document; 

¶ Webserver Application: Webserver can be termed as a remote configuration panel 
of MorphoAccess® SIGMA Family terminal. Using Webserver, the administrator can 
configure any parameter of the terminal while connected remotely. Webserver is 
connected to the terminal through Ethernet or Wi-Cƛϰ network. Only an 
administrator with full administrative rights can login to Webserver. Webserver also 
Ƙŀǎ ŀ Ψ/ƻƳǇƭŜǘŜ /ƻƴŦƛƎǳǊŀǘƛƻƴΩ ǘŀō ŦǊƻƳ ǿƘƛŎƘ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ŀƭƭ 
possible parameters.For detailed description of all the parameters, please refer to 
MorphoAccess® 5G Series ς Parameters Guide document.  

Modifying the value of a parameter 

There are two ways an administrator can modify the value of a terminal parameter: 

¶ Remotely through Ethernet or Wi-Cƛϰ, with a client application/interface running on 

the Host System (such as MorphoBioToolbox or a web browser connected to the 

embedded Webserver), 

¶ With a USB mass storage key, which contains a script prepared on a PC using 

MorphoBioToolBox. 

Feature  SIGMA Series        

SIGMA Extreme Series 

SIGMA Lite Series 

Terminal Administration Menu Ṋ Ṍ 

Webserver Application Ṋ Ṋ 

Distant system Application Ṋ Ṋ 

USB Scripts Ṋ Ṋ 

Morpho Bio Toolbox Ṋ Ṋ 



MorphoAccess® SIGMA Family Administrator Guide 

 Terminal Configuration and Administration 

 

2017_2000025464-v01 This document and the information therein are the property of Safran Identity and 
Security. They must not be copied or communicated to a third party without its 

authorization 

31 

May 17   

 

Configuring a Networked MorphoAccess® 

Introduction   

The administrator can manage a MorphoAccess® SIGMA Family terminal by a PC connected 

to the terminal, by using an application such as a web browser connected to the embedded 

Webserver (in MA5G mode) or MorphoBioToolbox  (in case terminal is in MA5G or legacy 

Morpho modes). 

The remote operations available are mainly: 

¶ Time and Attendance configuration 

¶ Read and Modify parameter values 

¶ Manage access schedules 

¶ Manage network configuration 

¶ User Management  

¶ Log Management  

¶ Tamper settings, etc. 

The terminal works as a TCP/IP server, which waits for a request from the Host System 

application that acts as a TCP/IP client. 

 

 

Figure 5: Configuration of a MorphoAccess® SIGMA Family terminal by a Host System 

To know more on the commands supported by the MorphoAccess® SIGMA Family terminal, 

the administrator needs to refer to MorphoAccess® 5G Series ς Host System Interface 

Specifications document. 
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Network factory settings 

By default the IP address of the MorphoAccess® SIGMA Family terminal is 192.168.1.10. The 

administrator can change IP address either by the local Administrator Menu or a distant 

system connected though an IP link or with a USB flash drive (USB Scripts). 

The default server port is 11010. 

Date/Time settings 

The administrator can update the date/time of the terminal by a distant system, by the local 

Administrator Menu or Webserver. 

SSL Securing 

Secure Sockets Layer (SSL) and its successor Transport Layer Security (TLS) are cryptographic 

protocols designed to provide communication security over Ethernet or Wi-Cƛϰ ŎƘŀƴƴŜƭǎΦ 

These protocols are used to protect the communication between the MorphoAccess® 

SIGMA Family terminal and a distant system, such as a central access controller or a 

terminal configuration station.  

References 

¶ wŜŦŜǊ ǘƻ άSSL Configurationέ ǳƴŘŜǊ {ŜŎǳǊƛǘȅ aŜƴǳ ǎŜŎǘƛƻƴ ƛƴ ǘƘƛǎ Ǝuide, to enable 
and configure SSL communication port 

  












































































































































































































































































































































































































































































































































































































































































































































































































































































































































































