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MorphoAccess® SIGMA Family SeriesTerminal

Congratulations for choosing MorphoAccess® SIGMA Fan8lgriesAutomatic Fingerprint
Recognition Terminal.

MorphoAccess®IGMAFamilyprovides an innov#ve and effective solution for access control
applications using Fingerprimdentification

Amongst a range of alternative biometric technologies, the use of finger imaging has
significant advantagesi.e, each finger constitutes an unalterable physicsinature,
developed before birth and preserved until death. Unlike DNA, a finger image is unique for
each individuglevenidentical twins.

TheMorphoAccess® SIGMA Fandiriesgerminals integrateSafran Identity & Securitynage
processiig and feature matching algorithms. This technology is based on lessons learned
during 25 years of experience in the field of biometric identification and the creation of
literally millions of individual fingerprint identification records.

Designed for phyeal access control applicationsjorphoAccess® SIGMA Fam@gries
terminals feature a compact, attractive design, coupled with high reliability and security.
These % generation terminals are both robust and easy to use for a variety of applications,
including office, headquarters and administrative building security, as well as protection of
external access points.

To ensure the most effective use of terminal, an administrator should read this User Guide
thoroughly.
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Scope of the document

This documentis intended to guide administrators oWl 2 ¢ (12 &S dzLJ
MorphoAccess® SIGMA Farfigriegerminal.lt also talksabout capabilities, andhe possible
configurationsthat can be donealong withdetailed steps and snapshot®n top of thisan
administrator can learn aboutccesscontrol processes,compatibility with access control
systems;Time & Attendance mode and how terminal is configurabie®ugh Webserver

In order tosetup and use the MorphoAccesSBGMA Familyerminal in the most efficiat
way, it isrecommended fothe Administratorto thoroughly read this guide.

Contactless smartcard reader

(%))
(&)
ferminat Terminal Name o  ICLASS®  \MIFARE® Outdoor
Series (S : Prox
2 | iCLAss® DESFire® o
@ SE NFC®
MorphoAccessBIGM\ Vv
MorphoAccess®SIGMA Y Vv
WR
MorphoAccess®SIGMA| Vv v
iICLASS®
MorphoAccess®SIGMA| Y v Vv
iCLASS® WR
MorphoAccess
SIGMA Series | MorphoAccess®SIGMA Vv Vv
Multi
MorphoAccess®SIGMA| v Vv v
Multi WR
MorphoAccess®SIGMA|
Y Vv
Prox
MorphoAccess®SIGMA|
Prox WR v v v
MorphoAccess® SIGM
MorphoAccessE Litep
SIGMA Lite
. ! MorphoAccess® SIGM v
Series .
Lite+
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Contactless smartcard reader

Terminal

Terminal Name ICLASS®  MIFARE® Brox Outdoor

iCLASS® DESFire® ®
SE NFC®

SIS

Biometrics

MorphoAccess® SIGM
Lite iICLASS
MorphoAccess® SIGM
Lite + iCLASS®

MorphoAccess® SIGM
Lite Multi
MorphoAccess® SIGM
Lite + Multi

MorphoAccess® SIGM
Lite Prox
MorphoAccess® SIGM
Lite + Prox

MorphoAccess® SIGM V \%
Extreme iCLA8S

MorphoAccess® SIGNV V \%
Extreme Multi

MorphoAccess® SIGV V Vv
MorphoAccessd Extreme Prox

SIGMAEXxtreme
Series MorphoAccess® SIGV V Vv

Exreme FFD iCLA®S

MorphoAccess® SIGNV V \
Extreme FFD Multi

MorphoAccess® SIGNV V Vv
Extreme FFD Prox

NOTEHere, WR indicates terminal is Weather Resistant.

2017_2000025464-v01 This document and the information therein are the property of Safran Identity and 17
Security. They must not be copied or communicated to a third party without its
authorization
May 17



MorphoAccess® SIGMA Family Administrator Guide - SAFRAN
Introduction ~ Worpho

About Biometrics

About fingerprint biometrics

Fingerprints are permanent andnique. They are formed before birth and last throughout
one's life. Classification and systematic matching of fingerprints for different purposes have
been in use since the late 19th century.

The skin on the underside of fingers is different from the skirother areas o humanbody.
This skin has raised lines calletige <

These ridges do not run continuously from one side to the other, rather they may curve, end,
or divide into two or more ridgesifurcation andendings). Barring accidental ortémtional
mutilation, the ridge arrangement is permanent.

Fingerprints can be divided intbree major ridge patteris such as Whorls, Loops aAdches.
Unigue characteristics known as Minutiae identify those points of a fingerprint vitndne
ridges becora either bifurcation or endings, as illustrated in Figure 1. These minutiae are the
unique features, which form the basis of any system using fingerprint comparison techniques
for identification and verification purposes.

Ridge ending

Ridge hifurcation

Figure 1:Minutiae are classified in twaategories i.e. ridge ending and bifurcation

CAYASNIINAYG Aa | YIFGdzZNE o0A2YSGNARO&S Ay dza S
authentication or identification, as it offers an excellent traoké between criteria such as

user acceptance, easines®f use, performance, stability, cost effectiveness and
interoperability.

Since the early eightie§afran Identity & Securitiias carried an extensive research in the
field of studying fingerprints and continually refined its expertise & domain of fingerprint
based recognitiorsystems It has lead the market istudied fingerprint characteristics and
continually refined its expertise in fingerprint identification technology, developing first AFIS
systems (Automated Fingerprint Identiftean Systems) and then applying its unique kRow
how and worldwide leading position to markets such as physical access control (premises),
logical access control (computers and networks), secure payment transactions and OEM
applications.
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Templates supported

MorphoAccess®erminals are able to manage externtmplates. Followings the list of
supported templates

Morpho private fingerprint template formats
PK_COMPV2, fingerprint template format (minutiae).
PK_MATIjttle endian fingerprint template forrat (minutiae).

PK_LITE, fingerprint template format (minutiae).

Morpho private multimodal template formats

PK_FVnultimodaltemplate format.

L-1 Bioscrypt private fingerprint template formats
TEM from 4G, fingerprint template format (pattern) (onlksedl for 1/1 matching)
VUR from 4G, fingerprint template format (pattern) (only used for 1/1 matching)

BUR from 4G, fingerprint template format (pattern and minutiae) (used for 1/1 and 1/N
matching)

Public fingerprint template formats
ANSI INCITS 32804 fingerprint template format
ISO/IEC 19792 2004, Finger Minutiae Record

ISO/IEC 19792 2004, Finger Minutiae Card Record:

1 Normal Size

1 Compact Size

1 Compact Size, minutiae ordered by Ascending Angle
MINEX_A, fingerprint template format

DIN V6800, Compact Size fingerprint template format (minutiae)

DIN V66400, Compact Size fingerprint template format (minutiae ordered by Ascending
Angle)
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Notation
Product support notation:

In this document (i K S Marphd\tessfBIGMA Familyi S NI A EonsideredAeither
dMorphoAccess® L D a or ééMorphoAccess® L Da ! o AMbPpHoAccessGSIGMA
9 E (i NJefi&sterminal, unless itis explicitymentioned.¢ K §  (iMdMIAGAccessBGIGMA
Litet A@O2yta33A RISIpBARCcess® L Da !  $efiet&rhiral, wnless itis explicitly
mentioned. The applicability of feature for SIGNBIGMA Extremand SIGMA Lite product is
described using followingable format :

Feature/Function name SIGMA Series SIGMA Lite Series

SIGMA Extreme Series

Feature 1

"z
Z O

Feature 2

Z

AsMorphoAccess®IGMA Series andorphoAccess8IGMA Extrem&erieshave almost the

same functionalities, they are ususally in the same colugRcept when it is necessary to

detail.

MorphoAccess® L Da! { SNA S& KU gofor LED ip In@scapeadk &8 ONE Sy
MorphoAccessBIGMA Extrem8erieK I S | pQQ (2dz0KaONBSy 02f 2N
C2 NJ S E Fernidial 8dminiétration Mentg is available to SIGMBIGMA Extreméeries

product and not avdable to SIGMA Lite Series prodddiVébsewer Applicatiorg is available
to SIGMA and SIGMA Lite Series.

Feature SIGMA Series SIGMA Lite Series

SIGMA Extreme Series

Terminal Administration Menu

Z
Z @)

WebserverApplication

Z
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Parameter description:

In thisdocumenta parameter islescribedusing this format:

Parameter name Value Description

For example to allow additional attempt for biometric authentication:

Parameter name Value Description

auth_param.additional_bio_d 1, 2 or 3 I @rtdzS 2F awué YSIya
heck_nb_attempt identification or authentication a secon
chance is given to place finger on the biome

Sensor.

{SG GKAA LI NI YS{Snhe
attempt to place finger.
{SG GKA& LI NFXYSGSNI G
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ection 2 Connecting the
Terminal to a PC

2017_2000025464-v01 This document and the information therein are the property of Safran Identity and 22
Security. They must not be copied or communicated to a third party without its
authorization
May 17



MorphoAccess® SIGMA Family Administrator Guide y SAFRAN
Connecting the Terminal to a PC ~ Worpho

General

Why would one connect the terminal to a PG

TheMorphoAccess®IGMA Familierminal is designed to be able to run in standaloned®o
it means without any connection to a master system. But sometimes, a connection with a PC is
useful to perform tasks like:

Configuringhe terminal.
Maintainingterminal: firmware upgrade, add a license (to unlock an optional feature)
Managingthe database i.e., addingor deleting or modifying the usetata.

Managingog files,i.e., getor delete the lodfiles.

= =4 a4 -—a -

Configuring theVi-C Acannection.
Connection methods

The MorphoAccess® SIGMA Fandyminal can be connected to a PC by an Ethernéle;a
either directly or through a LAN. The LAN can be reduced to only one Ethernet switch.

Once physically connected, tHdorphoAccess® SIGMA Fantgdgyminal can be configured
using an application such &orphoBioToolbox

A POE (Poweover Ethernet) curent injector is mandatory if theMorphoAccess® SIGMA
Familyterminal is not powered by the +12VDC/GND wires block.

Network parameter initialization

TheWR S Frietdairkip&ameters of thélorphoAccess® SIGMA Fartéiyninal are:

IP address Mode Parameter Factory value

Terminal IP address| 192.168.1.10

Gateway IP address| 192.168.1.254

Sub network mask | 255.255.254.0

Host name MASgmaMAlite/MA -lite-plusd MAextreme

LT GKS GSNXYAYIfQa RSTI dzf & vy Stisgeedidmenid tNcefef S G S NJ
to the &Communication merdto change these values.
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Point to Point Ethernet Connection

TheMorphoAccess® SIGMA Fantdgminal can be connected directly to a PC by an Ethernet
cable.

The administrator aeds to consider the points mentioned below prior to connecting the
terminal directly to a PC via an Ethernet cable

If the Ethernet portof the PCdoes not support the AuteMDIX feature, then a crossover
Ethernet cable is mandatory. If no crossover Etle¢rrable is available, then a switch can be
used (please refer taConnection through only one Ethernet swifch

If the PCthat the administrator usess already connected to a LAN, then it must be either
discomected from the LAN, or equipped with2& network interface boardThis 29 network
board will be dedicated to the connection with the termindlheadministrator mayneed to
modify the networkparametersof the PCin that case a Network dtAN adminisator should

be contacted for seekintpe best solution.

Figure 2:Direct Point to Point Ethernet Connection
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Connection through only one Ethernet switb

The MorphoAccess® SIGMA Fanmédyminal can be connected to a PC through an Ethernet
switch. This is usefuthen no crossover cable is available that casethe administrator can
useone Ethernet switch and two Ethernet standard cables.

N

ZSWMWWGPY 9GKSNYSaG 1!'. R2SayQi
Ethernet switch is really mandatory.

FEt26 | O2yy¢

Connect an administrator
computer to the Ethernet
(1, 2, 3 or 4) port.

Connect terminal
to Ethernet

Figure 3:Connection through an Ethernet switch
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Connection through a LAN

Description

The administrator can also connect thdorphoAccess® SIGMA Famédyminal to a PGria
Local Area Network (LANY specifying a unique IP address or host name

The IP address calibe static or dynamically assigned by the DHCP server inettweork. If

the administrator chooses to specify the host name of the terminal aanigue identifier,
then in that casell KS Wi S NIvmiugtlbé adged t6 $h@ DNS server database by the
network administrator.

Figure 4:Connection through LAN

The administrator is recommended to connédbrphoAccess® SIGMA Fantdyminals on a
dedicated networkin order toreduce possillities of fraudulent access tthe configuration of
the terminal It is advised a contactthe network administrator for more informatiomn LAN
security strategies.

Beforethe administrator connectshe MorphoAccess® SIGMA Fandgminal to a LAN, it is
necessary ta@onfigure the LAN parameters into the termin@he values of thesgarameters
are to be provided and/or approved by the netwa@ministrator.

LAN with DNS Server

When a DNS server is available in the LAN, the PC can request the connection to the
MorphoAccess® SIGMA Fartgiyminal by using its host name instead of Bsdddress.

The network administrator must add th@orphoAccess® SIGMA Farteiyminal host name to
the DNS server databasail KSNBAaS | ¢/t 2LISYy &S a shasthagmeNS |j dzS
will fail.

2017_2000025464-v01 This document and the information therein are the property of Safran Identity and 26
Security. They must not be copied or communicated to a third party without its
authorization
May 17



MorphoAccess® SIGMA Family Administrator Guide - SAFRAN
Connecting the Terminal to a PC ~ Worpho

It is useful to specify th&lorphoAccess® SIGMA Fanmdrminal by its host name, when the
DHCP mode is enabled, as the IP address of the terminal can change after a power up.

LAN without DNS Server

This sectiorhelps the administrator in connecting tihdorphoAccess® SIGMA Fangminal
to a LAN thatdoesnot have a DNS server athen hosthame cannot be added to the DNS
Serverdatabase.

The PC is not able to establish a connection with a terminal using its host Wamifé.address
of the MorphoAccess® SIGMA Fantgyminal is the only way to specify therminal.

For standard use (excluding unscheduled maintenance operations)ratommendedthat
the administratorshould not enable DHCP modea this caseThis is because in the DHCP
modethe IP address for the terminal can change each timeréstarted.

Static IP address (DHCP disabled)

This is the easiest wafpr an administratorto connecta MorphoAccess® SIGMA Family
terminal to a LANIn this casethe IP address of the terminal remains the same after each
reboot and the Host System neesdio knowonly this IP addressn order to establish a
connection with the terminal.

The IP address of thdorphoAccess® SIGMA Fantdgminal must be reserved in the router
by the network administrator. The network administrator must also provide and/or approve
the network parameter values for the terminal, i.e.:

1 TheMorphoAccess® SIGMA Fartéiyminal IP address,
1 GatewaylP address,

M Localsubnet masksalue.

AWARNING If the MorphoAccess® SIGMA Fantdyminal uses an IP address already
assigned in the network, thconnection to the terminal will benstable.

Dynamic IP address (DHCP enabled)

When theadministrator enables th®HCP mode the terminal,the terminalIP address and

other networking parameters are assigned automatically from the DHCP Server (network

routers). This address could be different after each staptas it depends on the DHCP

strategy defined for the LAN.
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Wi-F i Betwork configuration

Requirements
Wi-C Aaannection is available under the following mandatory conditions:

1 The administratomust havepluggedin a Morpho Wi-C A UGB adapter in theear USB
port of the terminal

1 Pease refer todMorphoAccess® SIGMA Series terminal USB port with-@ AW
adaptere for MorphoAccess® SIGMBeries and forMorphoAccess® SIGMAite
terminal refer to MorphoAccess® SIGMA Lite Series Quick User Guide

1 The administrator must ensure that\&i-C A lkense (dedicated to this terminal) must
be present in the terminal (as describedd@ommunication licensés

After the above operations ensurto reboot the terminal

Configuration

TheWi-C Anetwork configuration is described the & S O (iWi-2 ¥Netiwork Configuratiof

The WIiCAu O2y FTAIdzNI GA2Y LI NI YSrph8Addess®l 9&BSerid@S & O NJA
Parameters Guidelocument

Troubleshooting

If the administrator has configured thierminal to use théWi-C Aaannection with theWi-C A un
USB adapter plugged in and if there isW&C L lieense present, thiorphoAccess® SIGMA
Familyterminal willemit a shortlow tone.

To solve this issug¢he administrator needs tanplug theWi-C A USB adapter and restart the
terminal.

The WIiCAxn O2y FAIdzNI GA2Y LI NI YWSrph8Addss®l SeBSerid@S & O NJA
Parameters Guidelocument
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Section 3 Terminal
Configuration and
Administration
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Understanding MorphoAccess® Configuration

Presentation

MorphoAccess® SIGMA Fantdyminal has factory default settingsr reset valuedor all
the supportedfunctionalities. The administrator can configure théerminal depending on
the desiredlevel of securityusing one of the methods described below:

Feature SIGMA Series SIGMA Lite Series
SIGMA Extreme Series
Terminal Administration Menu N 0
WebserverApplication N N
DistantsystemApplication N N
USB Script N N
Morpho Bio Toolbox N N

1 Terminal AdministrationMenu: Theadministratorcanlogin to terminal andaccess
several functionalities under administration mentihis allows adminigrator to
perform configuration,add users, upload multimedia, download logs, efthe
completemenus are covered in the subsequent sections of doisument

1 Websrver Application. Webserver can béermed asa remote configuration panel
of MorphoAccess®IGMA Familyerminal. Using Webserveithe administrator can
configure any parameter afhe terminal while connected remotely. Webserver is
connected to the terminal through Ethernet orWi-C A metwork. Only an
administratorwith full administrative rightsan login to WebservekVebserver also
KFa | W 2YLX SGS /2y FAIdzNI GA2yQ (F6 FNRBY ¢
possible parameterBor detailed description of all the parameters, please refer to
MorphoAccess® 5G Serie®arameters Guidelocument

Modifying the value of a parameter

There are two wayan administratorcanmodify the value of a terminal parameter:

1 Remotely through Ethernet owi-C A, with a client application/interface running on
the Host System (such &8orphoBioToolboxor a web biowser connected to the
embeddedwWebserver),

1 With a USB mass storage key, which contains a script prepared on a PC using
MorphoBioToolBox.
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Configuring a Networked MorphoAccess®

Introduction

The administrator can manageMorphoAccess® SIGMA Fanelgminal by a PC connected
to the terminal,by using an application such asweb browser connected to the embedded
Webserver(in MA5G modepr MorphoBioToolbox (in caseterminal is inMA5G orlegacy
Morpho modes).

The remote operations available are mainly:
I Time and Attendance configuration

Read and Modifparametervalues

Manageaccess schedules

Managenetwork configuration

User Management

Log Management

= =4 a4 A - -2

Tampersettings, etc

The terminal works as a TCP/IP server, which waits for a request from the HoshSyste
application thatacts as a TCP/IP client.

%

Host System with
configuration application

Figure 5:Configuration of aviorphoAccess® SIGMA Fantdyminal by a Host System

To know more on theommands supported by thiRlorphoAccess® SIGMA Fantgminal,
the administrator needs to refer taMlorphoAccess® 5GeBes ¢ Host System Interface
Specificationdocument.
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Network factory settings

By default the IP addresd the MorphoAccess®IGMAFamilyterminalis 192.168.1.10The
administrator can change IP address eitliyrthe local Administrator Menwr a distart
system connected though an IP liokwith a USB flash drive (USBript3.

The default server port is 11010.

Date/Time settings

Theadministrator can update thdate/time of the terminal by a distargystem by the local
Administrator Menuor Webserver

SSL Securing
Secure Sockets Layer (SSL) and its successor Transport Layer Security (TLS) are cryptographic
protocols designed to provide communication security over Ethernet olOMi . OK Il Yy Sf & @

These protocols are used to protect the communication betwdk@ MorphoAccess®
SIGMA Familyerminal and a distant system, such as a central access controller or a
terminal configuration station.

References

T wS ¥ S $BLiC2nfighratién dzy RSNJ { SOdzNA ( & uideS t6 énatileS OG A 2 v
and configure SSL communication port

2017_2000025464-v01 This document and the information therein are the property of Safran Identity and 32
Security. They must not be copied or communicated to a third party without its
authorization
May 17


































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































