{()) IDEMIA

augmented identity

SECURE A
OPERATORARSUA

Version 4.1.22.0.0.0.0




<( )> IDEMIA Copyright

Copyright Information

© 2018, IDEMIA

All Rights reserved. This product and related documentation are protected by copyright and
distributed under licenses restricting their use, copying, distribution, and de-compilation. No part of
this product or related documentation may be reproduced in any form by any means without written
permission from IDEMIA and its licensors, if any.

Redistributions must be made in binary form only and must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

TRADEMARKS

The trademarks identified herein are the trademarks or registered trademarks of IDEMIA. All other
brands and products referenced herein are acknowledged to be trademarks or registered
trademarks of their respective holders or manufacturers.

THE PRODUCT AND PUBLI CATI ON ARE PROVI DED AnAS | S
KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-
INFRINGEMENT.

THIS PUBLICATION COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL
ERRORS. CHANGES ARE PERIODICALLY ADDED TO THE INFORMATION HEREIN; THESE
CHANGES WILL BE INCORPORATED IN NEW EDITIONS OF THE PUBLICATION.IDEMIA MAY
MAKE IMPROVEMENTS AND/OR CHANGES IN THE PRODUCT(S) AND/OR THE
PROGRAM(S) DESCRIBED IN THIS PUBLICATION AT ANY TIME.

IMPORTANT - Please refer to the IDEMIA End User License Agreement document and read it
carefully before using any IDEMIA software on your computer. This document contains important
information about your legal rights.

Copyright © IDEMIA 2018. All rights reserved. 2



{)) iDEMIA

Table of Content

TABLE OF CONTENT

CHAPTER 1 INTRODUGCTION .. .cuutititititiiittitite s 55
11 SYMBOLS USED IN THIS GUIDE .....coiiiiiiiiiiiiie ittt a e e e e e s 57
1.2 PRODUCT OVERVIEW ..ottt ettt ettt e e e e e s bbbt e e e e e s e annbneeeeeaeeaaannes 58
121 AG V-FLEX DEVICE... ..ottt ettt ettt e e e e sttt e e e s s st e e e e e e e e s nnnbnnneeas 58
1.2.2 AG V-FLEX WR DEVICE ..ottt ittt e ettt e e e s st e e e e e e e s nnrnnneeas 59
1.2.3 AG V-STATION DEVICE ..ottt s 60
124 4G V-STATION WR DEVICE ... ..ttt s 61
1.25 4G V-STATION EXTREME DEVICE .....ouuiiiiiiii s 62
1.2.6 4G PIV-TWIC STATION DEVICE .....outitiiiiiiitiiiti s 63
1.2.7 4G PIV-TWIC STATION EXTREME DEVICE........uuiiiii s 64
1.2.8 4G FINGERVEIN STATION DEVICE ....ooiiiiiiiiiiieet ettt 65
1.2.9 AG V-FLEX LITE DEVICE ...ttt ettt ettt e st e e e e e nibn e 66
1.2.10 AG V-STATION LITE DEVICE ..ottt ettt ettt e e e nee s 67
1.2.11 MORPHO 3D FACE READER ..ottt ettt et e e et e e e e e e e e nnanes 68
1.2.12 MorphoAccess SIGMA T LLMODE ... 69
1.2.13 MA SIGMA Lite+ T LL MODE.......euiiiiiiiiiii ittt e e e e s s e e e e e e e e e aaees 70
1.2.14 MA SIGMA Lite T LL MODE.......ctiiiiiie ittt et e e e e s e st e e e e e e s s annnbeeeeaeeeesaanne 71
1.2.15 MA SIGMA EXTREME T LL MODE ..., 72
1.3 TEMPLATE SUPPORT ...ttt s 73
13.1 1:1 TEMPLATE OR 348-BYTE TEMPLATES. ..., 73
1.3.2 1:200 SEARCHING TEMPLATES ..., 73
1.3.3 1:500 SEARCHING TEMPLATES ..o, 73
1.34 USER RECORDS ...ttt ettt e e e e o bbbttt e e e e e s bbb et et e e e s e s aanbbrneeeaeeeaannnes 74
1.35 BIOMETRIC USER RECORDS ......oiiiiiiiitii ittt e e e s e sanbe e e e e e e e e ennnes 74
1.3.6 MORPHO PR LITE ... ettt e e e ettt e e e e e s bbb e e e e e e s e s annbbreeeeaeeeaannnes 75
1.3.7 TEMPLATE SUPPORT SUMMARY ..ottt ettt e et e e e e e e s s nnnnnene s 76
1.4 PROXIMITY CARDS ...ttt ettt e e e e e e bbb e et e e e e e s anbe b e e e e e e e s e annbbeneeeeeeeaannne 80
141 PROX CARD ...ttt ettt e oottt e e e e e 4 e a bbb et et e e e e e s n s bbb e e e e e e e e e annbbereeeeeeaaaanne 80
14.2 COMMAND CARDS ...ttt ettt ettt ettt et eeeeeeeeeeeeeee et eeeeeeeeeeeeeeeaeeeseeeeeeeseesssnesesesnnnnnnnnes 80
15 SMART CARDS ..ottt ettt ettt ettt ettt et ettt et eee e et eeeeee et eeeeeeeesesesesenesnsennnnnnnnnes 81
151 PIV CARD S ... 81
152 TWIC CARDS ...ttt 81
1.6 SECUREADMIN APPLICATION ...ttt eeeeeeeseeeeeeeeeeseeeeeneenenees 82
16.1 LOGIN Lttt ettt et e e oo et ettt e e e e o bbbt e et e e e e e e a bbb et et e e e e e aannbereeeaeeeeaaane 82
1.6.2 SECUREADMIN MAIN SCREEN ..ottt 83
1.6.2.1 QUICK ACCESS PANEL ...cciiiiiiiitte ettt ettt ettt e e e e e e et e e e e e e e s anbabneeeeaeeeas 83
1.6.2.2 IMENU BAR .ttt ettt et oo oottt e e e e e o e a bbb ettt e e e e e s nn bbbt e e e e e e e e annbeeeeeeeeeaananne 84
1.6.2.3 BIOMETRIC SELECTION BAR ....ooiiiiiiiiitiiit ettt e e e e e s e ee e e e e e e ennnes 84
CHAPTER 2 MANAGING USERS ... ittt s 85
21 MANAGING USERS. ... .o 86
211 USERS T A B .. 86
21.2 FILTER BY USER ... 86
2.1.3 ADD A USER .o s 87
214 IMPORT A USER ... s 87
2.2 USER GROUPS TAB ... 94
221 FILTER A USER GROUP ...ttt e e e e e et e e e e e e e e e annnes 94
2.2.2 ADD A USER GROUP ...ttt ettt e e e e e e et b et e e e e e s e abnbeeeeaaaeeeaannnes 95
2.3 COMPANIES TAB ...ttt ettt e e oottt et e e o4 e e bbbttt e e e e e e e abbbe et e e e e e e e aanbbbneeaaaaaeas 97
23.1 FILTER BY COMPANY ...ttt ettt e e e e e sk bbbt e et e e e e e aaanbebeeeeaeesaannnbbeeeaaaeeaaanne 97
2.3.2 ADD A COMPANY ettt e oottt et e e e s e s b bbbttt e e e e e e e abbbbeeeeaeeesaaasnbbeeeaaaeesaannes 98
2.4 Y I ST I = PP UP PP PPPTP 99
24.1 FILTER BY SITE oo 99

Copyright © IDEMIA 2018. All rights reserved. 3



{()) IDEMIA

Table of Content

24.2 TO ADD A SITE oo 100
2.5 DEPARTMENTS ... 101
251 FILTER BY DEPARTMENT ... 101
2.5.2 FILTER BY DEPARTMENT ...t 102
253 ADD A DEPARTMENT ...ttt ettt e e e e e e s e e e e e e e e s aennes 102
CHAPTER 3 ENROLLING USERS .......coiitiiiii e 104
3.1 ENROLLMENT ..ottt st e e e e e s s e e e e e e e e e s n e e e e e e e s 105
3.2 4G FINGERPRINT QUICK ENROLLMENT ...ttt 107
3.3 4G FINGERPRINT ADVANCED ENROLLMENT ....otiiiiiiiiiiiiieie e 112
3.4 FINGER VEIN ENROLLMENT ..ottt e e 119
3.5 FACE ENROLLMENT .ottt 123
3.6 MSO + 4G FINGERPRINT QUICK ENROLLMENT ..ottt 129
3.7 MSO + 4G FINGERPRINT ADVANCE ENROLLMENT ....oooiiiiiiiiiiiiiiiieen e 137
3.8 ENROLLMENT NOTES......ciiii e 145
3.8.1 ENROLLMENT OF 1:50K TEMPLATE ...ttt 145
3.8.2 ENROLLMENT ON 4G PIV-TWIC STATION DEVICES.........cccoiiiiieei e 146
3.8.3 ENROLLMENT WITH OPTIONAL STORAGE IN DATABASE.......cciiiiiiiiiieeeeeeeeee e 148
3.84 ALLOW FOR DUPLICATE TEMPLATES IN THE DATABASE ......cooo i 149
3.85 ENROLLMENT SETTINGS FOR MSO + 4G FINGERPRINT ENROLLMENT ......cccccvvieveeennn. 151
CHAPTER 4  MANAGING TEMPLATES ... e 153
4.1 MANAGING TEMPLATES ...ttt e e s e e e e e s 154
4.2 VIEWING TEMPLATES ON ADEVICE.......coiiiiiiiiiiiii e 155
4.3 EXPORTING TEMPLATE LIST FROM ADEVICE ........ooiiiiiiiiiiiiie e 156
4.4 EXPORTING TEMPLATES FROM ADATABASE ..ottt 159
4.5 TEMPLATES IN ADATABASE ... 161
45.1 VIEW TEMPLATES IN A DATABASE ....ootiiiiiiiii e 161
45.2 FILTER BY TEMPLATE DETAILLS ...coiiiii e 161
453 EDITING TEMPLATES ...ttt et e e e e e e e s e s e e e e e s 162
4.6 VERIFYING TEMPLATES ...ttt e e s e e e e e s e 164
46.1 VERIFY TEMPLATES ON A DEVICE.....coii ittt 164
46.2 VERIFY TEMPLATES FROM DATABASE ... .o 165
4.7 IMPORTING TEMPLATES TO DATABASE ... .ot 166
4.8 TEMPLATE CONVERSION ...coiiiiiiiii e 169
4.9 COMPARING TEMPLATES ..ot 170
4.10 MANAGING 1:50K BUR TEMPLATES........ottiiiiii e 171
411 TEMPLATE TRANSFER TO MoRPHOACCESS SIGMA,SIGMA LITE SERIES AND SIGMA

EXTREMET LLMODE ....ciitiiiiiiiiiiitiee ittt s bbbt e e e e e s 1 e bbb e e e e e e e s s e bbb e et e e e e e e s e bbb e e e reaesesnsannns 172
411.1 TEMPLATE SUPPORT ...t 172
411.2 TEMPLATE PRIORITY ottt ettt e et e e e s e s e e e e e e s e 172
412 DYNAMIC MESSAGES . ...ttt e e e e e s 174
412.1 MANAGING DYNAMIC MESSAGES ... ..ttt 174
412.2 APPLYING DYNAMIC MESSAGES TO TEMPLATES ...t 174
412.3 UPDATE, EDIT OR REMOVE DYNAMIC MESSAGE .......ccciiiiiiiiiie e 174
412.4 SET A TEXT MESSAGE AS A DYNAMIC MESSAGE .......ootiiiiiiiiiieie e 175
4.12.5 SET AN IMAGE AS ADYNAMIC MESSAGE .......ooiiiiiiiiiiiiie e 179
4.12.6 DETACH A DYNAMIC MESSAGE FROM A TEMPLATE ... 180
4.13 MANAGING TEMPLATE SETTINGS ... . 182
413.1 PROX USER MODE .....ooiiiiiiiiite ettt e e e e 182
4.13.2 SMART CARD USER MODE ...ttt 184
413.2.1 ACCESS RULE PRIORITY L.ttt ettt a e 185
4.13.4 CONFIGURE TEMPLATE SETTINGS ..ottt ettt 188
4.13.5 DOOR TIMEOUT .ttt ettt et e e e e st e e e s e s e e et e e e e e s anrnrreeeeeeeeas 189
4.13.6 TEMPLATE EXPIRY ittt ettt e et e e e e e r et e e e e e s n e s 190
4.13.7 RESET TEMPLATE SETTINGS ..ottt e s e e s e e e e e s 190

Copyright © IDEMIA 2018. All rights reserved. 4



{()) IDEMIA

Table of Content

4.13.8 TRANSFER TEMPLATE SETTINGS .. ..ottt ettt et e e sntae e e e 190
CHAPTER 5 MANAGING DEVICE SETTINGS ...ttt ettt ettt e e e e et e e e e e e s e s nnbeeeeaaaeesannnnes 191
5.1 VIEW DEVICE SETTINGS ...ttt ettt sttt e e sttt e e e snbae e e s anbae e e s snbaeeessnbaeeeeane 192
5.2 GENERAL TAB ...ttt ettt ettt sttt s sttt e e s e sttt e s sttt e e e ens e e e e annbe e e e enbeeeeenbaeeesnnres 193
5.3 TIME AND ATTENDANCE TAB ...ttt ettt a e et e e e e e e st a it e e e e e e s e annreeeeeas 194
53.1 TIME AND ATTENDEE MODE ...ttt e e 194
5.3.2 JOB/COST CENTRE ...ttt ettt e e e ettt e e e e e s et et e e e e e e e sanbateeeeaaeeesannrneeeeas 198
5.3.3 TIME AND ATTENDANCE MODE FOR V-STATION LITE PRODUCTS......cccoiiieieee e, 201
5.3.3.1 DISABLED ...ttt e et e e e e e e e e a b e e e e e e e e aanraraeaaaae e s 202
5.3.3.2 F-KEY AS INPUT L.ttt e e ettt e e e e e s e bbbttt e e aeeesantebeeeeaaeeesannsnbaeeeaaaeeas 203
5.3.3.3 FIXED oottt ettt ettt e e bttt e b b et e e e bbbt e e e ha e et e e R bte e e e nnreeennnnreee s 204
5.3.34 7 L USSP 205
5.34 TIME AND ATTENDANCE MODE FOR MA SIGMA Lite+ i L1 MODE PRODUCTS.............. 206
5.4 COMMUNICATION TAB ...ttt ettt sttt et e e st e e s sttt e e s st be e e s snnbe e e s esbeeeeenbaeeeennnees 207
55 [T Y 2 A = RO PPPP 211
5.6 QI = S 1Y = SRR PR 213
5.7 SINGLE DOOR ACCESS CONTROL TAB. ... .ttt ittt s sieeee e e e e s s snseaaeeeae e e s e s nnnseeeees 216
5.7.1 CONFIGURING SINGLE DOOR ACCESS CONTROL ....uttiiiieeiiiiiiiiieeee e sesiiiiee e 216
5.7.2 CONFIGURE SMART CARD VERIFICATION ...oiiiiiiiiiiiiiiieee et saee e 218
5.7.2.1 4G PRODUCTS oeitiiiiiie ettt e et e e e s e st e e e e e e s s s as e eeeaeeesaassebeeeaeaeeesnnssntteeeaaeeesannssnnees 218
5.7.2.2 MorphoAccess SIGMA,SIGMA Lite Series and SIGMA EXTREMET L1 Mode...........cccccee...... 219
5.7.3 SINGLE DOOR ACCESS CONTROL TAB FOR 4G LITE......ccoiiiiiiiiiiiie et 220
5.7.3.1 CONFIGURE ACCESS RULE .....ooiiiiiiiie ettt et 220
5.7.3.2 GPl1 BASE THREAT LEVEL (ACCESS RULE) .....cccctiiiiiiiiie ittt 223
574 TIME OVERRIDE MODE ......ooiiiiiiiiii ittt ettt e et e e et e e e et e e e e nnees 226
5.7.5 FIRE PANEL INPUT ..ottt sttt sttt e sttt e e s st e e e s st ae e e e nnbaeeesnnneeeeas 228
5.8 ACCESS SCHEDULES TAB......ciiiitiiie ettt ettt ettt e e sttee e sttt e e sbae e e s sbeeeesanbaeeeesntaeeesssaeeeesnes 229
5.8.1 CONFIGURE ACCESS SCHEDULE .....ccceiiiiiiiiiiite ettt a e e e e s e nnnneeeeeas 229
5.8.2 SAVE AND UPLOAD ACCESS SCHEDULES ......coii ittt 231
5.9 HOLIDAY SCHEDULES TAB ... .ceeteeiiiie ettt e e e ee e e e e e s st e e e e e e e s annsnnaeeeeaeeean 232
5.9.1 CONFIGURE HOLIDAY ACCESS SCHEDULE .......cooiiieiieei e 232
5.9.2 SAVE AND UPLOAD HOLIDAY ACCESS SCHEDULES .......ccoiiiiiiieeee e 233
5.10 BIOMETRIC SCHEDULES .......ouiiiiiiiiiie ittt ettt st e e st e e e s s e e s nnneeee s 234
5.10.1 CONFIGURE BIOMETRIC SCHEDULES. ..ottt 234
5.10.2 DOOR OPEN SCHEDULE .........cotiiiiiiiie ittt ettt sttt et e e s eessntaeeesnnbaeeesnnneeeens 235
5.11 MISCELLANEOUS TAB ... .oiiiiitiiiie ittt ettt e ettt e ettt a e sttt e e e st e e e sstaeeeaasbaeeeasssaeeesanbaeeesanneeeens 236
5.11.1 SEND VERIFICATION RESULT ...etiiiiiiiie ittt sttt e e sttee e st e e st e e e st e e s anteeeeenaeneeenneeas 236
5.11.2 POLLING MODE ......ctiiiiiiiiiie ettt ettt e sttt e sttt e e st e e e s st e e s asba e e e s nnbaeeeeansaeeesannneeens 238
51121 NOIMAl POIING MOE ...t snaee s 239
5.11.2.2 CALLBACK POLLING MODE ... ietiiiiiie et e e s s seeee e e e e e s s snnteeeeeaaeessanntaneeeaeeeanannseneees 240
5.11.3 CUSTOM VERIFICATION ENTRY MODE .....outiiiiiieeiiiiiiiieee e e e seeee e e e e e nnnneeee s 241
5.11.4 REALTIME ACTIVITY ceetiiiiiie ettt ettt e e e e sttt e e e e e e s st e e eeeesnntnteeeeeaeeesansnnaeeeeaeeenn 242
5.12 F O D] 2 AN O OO 243
5.12.1 MODES OF ACP FEEDBACK ...ttt ettt e e e e e e e e e e e e annnnnnaeeeeee e s 243
5.12.2 ACTIVATE LED CONTROL ....vtiiiiiiiiie sttt sttt e s sttee e staee e e staeeessntaeaesantaeeeesnsaaeesssaeeessnes 247
5.12.3 PANEL MODE .....cciiitiiie ittt ettt s et e e sttt e e sttt e e sttt e e s bbbt e e s bbb e e e s ssseeessbaeeesnssaeaenansaeeenn 248
5.12.4 ACTIVATE KEYPAD PASSTHRU MODE.........ccciiiiiiiiiiiiee s iiiiee e siiie e siaeee s siaeee s siaeeessnsaeeaeanes 250
5.13 DEVICE SECURITY Letiiiiiiiiiit ettt st ettt e sttt e e sttt e e s st e e e s ttae e e ssbaeaesassseeesssaeeesansseeasanneeeens 251
5.13.1 DEVICE SECURITY MODES ......oiiiiiiiieiiiiite ittt ettt ettt ettt e e st e e s ssssaaesnstaeeesnnsaeeesnnnneeens 251
5.13.1.1 ALL USERS + PASSWORD ....ooiiiiiiiie ittt ettt ettt e ettt a e e sntae e e s antaeeessntaeeessnnaeeesansaeeeeane 251
5.13.1.2 ALL USERS WITH PASSWORD + BIOMETRIC .....cuoiiiiiiii e eiieee e e seineee e e e e 252
5.13.1.3 ADMIN WITH PASSWORD ONLY ...ciitiiiiiiee e serieteee e e e e s s snsieteree e e e s s ssntasessaeeesessssnnneeeesssnnnsne 252
5.13.1.4 ADMIN WITH PASSWORD + BIOMETRIC ......oociiiiiie ittt 252
5.13.2 DEVICE SECURITY MODES T L1 MOUE ...uutiiiiieeeiiiiiiiiiiee e e st ee e e s s sneaeee e e e e e s s nnnnnneeneeee s 253
5.13.2.1 PASSWORD ONIY ...ttt e e et e e e e e e s s eeeae e e snnaataneeeaeeesannsnraneneaeeenn 253

Copyright © IDEMIA 2018. All rights reserved. 5



{()) IDEMIA

Table of Content

5.13.2.2 | I = T Y0 (o N 253
5.13.2.3 ID + BIOMELIIC 4 PASSWOIT.......coeeeveuieieeeiiiieeiee e e e e ettt e e e e e e s e e et e s e e s s eessab s eeesesessbaaaeseeesenssnes 254
5.13.2.4 | I =10 g 1< 4 (oS 254
5.14 7N 11 T 1Y = N 255
5.15 DYNAMIC MESSAGE TAB ...ttt et e et e e e e e et e e e e e e e e e aaa s e eeeesenanaes 257
5.15.1 ACTIVATE DYNAMIC MESSAGING ... .ottt e e e e e e e e e e e enaaaas 257
5.15.2 SET DISPLAY TIMEOUT FOR DYNAMIC MESSAGE ........o oot 259
5.15.3 UPLOAD AN AUDIO FILE FOR DYNAMIC MESSAGE ATTENTION......cooviiiiiiiiiieeee e 259
5.15.4 UPLOAD AN IMAGE FILE FOR USE AS ADYNAMIC MESSAGE .......ocooiiiiiiiieeee e, 262
5.16 (01 B - = SRR 264
5.16.1 ] o I B Y/ (O = 10 LT T 264
5.16.2 SET DEVICE WALLPAPER ... ettt e e s e e e e s e st s e e e s e e eaabaa s 267
5.16.3 SET DEVICE SLIDESHOW ..ottt e e e s e e et s e s e s e s e e s bbb s e e e s e e eaabaaas 267
5.16.4 CHANGE THE DEVICE LANGUAGE ......uoii ettt 267
5.16.5 ACTIVATE/DEACTIVATE LCD VERIFICATION ...coitiiiiii e eva e e eeaaaa 268
5.16.6 ACTIVATE/DEACTIVATE KEYPAD ADMINISTRATION ..ottt 268
517 GENERAL PURPOSE /O TAB ...ttt ettt ettt e ettt e e et e e e e e s e s e e e e s abeeeeeaaaes 269
517.1 GENERAL PURPOSE INPUT ettt e et e et e s s e e et e st e e e e rans 269
517.11 CONFIGUIE GP SEIINGS. . et ettt st e e st e e s e bb e e e e nba e e e e nenas 270
5.17.2 GENERAL PURPOSE OUT PUT .ottt e et e et e st e b e e et e s e e e e e eans 273
5.17.2.1 CONFIGURE GPO SETTINGS FOR 4G DEVICE AND MORPHO 3D FACE READER™._..... 273
5.17.2.2 CONFIGURE GPO SETTINGS FOR 4G LITE DEVICE .....ovviiii e 278
5.18 WIEGAND TAB oottt oottt e e e e e e et et s e e e e e s ee et e s e e st eea bbb eessessssbaasessessansenes 279
5.18.1 PRE-DEFINED WIEGAND FORMATS ...ttt ettt e e e e et e e e s e e aaab s e e e s s s anaaaes 279
5.18.2 PASSTHRU WIEGAND FORMATS ...ttt e e e e st et s e e s s e e saab e e e e e s aneraes 281
5.18.3 CUSTOM INPUT WIEGAND FORMAT oottt sttt s e e e s e e s s e e aaaaaa s 282
5.18.4 NONE, PASSTHRU INPUT WIEGAND ..ottt e ettt e e s e e saab s e e e e s anaaaas 282
5.18.5 [ O ST YAV | 1 N 283
5.18.6 PULSE INTERV AL ...ttt ettt e et e et e s e et e st e e st e e et s s ta e ean e ebnsasbaees 283
5.18.7 ACTIVATE WIEGAND INPUT ..ottt e s e et e s ae st e e st e s e s et e raneasbaees 283
5.18.8 ACTIVATE WIEGAND OQUTPUT ..ottt e e e et e s et e et s s s et s e raneaebaees 283
5.18.9 ACTIVATE QUEUE VERIFICATION. ...ttt s s s e e e e e e e e e e e e e e e e e ennenen 284
5.18.10 WIEGAND OQUTPUT SETTINGS ..ottt ettt e s e e e e ettt s e e e e e s ee st e e s eaeseessees 284
5.18.11 CUSTOM WIEGAND SETTINGS ...ttt e s e e e e e s e e et s e e e s e nenabaan s 286
5.18.11.1 UPLOAD CUSTOM WIEGAND OUTPUT SETTINGS......coo it 286
5.18.11.2 CREATE A CUSTOM WIEGAND FORMAT ..ottt 287
5.19 BIOMETRICS TAB ..ottt e et e e e e e e e et et s e e e e esee st seeeseesaabaaseeeeesensraes 290
5.19.1 BIOMETRIC PARAMETERS ..ottt ettt e e e et e e e e e e e aa e e e e e e s eneaaes 290
5.19.2 GLOBAL SECURITY THRESHOLD ....cvtiietiii ettt e e et a e e 292
5.19.3 FINGER SPOOF DETECTION ...iuiiiiiieee et e e e et e e e et s e et e s s et s e raneasbaees 292
5.19.4 FIPS BIOMETRIC SECURITY euiitiiiiiiieee ettt et e e et e e st e et s st e ean s e eaneasbaees 293
5.19.5 [ YA [ o 1Y, [ 10 N 293
5.19.6 TEMPLATE ENCRYPTION ..ottt ettt e e e et e et s e s et e s e e e et s e eaeranaas 294
5.19.7 MULTI-USER VERIFICATION ...ttt et e s e et s e e e st e et s st e et s e eaneasbaees 295
5.19.8 BIOMETRIC VERIFICATION ..ottt ettt ettt s e e e e e et et e s e e e s e e eaab s e e eeeseneaaes 295
5.19.9 AUTO-BIOMETRIC DETECTION ....uuiiiiiieeiee ettt ettt e s e e e et s e e e e e s e et e e e e eesenesens 296
5.19.10 PASSWORD VERIFICATION ..ottt e ettt e e e e et e e e s e e e s e e e aab s e e eeeseneaaes 296
5.19.11 BIOMETRIC DETECTION ...ttt ettt e e e ettt s e e e e e e e e et e s e e e s eessab e eeeeesenesaes 296
5.19.12 CAMERA VIDEO TYPE ..ottt e e et e e e e e e e e e et s e e e e e e eaaaaas 296
5.20 (O IO O (G 17 = TR 298
5.20.1 SET THE TIME ON THE DEVICE ...ttt et et et r et e s e e e e rans 298
5.20.2 TO SET THE TIME ZONE, CLOCK TYPE AND DISPLAY FORMAT ...coviiiiie e 298
5.20.3 NETWORK TIME SERVER CONFIGURATION ..ottt e et e e s ees 299
5.21 DATABASE - MANAGING WIEGAND FORMATS AND WEEK SETTINGS .......oovvvviiiieiiie 300
5.21.1 MANAGING WIEGAND FORM AT S oottt et e et e e et e e s st e et s e eaneasbaeees 300
5.21.1.1 WIEGAND FORMAT TYPE .ottt e e e e et e e e e e e e et e e e e e e s e e ababneeeeaees 300
5.21.1.2 IMPORT A PREDEFINED OR CUSTOM WIEGAND FORMAT INTO THE DATABASE......... 301

Copyright © IDEMIA 2018. All rights reserved. 6



{()) IDEMIA

Table of Content

521.1.3 IMPORT A PREDEFINED/PIVITWIC/CUSTOM WIEGAND FORMAT INTO THE DATABASE
301

521.14 EXPORT A CUSTOM WIEGAND FORMAT ....ooiiiiiiiiiiii e 301
5.21.15 EXPORT A PREDEFINED PIV/ITWIC CUSTOM WIEGAND FORMAT ....covviiiieriee e 301
5.21.1.6 ADD A CUSTOM WIEGAND FORMAT ..ottt 302
5.21.2 CHANGING WEEK SETTINGS ...ttt 304
5.21.3 AUTO SYNCHRONIZE CLOCK .....ciiiiitiriiiieee ittt r e e e s e sanees 304
5.21.4 PANEL INTEGRATION CONFIGURATION. ..ottt 305
52141 SERVER CONFIGURATION ..ottt 305
5.21.4.2 AUTO-SCHEDULING......cceiiiititiiii ettt ettt e e e et e e s s e e e e e e s aannes 306
521421 DEFINED AUTO SYNCHRONIZE SCHEDULE ........cccociiiiiiiiiiiii e 306
5.21.4.2.2 MANUAL SYNCHRONIZATION ...oooiiiiiiiiiiiiiiiii i 307
5.21.4.2.3 EVENT REGISTRATION ...cooiiiiiiiiiiiii it 307
5.22 CARD READER MODE TAB. ...ttt 308
5.22.1 TWIC MODE ... 308
5.22.2 PIV MODE ...ttt e e e et e e e e e e e e e e e 309
5.22.3 MIFARE/DESFIRE MODE ........ooiiiiiiiiiie ittt sttt e e nnnee s 310
5.22.4 CARD PRIORITY ottt ittt ettt ettt e e e 1 e s et e e e e s e as e e e e e e e e e s annrrrnees 310
5.22.5 VALIDATE CRL EXPIRY DATE ... .ttt e e 310
5.22.6 DISPLAY PRINTED INFORMATION ...ttt 311
5.23 THREAT LEVEL TAB ...ttt ettt e et e e e st e e e e e e e ene s 312
5.23.1 SETTING GPIO BASED THREAT LEVEL......c..vvviiiiiiii e 312
5.23.2 SETTING COMMAND BASED THREAT LEVEL......cooiiiiiiie e, 312
5.23.3 THREAT LEVEL FOR MIFARE, DESFIRE AND ICLASS CARDS .......ccccoiiiiiiiiieii, 313
5.23.4 ACCESS RULE PRIORITY L.ttt 313
5.23.5 THREAT LEVEL FOR PIV AND TWIC CARDS........ooiiiiitiiiiiii e 314
52351 SET THE THREAT LEVEL FOR PIVITWIC CARDS ......ccoitiiiiiriie e 314
5.23.5.2 THREAT LEVEL TO FACTOR MAPPING ...ttt 315
5.23.6 THREAT LEVEL WALLPAPER SETTINGS.......ottiiiiiiiiiiiiiir e 315
5.24 DOWNLOAD CERTIFICATE TAB ...ttt e e 317
5.24.1 CA CERTIFIC AT E oottt e e e s e et e e e s e e e et e e e e e s annrrenees 317
52411 ADD A CERTIFICATE ...ttt ettt ettt e e e s e e et e e e s e n e e e e e e s aannes 317
524.1.2 MANUALLY DELETE A CERTIFICATE ......outiiiiiii it 318
5.24.2 REVOKED CERTIFICATES (CRL) ..ttitiiitiiite ittt ettt 318
52421 ADD A CRL MANUALLY ...ttt 318
5.24.2.2 MANUALLY DELETE A CRL ...t 318
52423 CRL DOWNLOAD SCHEDULE .......ottiiiiiiiiii e 318
5.24.2.3.2 SET UP A SCHEDULE FOR CRL DOWNLOAD .......coiiiitiiiiiiee e 319
5.24.2.3.3 MANAGE DOWNLOAD LINKS ..ottt e e e eee e e s 320
5.24.3 AGENCY CODE ... ettt ettt e e e ettt e e et e e r e et e e e s e e nn e e e e e e e aanne 321
5.243.1 ADD AN AGENCY CODE ... .ttt ittt e e e s et e e e s e ne e e e e s e s aannes 321
5.24.3.2 DELETE AN AGENCY CODE ...ttt a e e e e e e 321
5.25 LCD THEME CONFIGURATION TAB ... .ttt e s ee e e 323
5.25.1 CHANGE THEME AND FONT SIZE ....oiiiiiiiiiiiite ettt 323
5.25.2 VERIFICATION MESSAGE .....ooiiiiii e 324
52521 CHANGE VERIFICATION MESSAGE .......coo ittt 324
5.25.2.2 CHANGE BACKGROUND IMAGE .....oiiiiiiiiie et 325
5.25.2.3 PREVIEW BACKGROUND IMAGE ..ottt 325
5.25.3 RESET LCD THEME CONFIGURATION .....oiiiiiiiiiiiiiiiiiee et 326
52531 RESET THEME CONFIGURATION ...ccoiiiiiiiiiiic et 326
5.26 BUZZER SETTINGS TAB ...ttt ettt e e e e s e e e s e e e e e e e s 327
CHAPTER 6 MANAGING NETWORK SETTINGS.... ..ottt 328
6.1 NETWORK TAB ..ottt e e e ettt e e s e st e e e e e s e be e et e e e e e s annnrreeeeeeee s 329
6.2 VIEW DEVICES IN NETWORK .....ooiiiiitiit ittt e e e e e e e e e annnes 330
6.3 DEVICE STATUS ...ttt ettt e e e e et e e e e e s e et e e e e e s s nnrreeeeeeee s 331

Copyright © IDEMIA 2018. All rights reserved. 7



{()) IDEMIA

Table of Content

6.3.1 DEVICE STATUS - ONLINE ...ttt 331
6.3.2 DEVICE STATUS - OFFLINE ..ottt 332
6.3.3 DEVICE STATUS - BUSY ..o 333
6.3.4 DEVICE STATUS - LOCKED......outiiiiiiiiiiiiii i 334
6.3.5 DEVICE STATUS - REPLACED ....ooiiiiiiii ettt 335
6.4 REGISTER DEVICE VIA SERVER ....cooiiiitit ettt 336
6.5 REGISTER DEVICE VIA CLIENT oottt e e 341
6.6 UNREGISTERING THE DEVICE .....coiiiiiiitit ettt 345
CHAPTER 7  MANAGING SMART CARDS......oiiiiiiiii e 347
7.1 SMART CARD ..ottt ettt e e e s sttt e e e s e s et et e e e n e e s 348
7.2 SMART CARD DEVICE MANAGER ......coooiiiiiiiiiii e 350
7.2.1 DEVICE SELECTION....oiiiiiiiiiiiii e 350
7.2.2 SMART CARD SECURITY SETTINGS ...t 355
7.2.2.1 SECURITY PARAMETERS ... 355
7.2.2.2 CHANGING THE SITE KEY ooiiiiitiiiii it 357
7.3 CONFIGURE CARD LAYOUT ..ttt ettt e e s 359
7.3.1 ICLASS CARDS ...ttt ettt e e e e e sttt e e et e e et et e e e e e a e e e e e e 359
7.3.2 MIFARE CARDS ...ttt e e et e e e e s e s e e e e e e e s e e e e e e e s 361
7.3.2.1 MIFARE CARD TYPES . ...t e e e e e e e e 361
7.3.2.2 MIFARE BLOCK MEMORY STRUCTURE ......cociiiiiiitiiiiee et 364
7.3.2.3 MIFARE NEW LAYOUT ..ottt ettt e e s er e e e s e ee e e e e s 364
7.3.2.4 MOVING THE ADMIN BLOCK ......oiiiiiiiiiiiiiiiii e 365
7.3.2.5 SAVING MIFARE LAYOUTS TO THE PC.....ceiiiiiiii e 365
7.3.2.6 PRECAUTIONS ON CHANGING MIFARE SMART CARD LAYOUTS......cccccoeviiiiiiiieineeen 366
7.3.2.7 MIFARE SERIAL NUMBER ..ottt 366
7.3.3 DESFIRE CARDS ... .. 367
7.4 SMART CARD MANAGER........ciiiiititiiii e 368
74.1 READ SMART CARD ..ottt e et e e e s e r e e e s e s e e e e e e e s 368
7.4.2 DELETING TEMPLATES ..ottt ettt e e e e e e s e e e e e e s 369
7.4.3 DELETING WIEGAND STRINGS ..ottt e e e 369
7.4.4 SECURING CARDS ...ttt e e et e e et e e e s e e r e et e e e e e e annrrenees 369
7.4.5 RESETTING CARDS ..ottt e et e e e s e s e e e e e e e s e eeeee e s 370
7.5 SMART CARD TEMPLATE SUPPORT ..ottt 371
CHAPTER 8  MANAGING SITE KEYS... ittt ettt ettt e e e e e e e e e s e e e e e e e e s nannes 373
8.1 SITE KEYS L e r e e e 374
8.2 SITEKEY FILES ... 375
8.3 SITE KEYS ON INDIVIDUAL SMART CARDS.......ooiiiiiiiiiine e 376
8.4 SITEKEY SIDEBAR TAB ..ottt 377
8.5 CREATING ASITE KEY FILE ...ttt 378
8.6 RESETTING A SITE KEY ..ttt a et e e e e e e e e e s 380
8.7 FORGOTTEN SITE KEYS ...ttt e e e e e e e e e e e e e e e s 381
8.8 COMPROMISED SITE KEYS ...ttt ettt e e e s 382
CHAPTER 9  MANAGING PIVITWIC CARDS ....ooiiiiiiie ittt ettt 383
9.1 PIVITWIC CARD - MANAGEMENT ..ottt ittt ettt e e nnne e s 384
9.2 REGISTER PIVITWIC CARD ..ottt ettt ettt 385
9.3 PIVITWIC CARD MANAGER .....ooiiiitiiiieit ettt 388
9.3.1 PIVITWIC CARDS IN THE DATABASE.......oiiittiiie ittt ettt 388
9.3.2 VIEWING PIVITWIC CARDS IN THE DATABASE .......ooiiiiiii e 388
9.3.3 VIEWING PIVITWIC CARDS ON A DEVICE.......coiiiiiiiete et 389
9.34 TRANSFER PIV/ITWIC CARDS TO OTHER DEVICES.......cccccoiiiiieieeceee e 390
9.35 SYNCHRONIZE PIV/ITWIC CARDS FROM DEVICE TO DATABASE.......ccccciviiiiiiiie e, 390

Copyright © IDEMIA 2018. All rights reserved. 8



{()) IDEMIA

Table of Content

CHAPTER 10 BROADCASTING SETTINGS ..ot eee e eeee et eeeeee e s et eeeeeeeseeeseeeeeseeeeee e ee e 392
10.1 BROADCASTING SETTINGS ...eeveeeeeeeeeeeeeseeeeeeseeseeeeeeseeseeseeesaeseesseseeseessesseseeeseseseesssseenes 393
10.2 BROADCAST DEVICE PARAMETERS ......veoovotveeeeeeeeeeeeeeseeeeeeseeseeseeseesseseeseeesesseeseeseess s 395
10.2.1 TN =TT NI 7= OO 395
10.2.2 MODIFY AND BROADCAST THE DEVICE SETTINGS ...eeveoveeeeeeeeeeeeeeeeeeeeeeee e 397
10.3 BROADCAST FIRMWARE PACKAGE .......oooeeeeeeeeeeee e eee e eeeeee e e eees e e eeeee e se e 400
10.4 BROADCAST IMAGE FILE ..ot e e e e e e e e e e ee e ene 403
10.5 BROADCAST AUDIO FILE «.oeoeeeeeeeeeeeee e eeee e e e e e e e e s ees e eeeeee e se e 404
10.6 BROADCAST SMART CARD LAYOUT FILE ..o e eeeee oo 405
10.7 BROADCAST CA/ CRL/ CANCELED CARD LIST oo eeeeeeeeeeeeeeeeee e eeeeeeeeeeee s 406
10.7.1 BROADCAST CA oo eeeee e e e eeee e etee s e s eseee e ees e e ee s e s es e sesees e s ee s eee e s ee e eeenes 406
10.7.2 BROADCAST CRL oot e e e eveee s eeesee s eseseee e e esees e s esaes e s et eeeeesee e seeeseeses e esenes 407
10.7.3 BROADCAST CANCELED CARD LIST oot eeeeeeeseeseeeeeseeseeseesesseseeeseeeseseeeseeseess s 407
CHAPTER 11 MANAGING LOGS ..o e e eee e e et e e et e e e s e eee s e e e eee e eeeeeee e eee. 409
111 MANAGING LOGS ..o eeee e eeee s e e es s e e ee s eee e e s aes e e eseee e e ee s eeee e e e eee e eeenes 410
11.2 APPLICATION EVENT LOG e e e e e eee e e e e eee e seeee s eeene 411
1121 VIEW APPLICATION EVENT LOG ... eeeeieeeeee oo seeeeeeeee s eeeesee s seeee s seees s seeeseesse s seess s 411
11.2.2 FILTER APPLICATION EVENT LOG ..o e eeee e eeee s eeee e seeseee s eeeeeeeesee e 411
11.2.3 EXPORT APPLICATION EVENT LOG ENTRIES ..o eeeeee s 411
11.3 TRANSACTION LOG ..o e e e e e e e s e eee s se e e ee e e seeeees 413
11.3.1 VIEW TRANSACTION LOG ... oeoeeeeeeeeeee e eee e s s eeee s s eeees s ee e s ees s seeeseesserenees 413
11.3.2 DOWNLOAD TRANSACTION LOG ....eeveveeeeeeeeeeeeeeeeeeeseeseeseeseeseeseeseeseeseeseesseeseseeseesseenens 414
11.3.2.1 DEFINE AUTO DOWNLOAD SCHEDULE .......ovoiveeeeeeeeeeeeeeeeesee s eseeeeseeseeseeeee e eseeseeseanens 414
11.3.2.2 MANUAL DOWNLOAD OF TRANSACTION LOG ENTRIES ......vveeveeveeeeeeeeeeeeeeeeseeeeeseesesnen. 415
11.3.3 FILTER TRANSACTION LOG ....eoveveeeeeeeeeee e e eeeee e eeeeseee e esees e esees s eeseseeseeeseseeeeesee s 415
11.3.4 EXPORT TRANSACTION LOG ENTRIES ....voivooeeeeeeeeeeseeeeeesee s eseeseseeseeseeeeeeseseeseese s 415
11.3.5 DELETE SELECTED TRANSACTION LOG ENTRIES «...evoveoveeee e eeeeeeeee e seeeeeseeeeeeee e 415
11.3.6 DELETE ALL TRANSACTION LOG ENTRIES ..o eeeeee s eeee s seeeeeseeeee e se e 416
11.4 DEVICE EVENT LOG .. oo e e e e e s e e eee e e e ee e e e ee s 417
CHAPTER 12 MENU BAR COMMANDS ....oooeee oo st eeee et eeee s eeeeeeesee et esees e eseesees e eees e ee s 419
121 FILE MENU oo e e e e e e e e e e e e e e e e ee e 420
12.1.1 SIGN IN AS <o e et e et e et e et e et et 420
12.1.2 CHANGE PASSWORD ...t s et s e e s eee e e s e e e e ee s eee e e e eee e ee e 421
12.1.3 EXIT ettt ettt ettt et e e ettt 421
12.2 MANAGE MENU ..ot e et s e e e e s e et e e s es e ee s eee e s e eee e ee e 422
12.3 TOOLS MENU ..ot e e ee e e e et e e e e s e s e ee s e e e s en e eeeeneeees 423
12.3.1 TOOLS MENU OPTIONS ..ot eee e eeeeeeee e eee s s e e eseeee e s eeeeeeeseeeeeeseees s seees s 423
12.3.2 FIRMWARE UPGRADE ........ovoeeoeee et e et e e esee s e ee s eee s es s s eseee e eeeeseee e s e e seenes 424
12.3.3 SENSOR TEST oot e et e e et e e e e e e e et e e e e e e e 428
12.3.4 SENSOR CALIBRATION ...t eee e e e e e ee s 428
12.3.5 DIAGNOSTIC TEST .ot e et e e e e e e e e e e e e e ee e ee e e e ee s eees 431
12.3.6 SYNCHRONIZATION. ... oot e e eee e e e e e e e e eee s 434
12.3.7 RESET TO FACTORY DEFAULTS ..o eee e eeee s s e s e ee s 436
12.3.8 GET MAC ADDRESS. ... oot e e e e e e e e e e e s e ee e 437
12.3.9 REALTIME ACTIVITY MONITOR ..ot eees e e e e e seeee e eee s enes 438
12.3.9.1 ENABLE REALTIME ACTIVITY LOGGING AND MONITORING ......vcoveeereeeeeeeeeeeeeeerese e, 438
12.3.9.2 REALTIME ACTIVITY MONITORING . ....veeveeeeeeeeee e e eeeeeeeee e eseeee e s eeeee e s e eeees s enens 439
12.3.9.2.1 MONITOR REAL TIME ACTIVITES 1. e teeeeeeeee oo eeee e eees e eseeseesee e s e e e e see e 439
12.3.9.2.2 FILTERING REALTIME ACTIVITIES ...ooiveooeeeee oo eeee e eees e ee s eee e e eeeee s enes 439
12.3.10 OPTIONS .o e et e e e et e et e e e et e e e et e e et e et e et e et 441
12.4 HELP MENU ..o e e e e s e e e e e e e e e e e e e e ee s 442
12.4.1 ABOUT SECUREADMIN ....oveeeeeoeeeeeee oo e e e s e e e e e eeee e s eeene 442

Copyright © IDEMIA 2018. All rights reserved. 9



{()) IDEMIA

Table of Content

CHAPTER 13 4G FRONT PANEL OPERATIONS ....oouivtveieeeee e, 443
13.1 OPERATING THE 4G DEVICE FROM THE FRONT PANEL .........coivviveeeseeeeeeeeseseeeenennenn. 444
13.1.1 FRONT PANEL AT GLANCE .......oovuveiiieeeeeeeeseesese s essees s esessee s esess s s sesn s snennen 445
13.1.2 ACCESSING ADMINISTRATOR MODE ......oooviieieseeieeeeeseseeeseose s ssese e 446
13.1.2.1 DEVICE SECURITY ..ot eeeee s ee s 446
13.1.2.2 ALL USERS WITH PASSWORD ......oooveveeeseeeeesee s eeeeeeesee e seen e 447
13.1.2.3 ALL USERS WITH PASSWORD AND BIOMETRIC ......ovovevereeeseeeseeseeeeeeee e 448
13.1.2.4 ADMIN USER WITH PASSWORD ....oooveeeeeeeeseeseeeeeeeees e ee e es e 450
13.1.2.5 ADMIN USER WITH PASSWORD AND BIOMETRIC ........ooviieieeeseesoeeeeee e 450
13.2 SYSTEM oottt ettt ettt ettt 451
13.2.1 SYSTEM MENU ACCESS ...c.ooeeieeieeeeeeeeeeeseeeeee s sn s nes s 451
13.2.2 SENSOR DIAGNOSTIC .....ovovoeeeeeveseeeeees s seeseees s sess s ases e sses s nee s 451
13.2.3 DATA TRANSFER .....ovviiviiieieeeeeseesees s eeesees s s een s eseen s e s e en e neennen 454
13.2.3.1 ACCESS DATA TRANSFER MENU ........ovuiviieiiveeseieeessseeeseeseesseeseesesseen s ssese s sesn e 454
13.2.3.2 FIRMWARE FILE ......oovviivoieeeeeeeeseesees s eses s es s s s s s e s nsenneen s nsennens 454
13.2.3.3 WIEGAND FILE ...ttt ee et e e ee e 455
13.2.3.4 LANGUAGE FILE ... e e 456
13.2.35 DEVICE PARAMETER FILE .....ovovoieeie et se e se e 456
13.2.3.6 ACCESS SCHEDULE FILE ...t en e 457
13.2.3.7 LOG FILES ..ottt s e 458
13.2.3.8 CERTIFICATE / CRL / CANCELLED CARD LIST (CCL) wrvuviveeeeeeeeeeeeeeee e, 460
13.2.3.8.1 ACCESS CertifiCate/CRLICCL ........ooovoiveeeeeeeeeeeeseeeeessseeese s sne e 460
13.2.3.8.2 (o1 =18 =Ty 1 =3 =TI =P 461
13.2.3.8.3 (o =T = =3O 465
13.2.3.8.4 CANCELLED CARD LIST (CCL) FILE .. ... vuioeieeeeeeeeeeeeeeeeseseeeeeesees s 466
13.2.4 DEVICE SETTINGS .....oviiviieeeeeeeeeeeeeee s sses s en s ese e see s nn s neennes 469
13.2.4.1 ACCESS DEVICE SETTINGS w....ooveieoieeeeeeeeeeeseeseeseessees s sse s sne e 469
13.2.4.2 SOFT REBOOT ...ttt e et ee e 470
13.2.4.3 DEVICE NAME ..ot e s e ee e e e s s 471
13.2.4.4 LCD LOGIN OPTIONS .....ooeeieeeeeeeeeeeeee s eeees s eeees e ees e es e s e 472
13.2.45 FIRMWARE UPGRADE ........ovoieieeeeeee e seeeeeee e eeeeeee e e ee e eeee s 475
13.2.4.6 DATE/TIME SETTINGS ..ot eeeeeeee e eeeee e e e 476
13.2.4.7 SET FACTORY DEFAULT ..ot 478
13.2.4.8 TL/SDC / TAMPER / FIRE ALARM .....cc.ovuitmieieeseeeeeeseeeeeeeeeseseeeeeese e see s see s ssesneees 480
13.2.4.8.1 ACCESS TL/ SDC / TAMPER / FIRE ALARM .....co.oviviteeeeeeeeeseoeeesees e 480
13.2.4.8.2 THREAT LEVEL ... ee e sne e snes e 481
13.2.4.8.3 SDC PARAMETERS ......oooviviitseeoeeeteeee et en s 482
13.2.4.8.4 TOM PARAMETERS. .....cooovoieeieeeeeeeeeee e eeee s e esee e snes e ene s e snes e s 483
13.2.4.85 TAMPER PARAMETERS ......ooteeeeeeeeeeeeeeeee e e eeeee e s se e 485
13.2.4.8.6 FIRE ALARM STATE ...ttt e e 486
13.2.5 TRANSACTION LOG ..ot see e 488
13.25.1 ACCESS TRANSACTION LOG ... 488
13.2.5.2 VIEW LOG ...t se e se e 488
13.2.5.3 ERASE LOG (ALL) ..o 490
13.2.6 LCD KEYPAD SETTINGS ....oooivoieeieeieeseeeeeseseeeeeee s ese e 491
13.2.6.1 ACCESS LCD KEYPAD SETTINGS.......ovuiieieeeeeeeeseeeeseeeeeseesees e eees e 491
13.2.6.2 THEME-FONT ..ottt se s en e sneees 491
13.2.6.3 DISPLAY PARAMETERS ......oouiviiveieeieeseeeeeeseeseeesees s esees s esees s ese e see s 493
13.2.6.4 KEYPAD PARAMETERS .......ooiiiveieeieeseeeees s eseee s eeees s esees s ese s s 494
13.2.6.4.1 ACCESS KEYPAD PARAMETERS ........oovuiuieieeeseeseeeesseseeseeesees e ssen e 494
13.2.6.4.2 LED TYPE oottt ee et 494
13.2.6.4.3 ILLUMINATION TYPE ...t 495
13.2.6.4.4 LOW INTENSITY VALUE ...t eee e 495
13.2.6.4.5 HIGH INTENSITY VALUE ..ot eee e s es e 496
13.2.7 CHANGE CVE MODE ...t eeee et e e ee e ee e 497
13.2.8 ERASE VERIFY QUEUE ......oooiiieeoeeee e 498

Copyright © IDEMIA 2018. All rights reserved. 10



{()) IDEMIA

Table of Content

13.2.9 SC CONFIGURATION ...ttt e 499
13.2.9.1 ACCESS SC CONFIGURATION ...ccoiiiiitiiiicc e 499
13.2.9.2 SC READER MODE...... .ot 499
13.2.9.3 PIV-TWIC SETTINGS oo 500
13.2.9.3.1 CANCEL CARD LIST VALIDATION ...oiiiiiiiiiiiiiiiieie ettt 500
13.2.9.3.2 CRL EXPIRY DATE MODE .....coiiiiiet ettt ettt 501
13.2.9.3.3 AGENCY CODE VALIDATION ...ciiiiiiiit ittt ettt n e s e s ainees 502
13.2.9.3.4 VIEW FACIAL IMAGE ... ..ottt 503
13.2.9.3.5 TWIC LOCKOUT .ottt ettt e e e e e st e e e e e s e s r e et e e e e e s anerrenee s 504
13.2.9.3.6 CRL OPTIONS ...ttt e e 1t e e e s e e ettt e e e s e s s e et e re e e s e snnrreeees 506
13.2.9.4 THREAT LEVEL ..ottt 508
13.2.9.5 GSA CONFIGURATION....ooiiiiiii it 509
13.2.95.1 CARD SPEED ...oiiiiiiiiiii e 509
13.2.9.5.2 PROTOGCOL .ottt e e s e e e 510
13.2.9.5.3 IMPLICIT PPS STATE ... 510
13.2.9.5.4 F & D INDEX VALUE ..ottt ettt e e e e e e e e e e e e e e s 511
13.3 INFORMATION ..ottt et e e e e s et e e e et e s et et e e e s e aasnrnnneeeeeesaannnn 513
13.3.1 ACCESS INFORMATION MENU ..ottt ettt e e e 513
13.3.2 DEVICE ..ottt e oo e e e e e e e e e e e e e e e e s 513
13.3.3 FIRMW ARE ...ttt e e e e st e e e e e s e e e e e e e s e e eeeeee s 516
13.34 TEM P L AT E . ettt e e e s e e e e e e e e e e e e e e e e e e e a e s 517
13.3.5 COMMUNICATION ...ttt r e e s a e 519
13.3.6 SC READER MODE...... .ottt 522
13.3.7 FASC-N RECORDS .....ooeiiiiiii e e 523
13.3.8 SENSOR REVISION .. ..ot 525
13.4 SECURITY e r e r e s 526
13.4.1 ACCESS SECURITY MENU .....oiiiiiiiiiiii e 526
13.4.2 BIOMETRIC ...ttt e e e e et e e e e e s e e e e e e e s e e e e e e e s 527
13.4.2.1 DURESS MODE ... ..ttt e e e e e e s e st e e e e e s e e e e e e s 527
13.4.2.2 PASSWORD MODE......ooeiiiiiiiie e e e s e e e e e e e e e e e s 527
13.4.2.3 BIOMETRIC MODE........ooeiiiieiii et e e s e e e e e e e e e e e s 528
13.4.2.4 ACCESS SCHEDULE ...ttt e e r e e e e s e e e e e s aannes 529
13.4.2.5 FINGER DETECT TIMEOUT ...ttt 529
13.4.3 COMMUNICATION ...t r e a e e s r e e e s s aee s 531
13.4.3.1 ADJUST COMMUNICATION SECURITY .ooiiiiiiiiiiiiiiiie it 531
13.4.3.2 AUX PORT STATE ..ot e e e e e eeees 531
13.4.3.3 SECURE CONNECTION MODE ......ooiiiiiiiiiii e 532
13.4.4 GLOBAL SECURITY L.ttt 533
134.4.1 ADJUST GLOBAL SECURIY .ottt et e e e e e e e 533
13.4.4.2 VERIFY SECURITY Lottt ettt e e e e e e e e e e e e e e 533
13.4.4.3 IDENTIFY SECURITY .ottt ettt e ettt e e e s e e e e e e e s e b an e e e e e e e s aannns 534
13.4.4.4 FIPS BIOMETRIC SECURITY ..ottt ettt a e e e e e e e e e e s 534
13.4.5 MULTIUSER VERIFY L.ttt ettt e et e e e e e e e e e s 535
13451 CONFIGURE MULTIUSER VERIFY ..ottt 535
13.45.2 MULTIUSER VERIFY FINGERS .....ooiiii e 535
13.4.5.3 MULTI USER VERIFY TIMEOUT ...ooiiiiiiii ettt 536
13.4.6 CANCELLED CARD LIST (CCL) HASH MODE ..ottt 537
135 COMMUNICATION ...ttt e s e et e e e s s e e e e e e e s e s eerrenees 538
1351 ACCESS COMMUNICATION MENU......outiiiiiiiiiiiiiiiiie et 538
13.5.2 WIEGAND ADMIN ..ottt e e e e e s s s e e e e e e s e s snrrene s 539
13.5.2.1 WIEGAND PARAMETERS ... oottt et e e e e e e e e e 539
13.5.2.2 DISPLAY WIEGAND FORMAT ...ttt ettt a e e e e s e e e e e e e s 541
13.5.3 VERIFY ACTIONS ..ottt ettt ettt e e et e sttt e e e s e st et e e e s e annrreneeeeeesannnes 543
13531 ACCESS VERIFY ACTIONS ..ottt ettt e e e et e e e s e e e e e e e e annnes 543
13.5.3.2 HOST PORT oottt e oottt e e e e st e e e e e e s e e e e e e e e aanrnrreeeeeene s 544
13.5.3.3 AUXILIARY PORT ...ttt et e e e e e e e s s e e e e e e e e e s s ennns 544
1354 NETWORK INTERFACE ...ttt 545

Copyright © IDEMIA 2018. All rights reserved. 11



{()) IDEMIA

Table of Content

135.4.1 ACCESS NETWORK INTERFACE........ccoiiiii i 545
13.5.4.2 ETHERNET oo 545
135.4.2.1 ETHERNET SETTINGS ... 545
13.5.4.2.2 [P CONFIGURATION ..ottt 545
13.5.4.2.3 DISPLAY IP ettt et e e e e e e e e 548
13.5.4.3 LT N PP PP PP PRPTR PP 549
13.5.4.3.1 CONFIGURE WLAN L.ttt e et e e e s e e e e e e s e e s 549
13.5.4.3.2 WLAN CONFIGURATION . ...ttt ittt ettt e e s e e e e s s seerrnnee s 549
13.5.4.3.3 [P CONFIGURATION ..ottt ettt e e s et e e e s e e e e e e e e s asnnn 553
13.5.4.3.4 DISPLAY IP ettt e st e e e e e e e e e e 553
13.5.4.4 DNS IP CONFIGURATION ...t 555
13.5.4.5 SHOW DINS IP oo 557
13.5.4.6 ETHERNET SECURITY cooiiiiiiii e 558
1355 SERIAL PARAMETERS ......ooiiiiii e 559
13551 CONFIGURE SERIAL COMMUNICATION. .. ..ottt 559
13.5.5.2 HOST BAUD RATE ...ttt ettt e e e r e e e s e s e e e e e e e s e e e e e e e e s 559
13.5.5.3 HOST PROTOQCOL ...ttt ettt ettt e e ettt e e e e e s e e e e e e s e e e e e e s 560
13554 RS-485 CARRIER DETECT ...ttt ettt a e e e e s e e e e e e s 560
13.5.5.5 LN 1 OO PP PP TPTPPPPPRPN 560
13.6 MULTIMEDIA ettt e e e e e st e e e e e s e e e e e e e e s e e e e e e e s 561
13.6.2 AUDIO FILES ...ttt ettt e e e s e st et e e e s e e e e e e e e aanne 562
13.6.2.1 ACCESS AND CONFIGURE AUDIO FILES.........ccoiiiiiiiiiie e 562
13.6.2.2 ON USB ... e 563
13.6.2.3 ON DEVICE ...t r e 564
13.6.2.4 DELETE ALL FROM USB ...ttt 566
13.6.2.5 DELETE ALL FROM DEVICE ......otiiiiiiiiiii e 567
13.6.2.6 COPY ALL TO USB ...t 568
13.6.2.7 COPY ALL TO DEVICE ....otiiiiiieiie ittt ettt et e et e e e e s 569
13.6.3 DISPLAY FILES ... ettt ettt e e et e e e s e s e e e e e e e s e e e e e e e e s 570
13.6.4 AUDIO ON EVENT ...ttt ittt e e s e sttt e e e s e s e et et e e e s e s nrrnneeeeeesannnnns 572
13.6.5 AUDIO PARAMETERS ...ttt e e e e e e e e 573
13.6.5.1 ACCESS AND CONFIGURE AUDIO PARAMETERS ...t 573
13.6.5.2 GLOBAL AUDIO VOLUME ..ottt 573
13.6.5.3 KEY PRESS SOUND ....oooiiiiiiiiiiie et 574
13.6.6 INITIALIZE USB ...ttt e a e s r e e e e e s nnes 575
13.6.7 FORMAT USB ... e e e e s e e e e e s 577
13.7 TEMPLATE .. e e 579
13.7.1 ACCESS TEMPLATE MENU ....ooiiiiiiiiic e 579
13.7.2 EINROLL ..ttt et e e e et e e e e e o e e e e e e a et e e e e e e e e e e s 579
13.7.3 DELETE .ottt e et e e e e e e e e e e e e e e e e a e e e e e e s 588
13.7.3.1 DELETE TEMPLATE ..ottt ettt e e e e e s e e e e e e e s e e e e e e e s 588
13.7.3.2 DELETE ALL TEMPLATES ...ttt ettt e e e e e e e e e e e e e e s 591
13.7.3.3 DELETE SMART CARD . ...coiiiiiiiite ittt e e e e e s e e e e e s 592
13.7.4 VERIFY TEMPLATE ...ttt ettt e e e e st e e e e s e e e e e e e s aenrn e s 595
13.7.5 EDIT TEMPLATE ... e e e s 596
13.7.6 BYPASS NEXT VERIFICATION ...ooiiiiiiiiiiiieit ettt 601
13.7.7 TEMPLATE TYPE ..ot e e e e s 602
13.7.8 UPEK SENSOR CALIBRATION ...oiiiiiiiiiiiiiiiit et 604
13.7.9 SENSOR CONFIGURATION ..ottt 606
13.8 KEYPAD VERIFICATION ....cciiiiitieii ittt e e e 608
13.9 KEYPAD IDENTIFICATION ...ttt ettt e e e e e e e s e e e e e e e e s 609
13.10 KEYPAD IDENTIFICATION IN 1:50K BUR MODE .......ooiiiiiiiiiiiiiiie e 610
CHAPTER 14 AGLITE FRONT PANEL OPERATION.....oiiiiiiiiieee ettt 611
141 OPERATING THE 4G LITE DEVICE FROM THE FRONT PANEL ......oooviiiiiiiieeeeie, 612
1411 V-STATION LITE DEVICE FRONT PANEL ..ottt 613

Copyright © IDEMIA 2018. All rights reserved. 12



{()) IDEMIA

Table of Content

14.1.2 ACCESSING ADMINISTRATOR MODE .......cooiiiiitiiiiiiii e 614
14.1.2.1 DEVICE SECURITY 4G LITE ..ottt 614
14.1.2.2 ALL USERS WITH PASSWORD ...ttt 615
14.1.2.3 ALL USERS WITH PASSWORD AND BIOMETRIC .......cooiiciiiiiiieiiii s 616
14.1.2.4 ADMIN USER WITH PASSWORD ...ttt ettt 618
14.1.2.5 ADMIN USER WITH PASSWORD AND BIOMETRIC........cccoiiiiiieeiiiicene e 618
14.2 SYSTEM .ttt e et 619
1421 ACCESS SYSTEM MENU ...ttt ettt e e e e 619
14.2.2 L PP PPPTPPPRRPT 620
14221 ACCESS /O MENU ...ttt ettt e et e e s st e e e e ab b e e e e abneeeeane 620
14.2.2.2 LI o PSR OPRP PP PTRRPRI 620
14.2.2.2.1 DHOCP e 620
14.2.2.2.2 STATIC e e 621
14.2.2.3 RSG-485 624
14.2.2.3.1 CONFIGURE RS-485..... .o 624
14.2.2.3.2 BAUDRATE ...ttt ettt e e e et e e e e a e e e e e e e s 624
14.2.2.3.3 LN T OO PP TP TOTPPPPPRPN 625
14.2.2.4 WIEGAND ...ttt e oottt e e et et ettt e e et e s e e e et e e e s e n e e e e e e nanne 626
14.2.2.4.1 CONFIGURE WIEGAND......cittiiiiiitiet ettt et e e e s st e e e e s e enee s 626
14.2.2.4.2 INPUT PORT ..ttt e e e e s e sttt e e et e s et e e e e e s e snnreneeeeeeenannnns 626
14.2.2.4.3 OUTPUT PORT ..ottt ettt e ettt e e e s s e ettt e e e s s as s r et et e e e e e e annrrenees 626
14.2.2.5 TAMPER e 627
14.2.25.1 CONFIGURE TAMPER......ooiiiiiiiii e 627
14.2.25.2 ST AT E e 627
14.2.2.5.3 BIOMETRIC ..o e s 628
14.2.25.4 ERASE TEMPLATE ..o e 628
14.2.25.5 SEND WIEGAND ...t 629
14.2.2.6 DOOR CONTROL ...ttt e e e s e er e e e s s s e e e e e e e e e arnr e eeeee e s 630
14.2.2.6.1 CONFIGURE DOOR CONTORL ...ttt ettt e e e e 630
14.2.2.6.2 SDC SETTINGS ..ottt e e e s ettt e e e s e st et e e e e e e asnrrnnees 630
14.2.2.6.3 I P PP PP PRPPRR PP 633
14.2.3 L0 1] = PO PP PP PPPPPPPPRPI 635
14231 ACCESS USB MENU.....ciiiiiiiiiiiiiee e 635
14.2.3.2 FILE TRANSFER ... 635
14.2.3.3 FILE TRANSFER : FIRMWARE ......ooiiiiiii e 636
14.2.3.4 FILE TRANSFER : LANGUAGE ......ooiiiiiii e 637
14.2.3.5 FILE TRANSFER D AUDIO ...ttt 638
14.2.3.6 FILE TRANSFER : WALLPAPER ..o 644
14.2.3.7 FILE TRANSFER : EVENT LOG ... .citiiiiiiiiiiiit ettt a e e e e e 646
14.2.3.8 INITIALIZE USB ...ttt e e ettt e e e s e st et e e e e e s e e e e e e e e e nannn 647
14.2.4 SETTINGS .ottt e e e e ettt e e e s e e r e et e e e s e s s e et e ee e e e e ann e eeees 648
14241 ACCESS SETTINGS. ..ottt ettt e e st e e et e s e e et e e e s e s e e e e e e e e s aannes 648
14.2.4.2 ERASE TRANSACTION LOG ... .cutiiiiiieiiiiiiiee ettt a e s e e e s e e e e e e s 648
14.2.4.3 TEMPLATE TYPE .ottt ettt e e e st e e e e e s et e e e e e naannr e e s 649
14.2.4.4 RESET SETTINGS ... e e e 649
14.2.4.5 TIME ATTENDANCGE ... .o 650
14.2.4.6 REBOOT DEVICE ... .ottt e e e e e e e e e e s 651
14.2.5 LCD/SOUND .....etiieiiit ettt e skttt e skt e e s bt e e sk et ean et e e s 652
14.25.1 CONFIGURE LCD/SOUND ...cociutiiiieiiitit ettt ettt et e e e 652
14.2.5.2 BACKLIGHT TIMEOUT ..ottt e e e e 652
14.2.5.3 KEY PRESS SOUND ....ooiiiiiiiiiiiitie ettt a e st e e e e e e s e e e e e e s e s nnr e eeeeeee s 653
14.25.4 LCD OFF TIMEOUT ...ttt ettt ettt e e et e e e e e s e et e e e e e e e nnr e e e e e e e as 653
14.2.5.5 DATEITIME ..ottt ettt e s bttt e ek bttt e s bbb et e s bbb e e e s abe e e e e bbbeeesnnneaens 654
14.2.55.1 CONFIGURE DATE/TIM ..ttt ettt ettt e e e nbae e e e b 654
14.2.55.2 TIMIE ettt e oot e e oo e e et e e e e e et e e e e e e e e e e e e e e 655
14.2.5.5.3 DA T E e e e e e a e e e s n e e e 655
14.3 SECURITY et e e s e e e e s s e r e e 656

Copyright © IDEMIA 2018. All rights reserved. 13



{()) IDEMIA

Table of Content

1431 CONFIGURE/ACCESS SECURITY ..ottt 656
14.3.2 BIOMETRIC ..o e 656
14.3.3 COMMUNICATION ...ttt 660
14.3.4 GLOBAL ... e 663
14.3.5 LOGIN OPTIONS ...ttt et e e e s e e e e e e e e e s e e e e e e e s 665
14.4 INFORMATION ..ottt ettt e e e sttt e e et e st et e e e s e s ss e e e e e e e e s aannnns 667
1441 ACCESS INFORMATION MENU .......oiiiiiiiiiie ettt 667
14.4.2 DEVICE ...ttt e et e e e e e e e e e e 667
14.4.3 TEM P L AT E .ot e e r et e e e st e e e e et e e e 670
14.4.4 COMMUNICATION ..ttt ettt e e s et et e e e s s s rr e e e e e e e e s nesrrenees 672
14.45 FIRMWARE ..ot 674
145 TEMPLATE L. 675
1451 ACCESS TEMPLATE MENU ....ooiiiiiiiiiiii e 675
145.2 ADD ... e 675
145.3 E D T e 681
1454 DELETE ..ttt e e e e e e e e e e e e a e e e e e e e e e e e s 684
14541 DELETE TEMPLATE ..ottt ettt e et e e e e e e e e e s e s e e e e e e s 684
145.4.2 DELETE ALL TEMPLATES ... ittt e e e e e s e e e e e 685
1455 RV = PP P PP PRPPR R PPPPP 687
14.5.6 KEYPAD VERIFICATION ..ottt e e e e e s e e e e e s 688
14.5.7 KEYPAD IDENTIFICATION ...ttt ettt a e e e e s e e e e 689
145.8 KEYPAD VERIFICATION WITH T&A MODE ON ......cotiiiiiiiiiiiiiiiin i 689
CHAPTER 15 MORPHO 3D FACE READER FRONT PANEL OPERATION ....cccoiiiiiiiiiiiee e 690
151 OPERATING THE MORPHO 3D FACE READER DEVICE FROM THE FRONT PANEL ........ 691
1511 MORPHO 3D FACE READER AT A GLANCE ... 691
15.1.2 ACCESSING ADMINISTRATOR MODE .....cocoiiiiitiiiiiic e 691
15.1.2.1 ALL USERS WITH PASSWORD ...ttt 692
15.1.2.2 ALL USERS WITH PASSWORD AND BIOMETRIC .....ccoiiiiiiiiiiiee e 694
15.1.2.3 ADMIN WITH PASSWORD ...ttt ettt e e s e e e e e s e s snnes 696
15.1.2.4 ADMIN WITH PASSWORD AND BIOMETRIC ... ..ottt 696
15.2 SY STEM .ottt e et e et e e e a et et e e e 697
15.2.1 ACCESS SYSTEM MENU ...ttt e e e e e e e e e e e e e s aennes 697
15.2.2 DATA TRANSFER ... e 698
15221 ACCESS DATA TRANSFER MENU .......oitiiiiiiiii e 698
15.2.2.2 FIRMWARE FILE ... ..o 698
15.2.2.3 WIEGAND FILE. ... e 700
15.2.2.4 LANGUAGE FILE ... ... e e e 703
15.2.2.5 DEVICE PARAMETER . ....oiiiiiii e 704
15.2.2.6 ACCESS SCHEDULE FILE ..ottt ettt e e e e 706
15.2.2.7 LOG FILES ..ottt ettt e e e et e e e e e s e e e e e e e e s 706
15.2.3 DEVICE SETTINGS ...ttt ettt e e st e e e e e s e e e e e e e s e e e e e e e s 709
15231 ACCESS DEVICE SETTINGS ..ottt ettt e e e e e e e e annes 709
15.2.3.2 SOFT REBOOT .. ceitiiiiiii ittt ettt ettt ettt e e o1 ekt et e e e s e e e e et e e e s e e n et e e e e e e e s annnrenees 710
15.2.3.3 DEVICE NAME ...ttt e e e et e e e e e s e e e e e e e e s e e e e e e e s 710
15.2.3.4 LCD LOGIN OPTIONS ...ttt e e e e e e s 711
15.2.3.5 FIRMWARE UPGRADE ..ottt e e e e 714
15.2.3.6 DATE/TIME SETTINGS ...ttt ettt ettt ekttt e s e e e s nanneee s 715
15.2.3.7 SET FACTORY DEFAULT ..ottt 718
15.2.3.8 SDC / TAMPER / FIRE ALARM ....ooiiiiiiiie ittt 719
15.2.3.8.1 ACCESS SDC / TAMPER / FIRE ALARM ...ttt 719
15.2.3.8.2 SDC PARAMETERS ... ettt ettt e sttt e e e s e e et e e e e e s s 719
15.2.3.8.3 TOM PARAMETERS. ...ttt e e e e e e s e e e e e e 721
15.2.3.8.4 TAMPER PARAMETERS ...ttt e e e e e e s 722
15.2.3.8.5 FIRE ALARM STATE ..ottt ettt e e et e e e s e s e e e e s e s rreeeee e s 723
15.2.4 TRANSACTION LOG ... ittt ettt e e e e e et e e e s e s e e e e e e e e s annrneee s 725

Copyright © IDEMIA 2018. All rights reserved. 14



{()) IDEMIA

Table of Content

15241 ACCESS TRANSACTION LOG MENU ....occiiiiiiiiiiiiiiiiiin s 725
15.2.4.2 VIEW LOG ... e e s a s e s e aaree 725
15.2.4.3 ERASE LOG (ALL) ..ttt ettt e e e s n e 727
15.2.5 LCD CONFIGURATION ...ciiiiiiitieiie i 728
15.2.5.1 ACCESS LCD CONFIGURAITON ...ttt ettt a e 728
15.2.5.2 DISPLAY PARAMETERS ... ..ttt e e e e 728
15.2.6 CHANGE CVE MODE ......coiiiiiiiiii ittt ettt e s et e e e s e 730
15.2.7 ERASE VERIFY QUEUE ...ttt e e e e 731
15.3 INFORMATION ..ottt ettt e e e sttt e e et e st et e e e s e s ss e e e e e e e e s aannnns 732
15.3.1 ACCESS INFORMATION MENU .......oiiiiiiiiiiiei ettt 732
15.3.2 DEVICE ... e 733
15.3.3 FIRMWARE ...t 734
15.3.4 TEMPLATE L 735
15.3.5 COMMUNICATION ...ttt 736
154 SECURITY i 737
1541 ACCESS AND CONFIGURE SECURITY OPTIONS......cooiiiiiieiee e 737
15.4.2 BIOMETRIC ...ttt e e e et r e e e e e s e e e e e e e s e e e e e e e s 738
15421 PASSWORD MODE......ooeiiiiiiiie e e e s e e e e e e e e e e e s 738
15.4.2.2 BIOMETRIC MODE........ooeiiiiiiii e e e e s e e e e s 738
15.4.2.3 ACCESS SCHEDULE ..ottt ettt e e e e e e s e e e e e s annnes 739
154.3 COMMUNICATION ..ttt e et e e e s e e e e et e e e s e s e e et e e e s e s annrrenees 740
15431 CONFIGURE COMMUNICATION SECURITY ..oiiiiiiiiiiiiiiiieee e 740
15.4.3.2 AUX PORT STATE ..ottt e e 740
15.4.3.3 SECURE CONNECTION MODE ......oooiiiiiiiiii e 741
15.4.4 GLOBAL SECURITY L.ttt 743
15441 CONFIGURE GLOBAL SECURITY ..ottt 743
15.4.4.2 ENROLLMENT TIMEOUT ..ot 743
15.4.4.3 AUTHENTICATION TIMEOUT ..ottt e e e e e e e e ennnes 745
15.4.4.4 IMAGE TYPE ... ittt e e e e ettt e e et e s e et et e e e s e snn e e e e eeeesannnn 746
15.4.45 VERIFY SECURITY oottt e e e s e e e e e e e s 747
15.4.4.6 IDENTIFY SECURITY .ottt ettt e ettt e e e s e e e e e e e s e b an e e e e e e e s aannns 748
1545 MULTIUSER VERIFY L.ttt ettt e e e e e e e e e e e e e s 749
15451 CONFIGURE MULTI-USER......coiii it 749
15.4.5.2 MULTIUSER VERIFY ceoriiiiiie et 749
15.4.5.3 MULTI USER VERIFY TIMEOUT ...ooiiiiiiii it 750
155 COMMUNICATION ...ttt r e e s s e e e e e s s e 752
1551 ACCESS AND CONFIGURE COMMUNICAITON .....ciiiiiiiiiiiiiiiiiee i 752
155.2 WIEGAND ADMIN . ...ttt r e s s e e e e s eenes 753
155.2.1 WIEGAND PARAMETERS ... oottt et e e e e e e e 753
155.2.2 WIEGAND FORMAT ..ttt ettt e e sttt e e e s e st et e e e s e an e e e e e e e e s annnes 754
155.3 VERIFY ACTIONS ..ttt et e e e s et e e e e e s e e e e e e e e nann e eee s 755
15531 ACCESS AND CONFIGURE VERIFY ACTIONS .....ooiiiiiiiiiiiiet et 755
155.3.2 HO ST PORT ottt ettt e e e et e e e e e e s e e e e e e e e s e e e e e e e s 756
155.3.3 AUXILIARY PORT ...t tetttie ettt ettt ettt e e e s e sttt e e e s e st r e et e e e s e e snrreneeeeeesaannnns 757
1554 NETWORK INTERFACE.......co o it 758
15541 ACCESS AND CONFIGURE NETWORK ......ccoiiiiiiiiiie ittt 758
1554.2 ETHERNET .o e et r e e e s e s e e ne e e e s 758
155421 ETHERNET SETTINGS ....ooiiiiiiie et e e 758
155.4.2.2 [P CONFIGURATION ..ottt et e e e e e e e e s aenes 759
155.4.2.3 DISPLAY IP e e e e 763
15543 ETHERNET SECURITY oottt ettt e e e e et e e e e s e ne e e e e e e s 763
1555 SERIAL PARAMETERS ...ttt et e et e e e s e 765
15551 ACCESS AND CONFIGURE SERIAL PARAMETERS ... 765
155.5.2 HOST BAUD RATE ...ttt ettt ettt e e e et e e e e e s e et e e e s e e annr e eeeee e s 765
155.5.3 HOST PROTOQCOL ...ttt ettt ettt e e et e e e e s s e e et e e e e e e abnr e e e e eeee s 766
15554 RS-485 CARRIER DETECT ...ttt 768
15555 NET DD et r e e e e e e e e e a e e s e e 768

Copyright © IDEMIA 2018. All rights reserved. 15



{()) IDEMIA

Table of Content

15.6 MULTIMEDIA <.ttt ettt s e s n e e s et e s s e e e s s e e s nnnneee s 770
15.6.1 CONFIGURE AND ACCESS MULTIMEDIA ...ttt 770
15.6.2 AUDIO FILES ...ttt et e st e e s e e s s n e e e e snne e e s snneeeeann 771
15.6.2.1 ACCESS AND CONFIGURE AUDIO .......ciiiiiiiiieiitieee st nnneee e 771
15.6.2.2 OIN USB... ettt e e e sttt e e et et et e e e st et e e 772
15.6.2.3 ON DEVICE ... ettt ettt ettt e e e s et et e e e s e s et et e e e s e ssnr e eee s 773
15.6.2.4 DELETE ALL FROM USB ...ttt e e e e e e e s 775
15.6.2.5 DELETE ALL FROM DEVICE ......otiiiiiiiiii ittt e e 776
15.6.2.6 COPY ALL TO USB ... ittt ettt e e s e e e e e e s e r e s 777
15.6.2.7 COPY ALL TO DEVICE ....ttiiiiiiiiii ittt ettt e e 778
15.6.3 DISPLAY FILES ...ttt ettt e e s e e s s 779
15.6.4 AUDIO ON EVENT ..ottt sn et e s e e e s e e s sn e e e e s enne e e e snneeeennn 781
15.6.5 AUDIO FILE VOLUME .....ooiiiitiiie ettt snne e e e s nnneee e e 782
15.6.6 INITIALIZE USB ...ttt ettt et e st e e s e e s st e e nnnre e e e snnneeeenan 783
15.6.7 FORMAT USB ...ttt ettt sttt st e sn et e s s e e e s s e e e e nnn e e e s nenneee s 785
15.7 TEM P L AT E . ettt e e e s e e e e e e e e e e e e e e e e e e e a e s 787
1571 ACCESS TEMPLATE MENU ....ooiiiiiiiiiiiii ettt et e e e e e e 787
15.7.2 ENROLL ..ttt e et e e e e e e ot e e e e e e e e e e e e e e e e e s 787
15.7.3 DELETE ..ttt e e e e e e e e e e e e a e e e e e e e e e e e s 795
15.7.3.1 DELETE TEMPLATE ..ottt ettt e e e e e e e e e s e s e e e e e e e s 795
15.7.3.2 DELETE ALL TEMPLATES ...ttt ettt e e e e e s e e e e e e 797
15.7.4 VERIFY TEMPLATE ...ttt ettt st et e e s e e e s s e e e e sn e e e e snneee e e 799
15.7.5 EDIT TEMPLATE ...ttt sttt s et e s et e s et e s e e e s eee s 802
15.7.6 BYPASS NEXT VERIFICATION ...ttt ittt 807
15.7.7 TEMPLATE TYPE ..ottt ettt e e e e e e e e 808
15.8 TOUCH LCD VERIFICATION ...ttt 810
15.9 TOUCH LCD IDENTIFICATION ....oetiiiitiie ettt 812
CHAPTER 16 MORPHOACCESS SIGMA i L1 MODE FRONT PANEL OPERATION........ccoccivveiniieee e, 815
16.1 OPERATING THE i MORPHOACCESS SIGMAT L1 MODE DEVICE FROM THE FRONT PANEL
816

16.1.1 MorphoAccess SIGMA T L1 MODE AT A GLANCE ......coouiiiiiiiiie e 816
16.1.2 ACCESSING ADMINISTRATOR MODE ....coiiiiiiiitiiiiite ettt 817
16.1.2.1 PASSWORD ONLY ...ttt ittt ettt sb et e st e e skt e e s s et e s b et e e st e e s nnnneee s 817
16.1.2.2 ID + BIOMETRIC/PASSWORD.......oetiiiiiiiieiiieee ettt e e e e snne e e e 819
16.1.3 AUTHENTICATION FROM LCD ... .oiiiiiiiiiee ittt ettt e e e nnnee e 820
16.1.4 LANGUAGE OPTION. ...ttt ettt ettt s e e e s e e s nanneee s 823
16.2 MORPHOACCESS SIGMAT L1 MODE T USER MENU.......ccooiiiiiiiiciiee e 825
16.2.1 USER MENU ...ttt ettt st e s bt e sttt e s b et e e s e e e s e eee s 825
16.2.2 AUTHENTICATE USER ... .ttt ettt et e e e e e e e e s 826
16.2.3 DELETE USER ..ottt ettt e e e e et e e e e e st e e e e e e e e e e e e e s 828
16.3 MORPHOACCESS SIGMA T L1 MODE T MULTIMEDIAMENU ......oovviiiiiiiiiieeeeeeeee e 833
16.3.1 MULTIMEDIA MENU ......ooiiiiiiiiiii ittt e et e e e s e s e e e e e e s e e e e e e e s 833
16.3.2 AUDIO .ttt e e e e et e e e e e e e et e e e s e nr e e e e e e s a e 834
16.3.3 WIDED ..ttt e e et e e e e et e e e e e e et e e e e e 838
16.3.4 IIMAGE ...ttt e e e e b et e b e e e e a b e e e e r e e e arr e e e e e 839
16.4 MORPHOACCESS SIGMAT L1 MODE T SYSTEM MENU........ccoiiiiiiiiiiiiiie e 840
16.4.1 SYSTEM MENU ...ttt ettt et e e s st e e et e e e e e e arns 840
16.4.2 SYSTEM T TERMINAL SETTINGS ....ooiiiiiiiiieiiiit ettt 841
16.4.3 SYSTEM T TRANSACTION LOG ....uiiiiieiiiiiie ittt ettt 858
16.4.4 SYSTEM T MISCELLANEQUS SETTINGS.....coctiiieiiiiie ittt 862
16.4.5 SYSTEM T FIRST BOOT ASSISTANCE ...t 867
16.5 MORPHOACCESS SIGMA T L1 MODE T COMMUNICATION MENU ........cccciiiiiieiiiiiiiieeee e 870
16.5.1 COMMUNICATION MENU ..ottt ettt e e e e e e e s 870
16.5.2 NETWORK INTERFACE. ...ttt a e e e e e s e s e e e e e e e s 871
16.5.2.1 NETWORK INTERFACE MENU ......oiiiiiiiiiiiit ittt e e ee e e e 871

Copyright © IDEMIA 2018. All rights reserved. 16



{()) IDEMIA

Table of Content

16.5.2.2 ETHERNET oo 872
16.5.2.3 WWLAN L e e 877
16.5.2.4 HOST NAME ..o e e 883
16.5.3 SERIAL PARAMETERS ......ooiiii e 884
16.6 MORPHOACCESS SIGMA T L1 MODE T SECURITY MENU ..ot 887
16.6.1 SECURITY MENU ...ttt r e e e e e e s e 887
16.6.2 SECURITY = BIOMETRIC ..ottt ettt et 888
16.6.3 SECURITY - COMMUNICATION .. ..ottt ettt 891
16.6.3.1 SECURITY i COMMUNICATION i AUTHORIZED IP CONFIGURATION .....ccccccveiiiiiiirinnen. 891
16.6.3.2 SECURITY i COMMUNICATION i SSL CONFIGURAITON......ccciiiiiiiieeeieiirreeeee e 900
16.6.4 SECURITY 7 ADDITIONAL USER VERIFICATION ...ttt 901
16.6.5 SECURITY T CHANGE LCD LOGIN PASSWORD .......cccoiiiiiiiiiiiiii e, 902
16.6.6 SECURITY T ADDITIONAL USER CONTROL.....cciiiiiiiiiiiiiiiiec i 904
16.7 MORPHOACCESS SIGMAT L1 MODE T REBOOT MENU ..ot 905
16.8 MORPHOACCESS SIGMAT L1 MODE T USBMENU ..., 906
16.8.1 USB IMENU ittt e e e e st e e e s et e e e e e e e e n e e e e e s 906
16.8.2 USB MENU T INITIALIZE USB ..ottt a e e e e e 907
16.8.3 USB MENU T FORMAT USB ... .ottt e e e s e e e e e 910
16.8.4 USB MENU T IMPORT ..ottt e e e e e e s e e e e e e e s 911
16.8.5 USB MENU T EXPORT ...ceitiiiiiiiitie ittt e e s e e e e s e e e e e e e e s 917
16.9 MORPHOACCESS SIGMA T L1 MODE T INFORMATION MENU ......ccooiiiiiiiiiiiiieeeieeee e 922
16.9.1 INFORMATION MENU ..ot 922
16.9.2 INFORMATION MENU - DEVICE ...ttt 923
16.9.3 INFORMATION MENU - FIRMWARE.......oooiiiiiiii s 924
16.9.4 INFORMATION MENU T SENSOR REVISION ......ooiiiiiiiiiiii s 925
16.9.5 INFORMATION MENU T COMMUNICAITON ..ottt 926
16.9.6 INFORMATION MENU T USER STATUS ..ot 929
16.9.7 INFORMATION MENU i TRANSACTION LOG STATUS......otiiiiiiiiiiiieieeeee e 930
CHAPTER 17 MA SIGMA LITE+ T L1 MODE FRONT PANEL OPERATION.......cooiictiiiiiieiiiiiiice s 931
171 OPERATING THEi MA SIGMA LITE+1 L1 MODE DEVICE FROM THE FRONT PANEL ....... 932
1711 MA SIGMA Lite+ 7 L1 MODE AT A GLANCE......coi ittt 932
17.2 MA SIGMA LITE+T L1 MODE T INFORMATION MENU .....ccoiiiiiiiiiiiieeiiieeee e 933
17.21 INFORMATION MENU ...t 933
17.2.2 INFORMATION MENU - DEVICE ...ttt 934
17.2.3 INFORMATION MENU T COMMUNICAITON ...ttt 935
CHAPTER 18 MORPHOACCESS SIGMA EXTREMEi L1 MODE FRONT PANEL OPERATION ............... 938
18.1 OPERATING THE T MORPHOACCESS SIGMA EXTREME i L1 MODE DEVICE FROM THE
FRONT PANEL 939

18.1.1 MorphoAccess SIGMA EXTREME i L1 MODE AT A GLANCE ......ccccooiiiiiiiiiie e 939
18.1.2 ACCESSING ADMINISTRATOR MODE ....coiiiiiiiitiiieiie ettt 941
18.1.2.1 PASSWORD ONLY ...ttt ettt e e e e e st e e e e e s e e e e e e e e s annr e eeeeeee s 942
18.1.2.2 ID + BIOMETRIC/PASSWORD.......oiiiiiiiiiie ittt ettt ettt e et e e s sbneeeeanes 945
18.1.3 AUTHENTICATION FROM LCD ....ciiiiiititiiit ettt e e e e s e e e ainne 947
18.1.4 LANGUAGE OPTION. ...ttt ettt e e e e e e e e e s e e e e e e e e s rnr e eeeeeee s 952
18.2 MORPHOACCESS SIGMA EXTREME T L1 MODE T USER MENU ..o 956
18.2.1 USER MENU ...t e e s e e e s e r e e e e e s 956
18.2.2 AUTHENTICATE USER ... ..ttt 957
18.2.3 DELETE USER ...ttt e e e e e e e e s e e e e s 962
18.3 MORPHOACCESS SIGMA EXTREME 7 L1 MODE i MULTIMEDIAMENU ........coooiiiiiiiiiineenn. 971
18.3.1 MULTIMEDIA MENU ......oiiiiiiiiii et e e e e e 971
18.3.2 AUDIO L.ttt e et et et e e e e et et e e e e e e e e e e e e s aanne 972
18.3.3 VIDEQ ..ttt e e et et e e e e r e et e e e a e e e e e e e e s aanne 978
18.3.4 IMAGE ...t e e e s r et e e e n e e e e e e e e nnanne 980
18.4 MORPHOACCESS SIGMA EXTREME T L1 MODE T SYSTEM MENU .......cccoviiiiiiiiiiiiieeeeeenn 982

Copyright © IDEMIA 2018. All rights reserved. 17



{()) IDEMIA

Table of Content

18.4.1 SYSTEM MENU ...ttt ettt e e e e e s e e et s s e e e s e e s aab s e seaeseesbbb s eeeseessabanssees 982
18.4.2 TERMINAL SETTINGS ...ttt ittt ettt e e e e e et e e e s e e e s e e abab s e e e s e s easbba e sesssessrarasseeeaees 984
18.4.3 SYSTEM T TRANSACTION LOG .....cootitiiiii ettt e et e e s e et e e e s e s e eabaaaas 1014
18.4.4 SYSTEM T MISCELLANEQOUS SETTINGS ... ..ottt eaaba s 1021
18.4.5 SYSTEM T FIRST BOOT ASSISTANCE ... oottt e st e e e 1028
18.5 MORPHOACCESS SIGMA EXTREME 1 L1 MODE i COMMUNICATION MENU..........cccvvunn... 1034
18.5.1 COMMUNICATION MENU ..ottt et e et e e st e e e e et esenaa e e s et e anaaass 1034
18.5.2 NETWORK INTERFAQCE..... ..o oottt ettt e e et e e e e e e e et e e e raa s e s eaaaeeeees 1036
18.5.2.1 NETWORK INTERFACE MENU ...ttt e e e e et e e e ea e s e aaaeeaees 1036
18.5.2.2 Ll I | AN T 1037
18.5.2.3 LA N 1047
18.5.2.4 L L0 N I NV 1Y N 1058
18.5.3 SERIAL PARAMETERS ... .ottt e e e e e et e e e e s e e e bbb e e e e e e e rabaa s 1059
18.6 MORPHOACCESS SIGMA EXTREME T L1 MODE 1 SECURITY MENU.......coooiiiiiiiiiieee e 1063
18.6.1 SECURITY MENU ...uuuiiiiiiiiiieiee ettt e e e e ettt s e e s e e s s e et e e e e e s eesbbba e eeeseeerabaaaaes 1063
18.6.2 SECURITY T USEI CONIOL...uuiiiitiiiieee ettt e e et e e e et e et et e s e e et s e s e st e e s et e eeeaaass 1065
18.6.3 SECURITY - COMMUNICATION . . ettt ettt ettt e et e st e e e et s e e e e e e s et e e esenans 1069
18.6.3.1 SECURITY T COMMUNICATION i AUTHORIZED IP CONFIGURATION .....ccovvevivivieeeeennn. 1069
18.6.3.2 SECURITY T COMMUNICATION T SSL CONFIGURAITON... oottt 1085
18.6.4 SECURITY 7 ADDITIONAL USER VERIFICATION ....ciitiiiieeeeeeee et e s 1086
18.6.5 SECURITY T CHANGE LCD LOGIN PASSWORD ....ciitiiieieeeeeeeee ettt e e 1088
18.6.6 SECURITY 7 ADDITIONAL USER CONTROL....uuuiiiiiiiiiiiiiie et 1092
18.7 MORPHOACCESS SIGMA EXTREME T L1 MODE T REBOOT MENU .......cooiiiiiiiiiiieeeeeeeeeeeee 1094
18.8 MORPHOACCESS SIGMA EXTREME T L1 MODE T USB MENU........cocovviiiiiieeeeeeeeieee e 1095
18.8.1 LT = T 1,1 =1 PN 1095
18.8.2 USB MENU T INITIALIZE USB ..ottt ettt e e s ettt e e e s e s seabba e s e e e s enaaans 1096
18.8.3 USB MENU T FORMAT USB ....outtiiiiiiiiieie ettt e et s e s e e et e et s e s e s e s essbaa e s esssenaanns 1101
18.8.4 USB MENU T IMPORT .ottt ettt ettt e ettt e ettt e e e et e e e e e e e e e aae e et et e e eeat s essaaaeesees 1103
18.8.5 USB MENU T EX P O R T ..ttt ettt e ettt e e e et e e e et e e e et ee e et et e e eeata s eseaaseesees 1114
18.9 MORPHOACCESS SIGMAT L1 MODE T INFORMATION MENU ....coovviiiiiiee e 1123
18.9.1 INFORMATION IMENU . ...cceiiiiii ettt et e e e et e e e e e e e e e e e e e et et e e eeatseeraaseesees 1123
18.9.2 INFORMATION MENU = DEVICE ... oottt e e e e e e ees 1124
18.9.3 INFORMATION MENU - FIRMWARE . ... ..ottt e e e e s e s e e e e e e 1126
18.9.4 INFORMATION MENU T SENSOR REVISION .......ooititiiiii et 1127
18.9.5 INFORMATION MENU T COMMUNICAITON ....oiiiiiiee et e e s e e e e 1128
18.9.6 INFORMATION MENU T USER STATUS ..ottt e e e st e e 1133
18.9.7 INFORMATION MENU 7 TRANSACTION LOG STATUS ... 1134
CHAPTER 19 ENROLLMENT BEST PRACTICES ... . oottt ettt e e e e e e e st eeaeaaaas 1135
19.1 FINGERPRINT ENROLLMENTS ..ottt e e et e e e et e e et e e e e s e s eeaeeeeees 1136
19.1.1 ENROLLMENT BASICS ...ttt ettt ettt e e et e e e et e e e e e e e s et e e e eaareseaaaeeesees 1136
19.1.1.1 SUGGESTED FINGERS . ....oe ittt ettt e et e et e e e et e e e e e s e s et e e aeanans 1136
19.1.1.2 CONSISTENT FINGER PLACEMENT ..ottt e e e e e e st eeeeaaaas 1136
19.1.1.3 PROPER FINGER ORIENTATION .. oottt ettt e et e e aee e e et e e e e s e s eaaneesees 1140
19.1.1.4 CENTERING THE CORE ...oee ittt ettt e et e et e e e et e e e e e e e et eeaeaaans 1141
19.1.2 FINGER PLACEMENT FEEDBACK .. ..ooeiteiei ettt ettt e e e s e e et e e e e e e nenanaes 1142
19.1.2.1 TROUBLESHOOTING ENROLLMENT PROBLEMS USING FPF ......coooiiiieeeeeeeeeeeeee e 1142
19.2 FINGER VEIN ENROLLMENTS . ...ttt ettt e e e e e et s e e e e e e e e st e e e e e enenenans 1144
19.2.1 SENSOR PLACE AT A GLANGCE ...ttt e e e e 1144
19.2.2 SUGGESTED FINGERS ...ttt e e e e e e e e e e e e et e e e e e e e e et as 1144
19.2.3 CONSISTENT FINGER PLACEMENT ...eeiiiiiieeee et e et e e e e e e s 1145
19.2.4 PROPER FINGER ORIENTATION .. oottt ettt ettt e e et e et e e e e ee e e e e reeeenaeeenens 1147
19.2.5 TROUBLESHOOTING ENROLLMENTS ... ettt ettt e et e e e s e et e e e eanneees 1148
19.3 FACE ENR O LLMEN T S ..ottt ettt et ettt et e e et e e e et e e et e ae e e e e et e eeeeaereeranaeeesees 1149
19.3.1 POSITIONING FOR FACE ENROLLMENT ....eiitt ettt ettt e et e e e e s e e e e e eeaes 1149
19.3.2 COMMON ENROLLMENT GUIDELINES ... oottt e e n e e e e 1151

Copyright © IDEMIA 2018. All rights reserved. 18



{()) IDEMIA

Table of Content

19.3.2.1 ENROLLEE'S POSITION ....coiiiitiiiiii i 1151
19.3.2.2 DISTANCE ..o 1152
19.3.2.3 ENROLLMENT PROCEDURE ........coiiiiiiiiiiiii e 1153
19.3.2.4 FINDING IDEAL POSITION ...ttt 1154
19.3.3 IDENTIFICATION RECOMMENDATIONS ...ttt 1155
19.3.3.1 NO GLASSES ...ttt ettt e st e et e e a e 1155
19.3.3.2 DISTANCE ...t ettt e e e st e e e e et e b e e e e e e s s e e e e e e e s 1155
19.3.3.3 FACIAL EXPRESSION ..ottt ettt e e a e s e e e e e 1155
19.3.34 LIGHTING CONDITIONS ...ttt a e e e e 1156
19.3.3.5 OPTIMAL POSITION ...ttt ettt s et e e e s e r e e e s e nrrrn e 1156
19.3.4 BEST PRACTICES ..o 1157
19.3.4.1 THRESHOLD LEVELS ...t 1157
19.3.4.2 ACCESS POINT THRESHOLD .....ccoiiiitiiiiii e 1157
19.3.4.3 THRESHOLD RANGES ... .o 1157
19.3.4.3.1 VERY LOW e 1157
19.3.4.3.2 [ PO PP PP PP PPPT PP 1158
19.3.4.3.3 IMEDIUM ...ttt e ettt e e e s e e e e e e e s e e e e e e e e s 1158
19.3.4.3.4 HIG H et e e a e e et e e e a e 1158
19.3.4.3.5 VERY HIGH . ...ttt e e e et e e s e s e e e e e nannne 1158
19.3.4.4 OPERATION FOR BEST PERFORMANCE ......ccoiiiiiiiiiiieie et 1158
19.34.4.1 ENROLLMENT QUALITY ittt ettt e e e e e s e e e e e e e e s 1159
19.3.4.4.2 USER POSITIONING ......ootiiiiiiiiiiiiie e 1159
19.3.4.4.3 OPTIMAL ENVIRONMENTAL CONDITIONS ......cociiiiiiiiiiiie e 1160
19.3.4.4.4 HE AT e e 1160
19.3.4.4.5 L G H T e e 1160
19.3.4.4.6 USEFUL TIPS e e e 1161
CHAPTER 20 BACKUP AND RESTORE DATABASE ......ooiiiiiiiiet ettt 1162
20.1 BACKUP SETTINGS OF SECUREADMIN DATABASE ......cooiiiiiiieie e 1163
20.11 BACKURP SETTINGS. ...ttt e r e e e s e s e e e e s 1163
20.1.2 SCHEDULER SETTINGS ...ttt e e e e e 1164
20.2 RESTORING SECUREADMIN DATABASE ......coiiiiitiitete ettt 1166
CHAPTER 21 IMPORTING 3DI ADMIN MANAGER TEMPLATES INTO THE DATABASE........cccccevee. 1168
21.1 TO IMPORT 3DI ADMIN MANAGER TEMPLATES FILES ......ooiiiiiiiee s 1169
21.11 3DI ADMIN MANAGER SQL SERVER CREDENTIAL .....ccoviiiiiiiiieeiiccee e, 1169
21.1.2 3DI ADMIN MANAGER TEMPLATES ... 1171
CHAPTER 22 CONTACT INFORMATION ...ttt ettt e e e e e e e e e e e e e 1172
22.1 TECHNICAL SUPPORT AND HOTLINE ......coiiiiiii e 1172

APPENDIX 1173
GLOSSARY 1179

ACRONYMS AND ABBREVIATIONS . ... .ttt 1182

Copyright © IDEMIA 2018. All rights reserved. 19



{()) IDEMIA

Table of Content

LIST OF FIGURES

Figure 1.1 AG V-FLEX DEVICE .....cc ittt sttt sne e 58
Figure 1.2 AG V-FLEX WR DEVICE ... .eiiiii ettt 59
Figure 1.3 AG V-STATION DEVICE ....ccitiiiiiteiiee ittt nnn e nnneenns 60
Figure 1.4 4G V-STATION WR DEVICE ...ttt ettt 61
Figure 1.5 4G V-STATION EXTREME DEVICE.......cociiiiiiieiiie it 62
Figure 1.6 4G PIV-TWIC STATION DEVICE .....ooiitiieiiieiie ettt 63
Figure 1.7 4G PIV-TWIC STATION EXTREME DEVICE ........ooiiiiiiiiiiiiit e 64
Figure 1.8 4G FINGERVEIN STATION DEVICE.......cciiiiiiieeiiee et 65
Figure 1.9 AG VFLEX LITE DEVICE .....oiiiiiitiiti ettt ettt 66
Figure 1.10 4G V-STATION LITE DEVICE .....oiiiiieiii et 67
Figure 1.11 MORPHO 3D FACE READERE .........cocoiiiiiiiitsieee ettt 68
Figure 1.12 MOrphOACCESS SIGMA T LL MODE ...ttt 69
Figure 1.13 MA SIGMA Lite+ T LL MODE .......oiiiiiiiiiie ettt s snne e 70
Figure 1.14 MA SIGMA LIte T L1 MODE ..ottt ettt 71
Figure 1.15 MA SIGMA EXTREME T L1 MODE ...ttt e 72
Figure 1.16 HID PROX CARD ...ttt ettt s ettt ekt s et e e e e bt e e e e nbn e e e e aneeas 80
Figure 1.17 SECUREADMIN T LOGIN SCREEN..........ctiiiiiiiiiit e 82
Figure 1.18 SECUREADMIN - MAIN SCREEN........ciiiitiiiiieiiieiee sttt 83
Figure 2.1 USERS TAB ..ottt e ettt e e e e e st et e e e e e s e e e e e e e e e e e s 86
Figure 2.2 ADD USER DIALOG BOX....cutiiiiiieitieeiieiesitee sttt st sbeeasbseesneeesnneesnneessneeesnneeessneenns 87
Figure 2.3 FILE CONTAINS COLUMN HEADER PROMPT. ..ottt 88
Figure 2.4 COLUMN HEADER DIALOG BOX WITH EXIST HEADER........cccoce i 89
Figure 2.5 COLUMN HEADER DIALOG BOX WITHOUT EXIST HEADER .......ccccoviiiiiiiiieeieeeee, 90
Figure 2.6 CONTEXT MENU TO MAP CSV COLUMNS WITH ENTERPRISE USER FIELDS. ........... 91
Figure 2.7 IMPORT USER IN PROGRESS ...ttt 92
Figure 2.8 STATUS MESSAGE OF IMPORT USER ...ttt 93
Figure 2.9 USER GROUPS TAB ...ttt ettt ettt sttt be e b e e nbre e snbeeennneeaas 94
Figure 2.10 ADD USER GROUP DIALOG BOX ...ttt nanneee s 95
Figure 2.11 ASSIGNING ROLES AND PRIVILEGES ........coiiiiiiiiiiiie it 96
Figure 2.12 COMPANIES TAB ...ttt ettt b et bt b et sab e e s be e br e e sbeeennneas 97
Figure 2.13 ADD COMPANY DIALOG BOX ...eeiiiiiiiiiieiiiite ettt ettt ettt ettt st e e e nnane e e s annneee s 98
Figure 2.14 SITES TAB .ttt ettt h e a e ekt e s h bt e e be e e ek bt e s ket e sa bt e sabe et r e e nnbeeeneeas 99
Figure 2.15 ADD SITE DIALOG BOX ...ttt ittt sttt et et e e 100
Figure 2.16 DEPARTMENTS TAB ...ttt ettt ettt ettt e e e 101
Figure 2.17 ADD DEPARTMENT DIALOG BOX ...ccititiiitieiiie ettt sttt sttt e i 102
Figure 3.1 ENROLLMENT TAB ...ttt ittt ettt ettt e e s sttt e e e et et e e e nnbe e e e e nnbee e e e nnenas 105
Figure 3.2 ENROLLMENT TYPE.... oottt ettt ettt st e sttt sbe et e enees 107
Figure 3.3 4G FINGERPRINT QUICK ENROLLMENT DIALOG BOX.....ciiiiiiiieiiiiiie e 108
Figure 3.4 FPF CROSS HAIRS ...ttt bttt ettt et e st e e sabe e e 108
Figure 3.5 4G FINGERPRINT QUICK ENROLLMENT DIALOG BOX - SCAN RESULTS................. 109
Figure 3.6 4G FINGERPRINT QUICK ENROLLMENT DIALOG BOX - USER INFORMATION ........ 110
Figure 3.7 4G FINGERPRINT QUICK ENROLLMENT - SELECT DESTINATION.....ccccccviiieiiieninen. 111
Figure 3.8 TEMPLATE BROADCAST RESULT DIALOG BOX ....cuviiiiiiiiieiiiiiie e 111

Copyright © IDEMIA 2018. All rights reserved. 20



{()) IDEMIA

Table of Content

Figure 3.9

Figure 3.10
Figure 3.11
Figure 3.12
Figure 3.13

Figure 3.14
Figure 3.15
Figure 3.16
Figure 3.17
Figure 3.18
Figure 3.19
Figure 3.20
Figure 3.21
Figure 3.22
Figure 3.23
Figure 3.24
Figure 3.25
Figure 3.26
Figure 3.27
Figure 3.28
Figure 3.29
Figure 3.30
Figure 3.31
Figure 3.32
Figure 3.33
Figure 3.34
Figure 3.35
Figure 3.36
Figure 3.37
Figure 3.38
Figure 3.39
Figure 3.40
Figure 3.41

Figure 3.42
Figure 3.43
Figure 3.44
Figure 3.45
Figure 3.46
Figure 3.47
Figure 3.48
Figure 3.49
Figure 3.50
Figure 3.51
Figure 3.52

ENROLLMENT TYPE ... 112
4G FINGERPRINT ADVANCED ENROLLMENT DIALOG BOX .....oviviiiiiiiiiiiiiiieiee s 113
4G FINGERPRINT ADVANCED ENROLLMENT DIALOG BOX - SCAN RESULTS......... 114

4G FINGERPRINT ADVANCED ENROLLMENT DIALOG BOX - MANUAL SELECTION115
4G FINGERPRINT ADVANCED ENROLLMENT DIALOG BOX - ALL POOR

ENROLLMENTS ...ttt e e e e e s s e e e e e e 116
4G FINGERPRINT ADVANCED ENROLLMENT DIALOG BOX - USER INFORMATION 117
4G FINGERPRINT ADVANCED ENROLLMENT - SELECT DESTINATION.......c.ccevvnens 118
TEMPLATE BROADCAST RESULT DIALOG BOX ......cccoviiiiiiiiiiiiiiii s 118
FINGER VEIN ENROLLMENT DIALOG BOX......cutiiiiiiiiiiiiiiiiiieee e 119
FINGER VEIN ENROLLMENT DIALOG BOX - SCAN RESULTS......ccccccciviiiiiiiiieceeen 120
FINGER VEIN ENROLLMENT DIALOG BOX i POOR ENROLLMENT ........coccciiviiinennnnne 120
FINGER VEIN ENROLLMENT DIALOG BOX - USER INFORMATION .........ooocciiriieneeenn. 121
FINGER VEIN ENROLLMENT - SELECT DESTINATION ..., 122
STORE TEMPLATE TO DEVICE DIALOG BOX .....cutiiiiiiieiiiiiiiieeeee et 122
FACE ENROLLMENT DIALOG BOX ....uttiiiiiiiiiiiiiiiineie e e e e 123
3D RENDERED VIDEO......cciiiiiiiiiiiiiece e 124
FACE NOT IN CENTER ... ..ttt e e e e e 125
FACE TOO FAR ...ttt 125
FACE DETECTED....iiiiiiiiiiiit ittt e e e e e e e e e e 126
FACE ENROLLMENT DIALOG BOX - USER INFORMATION .......occciiiiiiiiiiiiiiiieen 127
FACE ENROLLMENT - SELECT DESTINATION.......ccoiiiiiiiiiiiiiiie e 128
TEMPLATE BROADCAST RESULT DIALOG BOX .....cciiiiiiiiieieiiiiieeeee e 128
ENROLLMENT TYPE. ... 129
MSO ENROLLMENT ..ottt ettt e e e e s e e e e s e s eeeeee s 129
MSO ENROLLMENT T PLACE FINGER ......coiii e 130
MSO ENROLLMENT T REMOVE FINGER ..ot 130
MSO ENROLLMENT i PLACEMENT FEEDBACK T MOVE FIGNER UP.........cccccccceen. 131
MSO ENROLLMENT T PLACEMENT FEEDBACK T MOVE FIGNER DOWN ................. 131
MSO ENROLLMENT T ALL 3 SCAN COMPLETED.......coiicitiiiieie e 132
MSO ENROLLMENT T FAILL ..ottt 132
MSO ENROLLMENT T ENROLLMENT SETTINGS. ......coiiiiiiiiiieie e 133
MSO ENROLLMENT T ENROLLMENT SETTINGS. ......coiiiitiiiieie e 133
MSO + 4G FINGERPRINT QUICK ENROLLMENT DIALOG BOX - USER INFORMATION

............................................................................................................................................ 134
MSO + 4G FINGERPRINT QUICK ENROLLMENT - SELECT DESTINATION ................ 136
TEMPLATE BROADCAST RESULT DIALOG BOX ......cciiiiiiiiiiiiiiiieicie e 136
ENROLLMENT TYPE ...ttt ettt e e e e e e s e e e e e e e s 137
MSO ENROLLMENT ..ottt ettt e e e e e e e e e e e e s b neeeee e s 137
MSO ENROLLMENT T PLACE FINGER ......coiii e 138
MSO ENROLLMENT T REMOVE FINGER ..ottt 138
MSO ENROLLMENT 1 PLACEMENT FEEDBACK T MOVE FIGNER UP.........cccccccee. 139
MSO ENROLLMENT i PLACEMENT FEEDBACK 1 MOVE FIGNER DOWN ................. 139
MSO ENROLLMENT T ALL 3 SCAN COMPLETED........ccocciiiiieie e 140
MSO ENROLLMENT T FAILL ..oiiiiiiiiii et 140
MSO ENROLLMENT T ENROLLMENT SETTINGS. ......coiiiiiiiiiiiie e 141

Copyright © IDEMIA 2018. All rights reserved. 21



{()) IDEMIA

Table of Content

Figure 3.53
Figure 3.54

Figure 3.55
Figure 3.56
Figure 3.57
Figure 3.58
Figure 3.59
Figure 3.60
Figure 3.61
Figure 3.62
Figure 3.63
Figure 3.64
Figure 4.1
Figure 4.2
Figure 4.3
Figure 4.4
Figure 4.5
Figure 4.6
Figure 4.7
Figure 4.8
Figure 4.9
Figure 4.10
Figure 4.11
Figure 4.12
Figure 4.13
Figure 4.14
Figure 4.15
Figure 4.16
Figure 4.17
Figure 4.18
Figure 4.19
Figure 4.20
Figure 4.21
Figure 4.22
Figure 4.23
Figure 4.24
Figure 4.25
Figure 4.26
Figure 4.27
Figure 4.28
Figure 5.1
Figure 5.2
Figure 5.3
Figure 5.4

MSO ENROLLMENT T ENROLLMENT SETTINGS. ... 141
MSO + 4G FINGERPRINT ADVANCE ENROLLMENT DIALOG BOX - USER

INFORMATION ...ttt e et e e e e e s e e e e e s e s s n e e e e e e s 142
MSO + 4G FINGERPRINT ADV ENROLLMENT - SELECT DESTINATION .........cccooc.... 144
TEMPLATE BROADCAST RESULT DIALOG BOX ......cccviiiiiiiiiiiiiiiii s 144
QUICK ENROLLMENT - ENTER BIN NUMBER .......oooviiiiiiiiiee 145
ADVANCED ENROLLMENT - ENTER BIN NUMBER.........cccccoiiiiiis 146
ENROLLMENT IN PIV/ITWIC CARD READER MODE - READ SMART CARD SN.......... 147
ENROLLMENT IN PIV/ITWIC CARD READER MODE - SAVING TO SC.........cccovverveenne 147
ENROLLMENT WITH OPTIONAL STORAGE OF TEMPLATE TODATABASE ............... 148
ALLOW DUPLICATE TEMPLATES IN THE DATABASE ......ocoiiiiiiiee s 149
ENROLLMENT WITH DUPLICATE TEMPLATES IN THE DATABASE...........cccoiieneen. 150
SKIP 4G ENROLLMENT WITH MSO + 4G FINGERPRINT ENROLLMENT ..........ccveee. 151
TEMPLATES ON DEVICE ....coiiiiiiiiii it 154
TEMPLATE LISTING OF DEVICE .....ooiiiiiiiiiiiiit ettt 156
EXPORT TEMPLATES DIALOG BOX FOR DEVICE .......cccctiiiiiieeeiieeeee et 157
BROWSE FOR FOLDER DIALOG BOX ....coiiiiiiiiiiiiiiie e 157
TEMPLATE EXPORT SUCCESSFUL ....cooiiiiiiieii ettt 158
TEMPLATE LISTING OF DATABASE ... 159
EXPORT TEMPLATES DIALOG BOX FOR DATABASE .......ooiiiiiiiiiieeeeee e 160
TEMPLATES IN DATABASE ... 161
EDIT TEMPLATE DIALOG BOX ..ottt 162
EDIT ENROLLMENT DIALOG BOX ....ciiiiiiiiieiiiiiiiir ettt 163
TEMPLATES SCREEN .....oiiiiiiiiiiiii e 164
IMPORT TEMPLATES DIALOG BOX ....iiiiiiiiiiiiiiiiiiiee et 166
IMPORT TEMPLATES - TEMPLATES SELECTED .....ccooiiiiiiiiiieeee e 167
IMPORT SUCCESSFUL ...ttt a e e e e e 168
TEMPLATE CONVERSION ..ottt ettt e e e e e 169
COMPARE TEMPLATES DIALOG BOX.....utiiiiiiiiiiiiiiiiiiee i 170
TEMPLATE MANAGER - BIN ICONS ..ottt 171
DYNAMIC MESSAGE ON DEVICE ...ttt 174
TEMPLATES TAB - TEMPLATE SELECTED ......cciiiiiiiiiiiiieceee e 176
MESSAGE OPTIONS DIALOG BOX ....otiiiiiieiiiiiiiiieiee et e e a e 176
TEXT MESSAGE ... oo 177
SETTING START AND END DATE ...ttt 177
DYNAMIC MESSAGE TEST BUTTON ....ooiiiiiiiiiiiiiiice e 178
MESSAGE OPTIONS DIALOG BOX - IMAGE SELECTED .....cccooiiiiiiiiiieieeeeeiiiieeeeee 179
DETACHING DYNAMIC MESSAGE FROM TEMPLATE ......ooviiiiiiiiiineeeeeeeee 180
ACCESS RULE PRIORITY oottt ettt 186
TEMPLATE SETTINGS OPTION . ....cuttiiiiieiiiiiiieiit ettt ne e e e e s 188
TEMPLATE SETTINGS DIALOG BOX ...cociiiiiiiiiieie ittt 189
GENERAL TAB ..ttt ettt e e e e e e et e e e s e s e et e e e s e s rr s 193
TIME AND ATTENDANCE TAB FOR 4G PRODUCTS ......coiiiiiiiiiiiiiie e 195
TIME AND ATTENDANCE TAB FOR MORPHO 3D FACE READER™ .........ccocvevvveenen. 195
TIME AND ATTENDANCE TAB FOR MORPHO 3D FACE READER™ .........ccocvevvveenen. 196

Copyright © IDEMIA 2018. All rights reserved. 22



{()) IDEMIA

Table of Content

Figure 5.5

Figure 5.6

Figure 5.7

Figure 5.8

Figure 5.9

Figure 5.10
Figure 5.11
Figure 5.12
Figure 5.13
Figure 5.14
Figure 5.15
Figure 5.16
Figure 5.17
Figure 5.18
Figure 5.19
Figure 5.20
Figure 5.21

Figure 5.22
Figure 5.23

Figure 5.24
Figure 5.25
Figure 5.26
Figure 5.27
Figure 5.28
Figure 5.29
Figure 5.30
Figure 5.31
Figure 5.32
Figure 5.33
Figure 5.34
Figure 5.35
Figure 5.36
Figure 5.37
Figure 5.38
Figure 5.39
Figure 5.40
Figure 5.41
Figure 5.42
Figure 5.43
Figure 5.44
Figure 5.45
Figure 5.46
Figure 5.47
Figure 5.48

TIME AND ATTENDANCE TAB FOR MA SIGMA LIte+ ...cooiiiiiiiiiie et 196
JOB/COST CENTRE IN SIMPLE T&A MODE ......ciiiiiiiiiiiiiiee et 199
JOB/COST CENTRE IN EXTENDED T&A MODE........cccooiiiiiieiiiiiie i 200
TIME AND ATTENDANCE TAB FOR V-STATION LITE PRODUCTS.......cccocveeviiiee e, 202
TIME AND ATTENDANCE - DISABLED MODE .......cccccviiiiiiiie et 202
TIME AND ATTENDANCE i F-KEY AS INPUT MODE........cccccoviiiieiiiite e 203
TIME AND ATTENDANCE T FIXED MODE ......ccuvtiiiiiiiie s ee e 204
TIME AND ATTENDANCE - MANUAL ....coiiiiiiie ittt 205
TIME AND ATTENDANCE 7 MA SIGMA Lite+ T L1 Mode.......ccoccvvveiiiiieeeiiiie e 206
COMMUNICATION TAB ..eetieiitiiee ittt ettt ettt s bt et e e st e e s anbee e e s abbeeeeanbaeeeeabaeeesanes 207
T R AN = I I N = PSPPSR 211
LED TABLE TAB fOr MA SIGMA LITE ....uviiii ittt 212
I AN = S AN = S PSSP 213
TAMPER TAB iN MA SIGIMA LIt@ ...uiviiiiieiiiiieiiiieietieeeeeessesesssesssessssseessererersesrsrererer——————. 214
TAMPER TAB iN MA SIGMA LB+ ...ciiiiiiieiiiiiieiiiiie ettt sibee e iaee e itae e s nntae e e s e 214
SINGLE DOOR ACCESS CONTROL TAB 4G ProductS........cccceeiiiiiieeeiiiiieeeiniieeeesniieeee s 217
SINGLE DOOR ACCESS CONTROL TAB FOR MorphoAccess SIGMA and SIGMA Lite

Y= TS ES T I VT To [ USRS 217
PRINTED (HID) CARD SERIAL NUMBER FOR 4G PRODUCTS........cccceevviiieeeiiee e 218
PRINTED (HID) CARD SERIAL NUMBER FOR MorphoAccess SIGMA ,SIGMA Lite Series
and SIGMA EXTREME T LI MOAE ... 220
SINGLE DOOR ACCESS CONTROL TAB FOR 4GLITE PRODUCTS ....cccccceeeviiiiiieenn. 222
SINGLE DOOR ACCESS CONTROL TAB FOR 4GLITE PRODUCTS ......ccccccvveeviiieeens 223
GPI Base Access Rule Settings 1 V Station Lite DeVICe ........cccvveeereeeiniiiiiiiieee e, 224
GPI Base Access Rule Settings T V Flex Lite DeviCe ... 225
SDAC T Time OVEITidE MOUE......euiiiiieeie ittt e e e e e e e e e s s snenteeee e e e e e s e enneeeeees 226
ACCESS SCHEDULES TAB......cittiite ittt ettt sttt see e attee e s ssbee e s e sbee e s e nnbee e e anbeeeeenneeas 230
HOLIDAY SCHEDULES TAB - NEW HOLIDAY SCHEDULE .......c.cccoccoivieiiiiee e 232
BIOMETRIC SCHEDULES TAB ...cottiiiiii ittt e s e e e e et s e e e e e e aanaan s 234
MISCELLANEOUS TAB ...cieiitiiee ittt ettt e sttt e e st e e e s st e e e e sntae e e e sntaeaeasntaeeeennenes 236
NORMAL POLLNG MODKE.......cci ittt st s e e e e e e e et s e e e e e e aanana s 239
CALLBACK POLLNG MODE .....ciiiiiiiiei ittt ettt e et e e sntaeeaesntneeeeanes 240
CUSTOM VERIFICATION ENTRY MODE.......c..coiiiiiiiiiiiiiee e iiiiee st e siaee e siaee e srneea e 241
REAL TIME ACTIVITY LOGGING AND MONITORING ......ccoviiiiiiiieeeeereecee e 242
ACP FEEDBACK ..ottt ittt sttt st e e sttt e e sttt e e s ans e e s ans e e e s ansbe e e e anbeeeeanntaeeeennnes 243
ACP FEEDBACK MorphoAccess SIGMA T L1 MODE ........cccccooiiiiiiiiieee e 244
ACP FEEDBACK MA SIGMA Lite+ T L1 MODE .......ccccciiiiiiiiie et 244
ACP FEEDBACK MA SIGMA Lit€ T L1 MODE .......cvuviiiiiiiiiiiieeeeeeeeeeeeeeeeeeesessessesssssseesreeenes 245
ACP FEEDBACK MA SIGMA EXTREME T L1 MODE .......ccooiiiiiiiiie e 245
DEVICE SECURITY .ooiiitiiie ittt ettt ettt e sttt e e e st e e e s st e e e e sstae e e e nntaeeeanntaeeeennnees 251
DEVICE SECURITY T LL MODKE ..ottt e e e e e e e aaaa s 253
7 | (@ R 1Y = PSRRI 255
AUDIO TAB - NEW AUDIO FILE ...cooetii it e e e e e 256
DYNAMIC MESSAGE TAB ....ooiiiiiiiiee ettt stt e e stae e e e sstae e e e sntae e e e sntae e e e sntaeeeenneeas 257
DYNAMIC MESSAGE TAB - NEW FILE.......ccoiiiiiiiie ettt 258
DYNAMIC MESSAGE PREVIEW ....ouuiiiiiiiie ettt e e e e s 258

Copyright © IDEMIA 2018. All rights reserved. 23



{()) IDEMIA

Table of Content

Figure 5.49
Figure 5.50
Figure 5.51
Figure 5.52
Figure 5.53
Figure 5.54
Figure 5.55
Figure 5.56
Figure 5.57
Figure 5.58
Figure 5.59

Figure 5.60
Figure 5.61
Figure 5.62
Figure 5.63
Figure 5.64
Figure 5.65
Figure 5.66
Figure 5.67
Figure 5.68
Figure 5.69
Figure 5.70
Figure 5.71

Figure 5.72
Figure 5.73
Figure 5.74
Figure 5.75
Figure 5.76
Figure 5.77
Figure 5.78

Figure 5.79
Figure 5.80
Figure 5.81
Figure 5.82
Figure 5.83
Figure 5.84
Figure 5.85
Figure 5.86
Figure 5.87
Figure 5.88
Figure 5.89
Figure 5.90
Figure 5.91

DYNAMIC MESSAGE TAB ..ottt et 259
AUDIO TAB - SELECTING DYNAMIC MESSAGE ATTENTION ITEM......cccoviiviiiieeen. 260
AUDIO TAB - SET VOLUME ...ttt 261
SECUREADMIN FILE SELECTION DIALOG BOX ....ccoiitiiiiiiiiiieeiiiiee st 262
PREVIEW BUTTON ENABLED .......ooiiiiiiiiiiiiee ettt 263
IMAGE VIEWER ......oiiitiie ittt ettt e e nn e n e 263
LCD TAB . et e e a e e 264
LCD TAB for MorphoAccess SIGMA T L1 MODE..........ccooiiiiiiiiiee e e ssivveeee e 265
LCD TAB for MA SIGMA Lite+ T LL MODE .....ccooiiiiiiiiiic et 265
LCD TAB for MA SIGMA EXTREME 7 L1 MODE........cccociiiieiiieiiee e 266
GENERAL PURPOSE I/0 TAB i GENERAL PURPOSE INPUT FOR 4G AND MORPHO 3D
FACE READERTM DEVICES ..ottt ettt ettt et 270
GENERAL PURPOSE I/0 TAB i GPI MorphoAccess SIGMA T L1 Mode............ccceeeene. 271
GENERAL PURPOSE I/0 TABi GPI MA SIGMA Lite+ T L1 MOde ......ccceeevvrieeeiiiieeenns 271
GENERAL PURPOSE I/0 TABi GPI MA SIGMA EXTREME i L1 Mode.........c.cccouveennn. 272
SINGLE EVENT GENERAL PURPOSE OUTPUT FOR V STATION DEVICES............... 274
MULTI EVENT GENERAL PURPOSE OUTPUT FOR V STATION DEVICES.................. 275
GENERAL PURPOSE OUTPUT i MorphoAccess SIGMA T L1 MODE .........c.ccccoeveeeenne 276
GENERAL PURPOSE OUTPUT i MA SIGMA Lite Series i L1 MODE............ccceevveennee. 276
GENERAL PURPOSE OUTPUT i MorphoAccess SIGMA EXTREME i L1 MODE......... 277
GENERAL PURPOSE OUTPUT TAB FOR V STATION LITE DEVICES .........cccevveenee. 278
WIEGAND TAB ...ttt ettt sttt s h et e ekt e sab e e e sbe e e s sb e e e abreesnneeennneas 279
WIEGAND OUTPUT SETTINGS DIALOG BOX ....cciiiiiiiieiiiiiie it 285
WIEGAND OUTPUT SETTINGS DIALOG BOX i MorphoAccess SIGMA ,SIGMA Lite Series
and SIGMA EXTREME T L1 MOGE ...ccuuiiiiiiiiiiieiiie ettt 286
CUSTOM WIEGAND SETTINGS DIALOG BOX .....ouiiiiiiiiiiiiiiiee ettt 287
NEW WIEGAND FORMAT DIALOG BOX ....ceiiiiiieiiiieiitie ettt ettt 288
NEW WIEGAND FORMAT DIALOG BOX - ADD USER ......ccccciiiiiieiiieiie e 288
BIOMETRICS TAB 7 4G FINGER PRINT DEVICES.......ccooiiiiiiiiiieeiee e 290
BIOMETRICS TAB i FINGER VEIN DEVICES .........cooiiiiieeiieiee e 291
BIOMETRICS TAB T MORPHO 3D FACE READER™ ... .. 291
BIOMETRICS TAB i MorphoAccess SIGMA,SIGMA lite series and SIGMA EXTREMET L1
IMMODIE .. ettt ettt e e a bt e e oo h bt e e e e bt e e e R bt e e e n b et e e e e e e naes 292
CLOGCK TAB .ttt ettt b et e bt e e b et e sh bt e et e e ek et e sabe e e ebn e e snbe e e bn e e snbeeennes 298
DATABASE - WIEGAND AND WEEK SETTINGS ...ttt 300
CUSTOM WIEGAND FORMAT - ADD BUTTON......utiiiiieiiie it 302
NEW WIEGAND FORMAT DIALOG BOX ....uiiiiiiiiiiieiiiete ettt 302
NEW WIEGAND FORMAT DIALOG BOX-ADD USER ......ccoiiiiiiiiieiiieiie e 303
DATABASE - WEEK SETTINGS ...ttt sttt 304
DATABASE i AUTO SYNCHRONIZE CLOCK........ciiiiiiiieiiiiie ettt 305
DATABASE i PANEL INTEGRATION CONFIGURATION ...cccceiiiiiieiiieiiie e 306
CARD READER MODE TAB......oiiiitiiiiiitiit ettt ettt e et e et e e snbaeee s sbneeeeanes 309
THREAT LEVEL TAB - ACTIVE THREAT LEVELS ......ccooiiiiiiic e 313
THREAT LEVEL TAB ..ottt sttt ettt e e 315
DOWNLOAD CERTIFICATE TAB - CA CERTIFICATE ..ottt 317
DOWNLOAD CERTIFICATE TAB - REVOKED CERTIFICATES.......ccccoiiiiniie e 319

Copyright © IDEMIA 2018. All rights reserved. 24



{()) IDEMIA

Table of Content

Figure 5.92
Figure 5.93
Figure 5.94
Figure 5.95
Figure 5.96
Figure 5.97
Figure 5.98
Figure 6.1
Figure 6.2
Figure 6.3
Figure 6.4
Figure 6.5
Figure 6.6
Figure 6.7
Figure 6.8
Figure 6.9
Figure 6.10
Figure 6.11
Figure 6.12
Figure 6.13
Figure 6.14
Figure 6.15
Figure 6.16
Figure 6.17
Figure 6.18
Figure 6.19
Figure 6.20
Figure 7.1
Figure 7.2
Figure 7.3
Figure 7.4
Figure 7.5
Figure 7.6
Figure 7.7
Figure 7.8
Figure 7.9
Figure 7.10
Figure 7.11
Figure 7.12
Figure 7.13
Figure 7.14
Figure 8.1
Figure 8.2
Figure 8.3
Figure 9.1

CRL DOWNLOAD SCHEDULE ......cooiiiiiiiiiiin e 320
DOWNLOAD CERTIFICATE TAB - AGENCY CODE........ccooiiiiiiieeeee e 321
LCD THEME CONFIGURATION TAB ...ooiiiiiiiiiiiii it 323
LCD THEME CONFIGURATION - VERIFICATION MESSAGE ........ccooiiiiiiiiiiieeen 324
LCD CONFIGURATION i MORPHO 3D FACE READER™ ..ot 325
LCD THEME CONFIGURATION - PREVIEW OF BACKGROUND IMAGE...................... 325
BUZZER SETTINGS TAB ...ttt ettt e e 327
NETWORK TAB ...t 329
NETWORK TREE... ..ottt e e 330
DEVICE STATUS - ONLINE ....ooiiiiiiiii e 331
DEVICE STATUS - OFFLINE.......ocoiiiii e 332
DEVICE STATUS - BUSY ..ttt 333
DEVICE STATUS - LOCKED ....ciiiiiiiiitiiiiine e 334
DEVICE STATUS - REPLACED ..ottt 335
REGISTER VIA SERVER DIALOG BOX ....coiiiiiiiiiiiiiiie i 336
REGISTER VIA SERVER DIALOG BOX WITH SCANNED RESULTS ..........occciiviiineennn. 337
SERVER COMMUNICATION PARAMETER ......ccoiiiiiiiiieee e 338
REGISTER DEVICE DIALOG BOX .....cutiiiiiiiiiiiiiiiii e 338
DEVICE SUMMARY DIALOG BOX .....ciiiiiiiiiiiiiiiii ittt 339
CHECK MARK ICON SHOWS DEVICE IS REGISTERED ......cccccccciiiiiiiiii, 340
STEP 1 FIND DEVICE DIALOG BOX .....uiitiiiiiieeeiiiiriiitet ettt e e 341
DEVICE INFORMATION DIALOG BOX....iiiiiiiiiiiiiiiiieie ettt 342
SERVER COMMUNICATION PARAMETER DIALOG BOX.....cccccociiiiiiiiiiiiieie i, 343
REGISTER DEVICE DIALOG BOX .....oiiiiiiiiiiiiiiiiein ettt 343
DEVICE SUMMARY DIALOG BOX .....outiiiiiiiiiiiiiiiie e 344
SECUREADMIN NETWORK TREE ...ttt 345
UNREGISTER DEVICE WARNING ......oottiiiiiiiii e 346
SMART CARD SIDEBAR TAB DIALOG BOX.......cocciiiiiiiieiiiiiieiene e 348
SMART CARD DEVICE MANAGER (DESFIRE) .......cciiiiiiiiiiiiiieeiiiiee e 350
SMART CARD DEVICE MANAGER i MorphoAccess i L1 Mode..........cccceevveeeiiineeennnns 351
SMART CARD SECURITY SETTINGS DIALOG BOX .....ccoiiiiiriiiieiee e 355
CONFIRMATION FOR AES ENCRYPTION ON MASIMGA T L1 Mode ........coovveiriineeennnns 356
CHANGE SITE KEY DIALOG BOX....coiiiiiiiiiieci it 357
CHANGE SITE KEY WARNING. ..ottt e e 357
16K ICLASS SMART CARD LAYOUT MANAGER.........cooiiiiiiiiie e 360
32K ICLASS SMART CARD LAYOUT MANAGER. ... 360
SMART CARD TYPE DIALOG BOX ..ottt 361
1 KILOBYTE MIFARE SMART CARD LAYOUT MANAGER........c.ooiiiiiieieeeee e 362
4 KILOBYTE MIFARE SMART CARD LAYOUT MANAGER........cccooiiiiieiiiiiiiieeee e 363
DESFIRE CARD LAYOUT DIALOG BOX ....iiiiiiiiiiiiiieie et 367
SMART CARD MANAGER..... ..ottt e e e 368
SITE KEY TAB ..t e e s 377
CREATE SITE KEY DIALOG BOX ..ociiiiiitiiieitee ettt e e 378
RESET SITE KEY DIALOG BOX ....oiiiiiiiiiiie ettt 380
PIVITWIC CARD SIDEBAR TAB DIALOG BOX .....ooiiiiiiiieiiiiie ettt 384

Copyright © IDEMIA 2018. All rights reserved. 25



{()) IDEMIA

Table of Content

Figure 9.2
Figure 9.3
Figure 9.4
Figure 9.5
Figure 9.6
Figure 9.7
Figure 9.8
Figure 9.9
Figure 9.10
Figure 10.1
Figure 10.2
Figure 10.3
Figure 10.4
Figure 10.5
Figure 10.6
Figure 10.7
Figure 10.8
Figure 10.9
Figure 10.10
Figure 10.11
Figure 10.12
Figure 10.13
Figure 10.14
Figure 10.15
Figure 10.16
Figure 10.17
Figure 10.18
Figure 11.1
Figure 11.2
Figure 11.3
Figure 11.4
Figure 11.5
Figure 12.1
Figure 12.2
Figure 12.3
Figure 12.4
Figure 12.5
Figure 12.6
Figure 12.7
Figure 12.8
Figure 12.9
Figure 12.10
Figure 12.11
Figure 12.12
Figure 12.13

REGISTER PIV/ITWIC CARD | DEVICE SELECTION .....cccviiiiiiiieiree e 385
REGISTER PIV/ITWIC CARD T READ CARD.........tiiiiititi ettt 386
REGISTER PIV/ITWIC CARD i SAVE TO DATABASE / DEVICES........cccccoiiviviiieiieee 386
REGISTER PIV/ITWIC CARD i BROADCAST RESULT .....ctiiiiiiiiieeeiiee e 387
PIVITWIC CARD MANAGER T DATABASE TAB.....ccoititieiiite ettt 388
PIVITWIC CARD MANAGER i VIEW CARD INFORMATION .....ccoeiiiiiiiieeniee e 389
PIVITWIC CARD MANAGER T DEVICE TAB......ititie ittt 390
SYNCHRONIZE PIVITWIC CARD ..ottt 391
SYNCHRONIZE PIVITWIC CARD - RESULT ..ottt 391
BROADCAST SCREEN ...ttt 394
DEVICE PARAMETERS - GENERAL TAB ..., 395
DEVICE PARAMETER - TAB SELECTION MENU .......cooiiiiiiiiiiiiee e 396
DEVICE PARAMETER - ALL TABS DISPLAYED ....ccoooiiiiiiiiiiiiiiii e 397
SELECT DEVICE DIALOG BOX - DEVICE PARAMETER.......ccccccviiiiiiiieece 398
BROADCAST STATUS - SUCCESS ......ooiiiiiiiii e 399
SELECT FILE DIALOG BOX - FIRMWARE FILE ........oooiiiiiiiiiic e, 400
SECUREADMIN FILE SELECTION DIALOG BOX ....oiiiiiiiiiiiiiiiieeiee e 400
DEVICE SELECTION ..ottt 401
BROADCAST STATUS - SUCCESS ..ottt 402
SELECT FILE DIALOG BOX - IMAGE FILE ..o, 403
FIGURE SELECT FILE DIALOG BOX - IMAGE DIRECTORY DROP-DOWN................. 403
SELECT FILE DIALOG BOX - AUDIO FILE ...cocoiiiiiiieiiieee e 404
SELECT FILE DIALOG BOX - AUDIO DIRECTORY DROP-DOWN LIST ........cooovivinnen. 404
SELECT FILE DIALOG BOX - SMART CARD LAYOUT FILE .....coovoiiiiiiiiiieieeiiiieee, 405
SELECT FILE DIALOG BOX T CA CERTIFICATE FILE ..., 406
SELECT FILE DIALOG BOX T CRL FILE ..ottt 407
SELECT FILE DIALOG BOX T CANCELLED CARD LIST FILE ....cocooiiiiiiiiiiieeie, 408
LOG TAB o 410
APPLICATION EVENT LOG ..ciiiiiiiiiiiiiiiete ettt e e e e e 411
TRANSACTION LOG ...ttt 413
DOWNLOAD TRANSACTION LOG ... ..ottt a e 414
DEVICE EVENT LOG ...ttt 417
FILE MENU L. 420
LOGIN DIALOG BOX ..oiiiiiiiiititieeie e sttt ettt e et e e e e e s e e e e e s e s eeeaeene s 421
CHANGE PASSWORD DIALOG BOX ... ..ottt 421
MANAGE MENU ..ottt e e e e e s e e e e e e s 422
TOOLS MENU ..ottt e e e e e e e e s e 423
FIRMWARE UPGRADE - STEP 1 ...ttt 425
FIRMWARE UPGRADE - STEP 2 ...ttt 425
FIRMWARE UPGRADE - FILE SELECTION ..ottt 426
FIRMWARE UPGRADE - STEP 3 ...ttt 426
FINAL CONFIRMATION. . ...ttt 426
4G LITE - WARNING MESSAGE .......oeiiiiiiiiiit ettt 427
SENSOR TEST DIALOG BOX...oiiiiiiiiiiiiiiiiiiie ettt 428
CALIBRATION WIZARD = STEP L....iiiiiiiiiiiieee ettt 429

Copyright © IDEMIA 2018. All rights reserved. 26



{()) IDEMIA

Table of Content

Figure 12.14
Figure 12.15
Figure 12.16
Figure 12.17
Figure 12.18
Figure 12.19
Figure 12.20
Figure 12.21
Figure 12.22
Figure 12.23
Figure 12.24
Figure 12.25
Figure 12.26
Figure 12.27
Figure 12.28
Figure 12.29
Figure 12.30
Figure 13.1

Figure 13.2

Figure 13.3

Figure 13.4

Figure 13.5

Figure 13.6

Figure 13.7

Figure 13.8

Figure 13.9

Figure 13.10
Figure 13.11
Figure 13.12
Figure 13.13
Figure 13.14
Figure 13.15
Figure 13.16
Figure 13.17
Figure 13.18
Figure 13.19
Figure 13.20
Figure 13.21
Figure 13.22
Figure 13.23
Figure 13.24
Figure 13.25
Figure 13.26
Figure 13.27
Figure 13.28

CALIBRATION WIZARD = STEP 2....cciiiiiiiiiii i 429
CALIBRATION WIZARD = STEP 2.ttt 430
DIAGNOSTIC TEST = STEP 1 ..cooiiiiiiiiiii e 431
DIAGNOSTIC TEST = STEP 2 ...ttt 431
DIAGNOSTIC TEST = STEP 3 ...ttt 432
DIAGNOSTIC TEST = STEP 4 ..o 432
DIAGNOSTIC TEST COMPLETED .....cutiiiiiiiiiiieiee e 433
SYNCHRONIZE DIALOG BOX ....iiiiiiiiiiiitiiiiiie i 434
SYNCHRONIZATION RESULT DIALOG BOX .....cociiiiiiiiieeieiiirieen e 434
RESET TO FACTORY DEFAULTS DIALOG BOX .....coiiiiiiiiiiiiiie e 436
GET MAC ADDRESS DIALOG BOX ...ttt 437
MISCELLANEOUS TAB 1T REALTIME ACTIVITY LOGGING AND MONITORING .......... 438
REALTIME ACTIVITY MONITOR ...ttt 439
REALTIME ACTIVITY MONITOR T FULL SCREEN ........ccciiiiiiiieeiieeeeee e 440
OPTIONS T TEMPLATE SETTINGS ...t 441
HELP MENU ... 442
ABOUT SECUREADMIN DIALOG BOX ....ciiiiiiiiiiieeeeeiiire ettt e e 442
V-STATION 4G DEVICE FRONT PANEL......ccociiiiiiiiiiiiicii e 445
SECUREADMIN - DEVICE SECURITY OPTIONS .......ootiiiiiiiiiiiieiee e 446
LCD LOGIN OPTIONS ...t 447
ENTER DEVICE PASSWORD ......coiiiiitiiiiiie ettt 447
MAIN MENU ...t e e e e e e e s e e e e e e s s nn e e e e e e s 448
ENTER ID SCREEN ....ciiiiii e 448
ENTER DEVICE PASSWORD ......coiiiiitiiiiiie ettt 449
PLACE FINGER SCREEN .....oooiiiiiiiiiiiii e 449
ADMIN MENU = TOP LEVEL.....cciiiiiitiiiiiie ettt a e 449
SYSTEM MENU ICON ...ciiiiiiiiiiiii et 451
SYSTEM - SENSOR DIAGNOSTIC ...ttt 451
SENSOR DIAGNOSTIC T STEPL ..ot 452
SENSOR DIAGNOSTIC T STEP2Z ... 452
SENSOR DIAGNOSTIC T STEP 3 e 452
SENSOR DIAGNOSTIC T STEP 4 ... 453
SYSTEM - DATA TRANSFER ..ottt 454
SYSTEM - DATA TRANSFER MENU ..ot 454
DATA TRANSFER T ERROR T USB KEY IS NOT CONNECTED........cccccviiiiiiiiiiineee, 455
DATA TRANSFER - WIEGAND FILE ....ooiiiiiiiiiiie e 455
DATA TRANSFER - LANGUAGE FILE.......cociiiiiiii e 456
DATA TRANSFER - DEVICE PARAMETER FILE......cccooiiiiiiiiiiie e 456
DATA TRANSFER - DEVICE PARAMETER FILE MENU .......ccooiiiiiiiiieeieeeeeen 457
DATA TRANSFER - ACCESS SCHEDULE FILE .....ccoooiiiiiiiieeeee e 457
DATA TRANSFER - LOG FILES .. ...t 458
DATA TRANSFER - LOG FILES MENU .....cooiiiiiii e 458
LOG - EVENT LOG CRITERIA ..ottt e 459
LOG - FILTERED TRANSACTION LOG CRITERIA ..o 459
DATA TRANSFER CERTIFICATE / CRL/ CCL ..tiiieiiiie ettt 460

Copyright © IDEMIA 2018. All rights reserved. 27



{()) IDEMIA

Table of Content

Figure 13.29 DATA TRANSFER - CERTIFICATE / CRL/ CCL MENU .....cooiiiiiiieiieeee e 460
Figure 13.30 CERTIFICATE - ON USB ... ..ottt 461
Figure 13.31 CERTIFICATE - ON USB FILE LIST ...ttt 461
Figure 13.32 CERTIFICATE - ON DEVICE ... .ottt 462
Figure 13.33 CERTIFICATE - ON DEVICE FILE LIST ...uitiiiiiiiiiiiiie e 462
Figure 13.34 CERTIFICATE - DELETE ALL FROM USB ......cooiiiiiiiiiiii e 463
Figure 13.35 CERTIFICATE - DELETE ALL FROM USB CONFIRMATION ......ccooiiiiiiiiiiiiiee i, 463
Figure 13.36 CERTIFICATE - DELETE ALL FROM DEVICE .......ccoiiiiiiiiie e, 464
Figure 13.37 CERTIFICATE - DELETE ALL FROM DEVICE CONFIRMATION ......coocciiiiiiieeiieieeee, 464
Figure 13.38 CERTIFICATE - COPY ALL FROM DEVICE ... 465
Figure 13.39 CERTIFICATE - COPY ALL FROM DEVICE CONFIRMATION .......ccooviiiiiiiiiieeiiiiie, 465
Figure 13.40 CERTIFICATE / CRL/ CCL - CRL FILE ....eiiiiiiiie et 465
Figure 13.41 CERTIFICATE / CRL/ CCL - CRL FILE MENU .......oiiiiiiiiiii e 466
Figure 13.42 CERTIFICATE / CRL/ CCL - CCL FILE ...oeiiiiiiiieiieee ettt 466
Figure 13.43 CCL FILE - COPY TO DEVICE ....ooiiiiiiiiiiiiiiic it 467
Figure 13.44 CCL FILE - DELETE FROM DEVICE ...ttt 467
Figure 13.45 CCL FILE - DELETE FILE FROM DEVICE CONFIRMATION ......ccoiiiiiiiiiiiieiee i, 468
Figure 13.46 SYSTEM - DEVICE SETTINGS ...ooiiiiiii e 469
Figure 13.47 SYSTEM - DEVICE SETTINGS MENU .....oiiiiiiiiiiii e 469
Figure 13.48 DEVICE SETTINGS - SOFT REBOOT ...ooiiiiiiiiiiiiiiiieie e 470
Figure 13.49 DEVICE SETTINGS - SOFT REBOOT CONFIRMATION .....ovtiiiiiiiiiiiieiiee e 470
Figure 13.50 DEVICE SETTINGS - DEVICE NAME .....ootiiiiiiiiiii et 471
Figure 13.51 DEVICE SETTINGS - DEVICE NAME SCREEN ... 471
Figure 13.52 DEVICE NAME - EDIT NAME ....coiii ittt e e 471
Figure 13.53 DEVICE SETTINGS - LCD LOGIN OPTIONS ......ooiiiiiiiiiiiiiir e 472
Figure 13.54 LCD LOGIN OPTIONS - LCD LOGIN MODE .......ottiiiiiiiiiiiiiee e 472
Figure 13.55 LCD LOGIN OPTIONS T CHANGE PASSWORD ......cccooiiiiiiiiiiiieiriee e 473
Figure 13.56 LCD LOGIN OPTIONS - OLD PASSWORD ......cccctiiiiiieiiiiiiee e 473
Figure 13.57 LCD LOGIN OPTIONS - NEW PASSWORD .......cutiiiiiiiiiiiie e 474
Figure 13.58 LCD LOGIN OPTIONS - CONFIRM PASSWORD.........ccoiiiiiiiiiiiieieeee e 474
Figure 13.59 DEVICE SETTINGS - FIRMWARE UPGRADE MENU.........cccvviiiiiiiiiieneec e 475
Figure 13.60 DEVICE SETTINGS i DATE / TIME SETTINGS.....ccoiiiiiiiiiie e 476
Figure 13.61 DEVICE SETTINGS i DATE / TIME SETTINGS MENU ......coooiiiiiiiiiiiecee e 476
Figure 13.62 DATE/TIME SETTINGS - DAYLIGHT SAVING MENU.........ccocoiiiiiiiiie e 477
Figure 13.63 DATE/TIME - CLOCK PARAMETERS MENU .......oooiiiiiiiii e 477
Figure 13.64 DEVICE SETTINGS - SET FACTORY DEFAULT ....ooiiiiiiiiieeeeee et 478
Figure 13.65 DEVICE SETTINGS - SET FACTORY DEFAULT MENU ... 479
Figure 13.66 DEVICE SETTINGS - TL/SDC/TAMPER/FIRE ALARM ....ccociiiiiiiiieeee e 480
Figure 13.67 TL/SDC/TAMPER/FIRE ALARM - THREAT LEVEL .....ovviiiiiiiie e 480
Figure 13.68 THREAT LEVEL - THREAT LEVEL MODE .......ooiiiiiiiiee e 481
Figure 13.69 THREAT LEVEL - ACTIVE THREAT LEVEL ....oviiiiiiiiiiee e 481
Figure 13.70 TL/SDC/ITAMPER/FIRE ALARM - SDC PARAMETERS ......ooiiiiiiieee e 482
Figure 13.71 SDC PARAMETERS - GPIO GENERAL MODE-.........cutiiiiiiiiiiiieeeeee e 482
Figure 13.72 SDC PARAMETERS - SDC MODE ...t 483
Figure 13.73 TL/SDC/ITAMPER/FIRE ALARM - TOM PARAMETERS. .......ooiiiiiiiieiit e 484

Copyright © IDEMIA 2018. All rights reserved. 28



{()) IDEMIA

Table of Content

Figure 13.74
Figure 13.75
Figure 13.76
Figure 13.77
Figure 13.78
Figure 13.79
Figure 13.80
Figure 13.81
Figure 13.82
Figure 13.83
Figure 13.84
Figure 13.85
Figure 13.86
Figure 13.87
Figure 13.88
Figure 13.89
Figure 13.90
Figure 13.91
Figure 13.92
Figure 13.93
Figure 13.94
Figure 13.95
Figure 13.96
Figure 13.97
Figure 13.98
Figure 13.99
Figure 13.100
Figure 13.101
Figure 13.102
Figure 13.103
Figure 13.104
Figure 13.105
Figure 13.106
Figure 13.107
Figure 13.108
Figure 13.109
Figure 13.110
Figure 13.111
Figure 13.112
Figure 13.113
Figure 13.114
Figure 13.115
Figure 13.116
Figure 13.117
Figure 13.118

TL/SDC/TAMPER/FIRE ALARM - TOM PARAMETERS MENU ......cccooiiiiiiiiiiec e, 484
TL/SDC/ITAMPER/FIRE ALARM - TAMPER PARAMETERS........ccooiiiiiiiiie e, 485
TL/SDC/TAMPER/FIRE ALARM - TAMPER PARAMETERS MENU .....c.coociviiiiieiiinienn 485
TL/SDC/ITAMPER/FIRE ALARM - FIRE ALARM STATE .....ooiiiiiiiee e 486
TL/SDC/ITAMPER/FIRE ALARM - FIRE ALARM STATE MENU ......coocciiiiiiiiiieecee, 486
SYSTEM - TRANSACTION LOG ...cciiiiiiiiiiiiiiiiec et 488
TRANSACTION LOG - VIEW LOG ....oiiiiiiiiiiiiiiiit ettt 488
VIEW LOG - FILTER CRITERIA LIST ..cciiiiiiiii s 489
VIEW LOG - LOG DISPLAY FILTER ..oeeiiiiiii e 489
VIEW LOG - TRANSACTION LOG DETAILS .....oooiiiiiiiiiii s 489
TRANSACTION LOGS - ERASE LOG (ALL) .ttt 490
TRANSACTION LOGS - ERASE LOG (ALL) CONFIRMATION ..ot 490
SYSTEM - LCD CONFIGURATION ..ottt 491
LCD KEYPAD SETTINGS - THEME FONT ..ottt 491
THEME FONT - FONT OPTIONS .....ooiiiiiiiii e 492
THEME FONT - THEME OPTIONS .....ooiiiiiiiiiiic i 492
LCD KEYPAD SETTINGS - DISPLAY PARAMETERS ..o 493
LCD KEYPAD SETTINGS - DISPLAY PARAMETERS ......cccooiiiiiiienn 493
LCD KEYPAD SETTINGS - KEYPAD PARAMETERS ........cooviiiiiiiieeeeeeeee e 494
KEYPAD PARAMETERS- LED TYPE ...oiiiiiiiii e 494
KEYPAD PARAMETERS - ILLUMINATION TYPE ....cooiiiieeeee e 495
KEYPAD PARAMETERS - LOW INTENSITY VALUE ..o 495
KEYPAD PARAMETERS - HIGH INTENSITY VALUE .......cccoiiiiin 496
SYSTEM - CHANGE CVE MODE ......ccoi ittt 497
SYSTEM - ENABLE CVE MODE CONFIRMATION ......coiiiiiiiiiiiiiiiceiiieeeee e, 497
SYSTEM - ERASE VERIFY QUEUE ...ttt 498
SYSTEM - ERASE VERIFY QUEUE CONFIRMATION .....coiiiiiiiiiiieerieie e, 498
SYSTEMT SC CONFIGURATION ...ccoiiiiiiiiiiiec et 499
SC CONFIGURATION - SC READER MODKE ...ttt 499
SC CONFIGURATION - SC READER MODE LIST ..ovviiiiiiiiiiiiiiineeiieene e, 500
SC CONFIGURATION - PIV-TWIC SETTINGS. ...ttt 500
PIVITWIC - CCL VALIDATION ...ttt 501
PIVITWIC CCL VALIDATION CONFIRMATION ......cciiiiiiiiiiiiie et 501
PIVITWIC - CRL EXPIRY DATE MODE ...ttt 501
PIVITWIC - CRL EXPIRY DATE MODE CONFIRMATION .....ccoiiiiiiiiniiieeeniie e 502
PIVITWIC - AGENCY CODE VALIDATION ....coiiiiiiiieiiiiie ettt 502
PIVITWIC - AGENCY CODE VALIDATION CONFIRMATION ......ovtiiiiiiieeniiee e 503
SECURITY - VIEW FACIAL IMAGE ...ttt 503
SECURITY - VIEW FACIAL IMAGE CONFIRMATION .....ccoiiiiiiiiiiiee e 503
PIVITWIC - TWIC LOCKOUT ...ttt ettt ettt et e e 504
TWIC LOCKOUT = STATE ..ottt ettt ettt e e e s e e e e e e s eannes 504
TWIC LOCKOUT = ALERT TYPE ... oottt 505
TWIC LOCKOUT - NUMBER OF FAIL ATTEMPT ..ottt 505
PIVITWIC - CRL OPTIONS ...ttt e 506
PIVITWIC - CRL OPTIONS MENU ...ttt 506

Copyright © IDEMIA 2018. All rights reserved. 29



{()) IDEMIA

Table of Content

Figure 13.119 SC CONFIGURATION - THREAT LEVEL ...ocooviiiiiiiiiii e, 508
Figure 13.120 THREAT LEVEL - THREAT LEVEL MODE .......ooiiiiiiiiiieiee e 508
Figure 13.121 THREAT LEVEL - ACTIVE THREAT LEVEL .....oviiiiiii s 509
Figure 13.122 SC CONFIGURATION i GSA CONFIGURATION ..ottt 509
Figure 13.123 GSA CONFIGURATION T CARD SPEED ....cciiiiiiiiiiiiiiiieeeeee e 510
Figure 13.124 GSA CONFIGURATION T PROTOCOL ....tttiiiiiiiiiiiiiiiiin e 510
Figure 13.125 GSA CONFIGURATION T IMPLICIT PPS STATE ..ottt 511
Figure 13.126 GSA CONFIGURATIONT F & D INDEX VALUE........c.coiiiiiiiiiiii e, 511
Figure 13.127 INFORMATION ICON L.ttt e e e e e s e e e e e 513
Figure 13.128 INFORMATION = DEVICE ......oitiiiiiiiitii e 513
Figure 13.129 DEVICE = DEVICE ID ..cociiiiiiiiiiiie et 514
Figure 13.130 DEVICE - DEVICE NAME .....ooiiiiiiiiiiit et 514
Figure 13.131 DEVICE - DEVICE TYPE ... .ottt 514
Figure 13.132 DEVICE - SERIAL NUMBER......coiiiiiiittiitit et e e 515
Figure 13.133 DEVICE - SC READER VERSION..... .ottt 515
Figure 13.134 INFORMATION - FIRMWARE........coiiiiitiiiiii e 516
Figure 13.135 SYSTEM INFO - FIRMWARE INFO DETAILLS......cooiiieieee e 516
Figure 13.136 INFORMATION - TEMPLATE ..ottt 517
Figure 13.137 TEMPLATE - TY PE e e e e s 517
Figure 13.138 TEMPLATE - ENROLLED TEMPLATES ... 518
Figure 13.139 TEMPLATE - MAX TEMPLATES ..ottt ettt 518
Figure 13.140 INFORMATION - COMMUNICATION ..ottt 519
Figure 13.141 COMMUNICATION - ETHERNET IP ADDRESS.........ooiiiiiiiiiii e, 519
Figure 13.142 COMMUNICATION - ETHERNET MAC ADDRESS ......coiiiiiiiiiieeeeeeee e 520
Figure 13.143 COMMUNICATION - WLAN IP ADDRESS. ..o 520
Figure 13.144 COMMUNICATION - WLAN MAC ADDRESS ...ttt 520
Figure 13.145 COMMUNICATION - HOST PROTOCOL ....viiiiiiiiiiiiiiiiiiie et 521
Figure 13.146 COMMUNICATION - BAUD RATE ... 521
Figure 13.147 INFORMATION - SC READER MODE .....coiiiiiiiiiiiiiieie et 522
Figure 13.148 INFORMATION - SC READER MODE .....coiiiiiiiiiiii e 522
Figure 13.149 INFORMATION T FASC-N RECORDS ......coiiiiiiiiiiieie et 523
Figure 13.150 FASC-N RECORDS T MAX RECORDS .....cooiiiiiiiiiee e 523
Figure 13.151 FASC-N RECORDS T REGISTERED RECORDS..........cooociiiiiieie e 524
Figure 13.152 INFORMATION T SENSOR REVISION ....coiiiiiiiiiiiiiiie et 525
Figure 13.153 INFORMATION T SENSOR REVISION DETAIL ...ovviiiiiiiiiiiin e 525
Figure 13.154 SECURITY MENU ICON ..ottt ettt e e e e s 526
Figure 13.155 SECURITY MENU ...ttt 526
Figure 13.156 BIOMETRIC - DURESS MODE ......coiiiitiiiieie et 527
Figure 13.157 BIOMETRIC - CONFIRMATION MESSAGE ...ttt 527
Figure 13.158 BIOMETRIC - PASSWORD MODE .......ooiiiiiiiiiiiie e 528
Figure 13.159 BIOMETRIC - BIOMETRIC MODE .......ottiiiiiiiiiiiiiie ettt 528
Figure 13.160 BIOMETRIC - ACCESS SCHEDULE .......ooiiiiiiii e 529
Figure 13.161 SECURITY - FINGER DETECT TIMEOUT ....ooiiiiiiiiiiiet et 529
Figure 13.162 SECURITY - COMMUNICATION ..ottt 531
Figure 13.163 COMMUNICATION - AUX PORT STATE ...otiiiiiiiiiiieee e 531

Copyright © IDEMIA 2018. All rights reserved. 30



{()) IDEMIA

Table of Content

Figure 13.164
Figure 13.165
Figure 13.166
Figure 13.167
Figure 13.168
Figure 13.169
Figure 13.170
Figure 13.171
Figure 13.172
Figure 13.173
Figure 13.174
Figure 13.175
Figure 13.176
Figure 13.177
Figure 13.178
Figure 13.179
Figure 13.180
Figure 13.181
Figure 13.182
Figure 13.183
Figure 13.184
Figure 13.185
Figure 13.186
Figure 13.187
Figure 13.188
Figure 13.189
Figure 13.190
Figure 13.191
Figure 13.192
Figure 13.193
Figure 13.194
Figure 13.195
Figure 13.196
Figure 13.197
Figure 13.198
Figure 13.199
Figure 13.200
Figure 13.201
Figure 13.202
Figure 13.203
Figure 13.204
Figure 13.205
Figure 13.206
Figure 13.207
Figure 13.208

COMMUNICATION - DISABLE AUX PORT CONFIRMATION ......ccooviiiiriiiiiieeiiie, 532
COMMUNICATION SECURITY - SECURE CONNECTION MODE............ccociiiiiiiiinnns 532
SECURE CONNECTION MODE - CONFIRMATION .....ccccoiiiiiiiiiiieirine e, 532
SECURITY - GLOBAL SECURITY ittt 533
GLOBAL SECURITY - VERIFY SECURITY ..ottt 533
GLOBAL SECURITY - IDENTIFY SECURITY ...cooiiiiiiiiiii e, 534
GLOBAL SECURITY - FIPS BIOMETRIC SECURITY ..coiiiiiiiiiiiiiieeirieece e 534
SECURITY - MULTIUSER VERIFY ..o, 535
MULTI USER VERIFY - FINGERS ...ttt 535
MULTI USER VERIFY - TIMEOUT ...t 536
SECURITY T CCLHASH MODE ...t 537
SECURITY T DISABLE CCL HASH CONFIRMATION .....ccoiiiiiiiiiiiiee e 537
COMMUNICATION MENU ICON .....ciiiiiiiiriiiiiie i 538
COMMUNICATION - WIEGAND ADMIN L..oiiiiiiiiiiiiiiie it 539
WIEGAND ADMIN - WIEGAND PARAMETERS ..o 539
WIEGAND PARAMETERS - WIEGAND FORMATS ... 540
WIEGAND PARAMETERS - WIEGAND INPUT PORT ....oviiiiiiiiiiiiiiieie e 540
WIEGAND PARAMETERS - WIEGAND OUTPUT PORT ......cooiiiiiiiiiiieiieinee s 540
WIEGAND ADMIN - DISPLAY WIEGAND FORMAT ...ttt 541
WIEGAND FORMAT - IN DOOR / OUT DOOR.....ociiiiiiiieiiiiie e 541
WIEGAND FORMAT = PIV oottt 542
WIEGAND FORMAT = TWIC ... ittt ettt a e s 542
COMMUNICATION - VERIFY ACTIONS .....oiiiiiiiiiiiiie i 543
VERIFY ACTIONS - HOST PORT ..ottt ittt e e 544
VERIFY ACTIONS - AUXILIARY PORT ..ottt 544
COMMUNICATION - NETWORK INTERFACE ...ttt 545
NETWORK INTERFACE - ETHERNET ....ooiiiiii e 545
ETHERNET - IP CONFIGURATION .....otiiiiiiiiiii e 546
IP CONFIGURATION - DHCP MODE......ccitiiiiiiiiiiiiiete et 546
IP CONFIGURATION - STATIC MODE ......ciiiiiiiiiiiiiiie e 546
IP CONFIGURATION - [P ADDRESS ..ottt 547
IP CONFIGURATION - SUBNET MASK ..ottt 547
IP CONFIGURATION - GATEWAY ADDRESS ......ooiiiiiii e, 547
ETHERNET = DISPLAY TP ..ottt ettt a e e e e e 548
NETWORK INTERFACE - WLAN ... 549
WLAN - WLAN CONFIGURATION ..ottt ettt e e e e 549
WLAN PARAMETERS - NETWORK TYPE, MANAGED ..ot 550
WLAN PARAMETERS - ENCRYPTION ..ottt 550
WLAN SCANNING ..ottt e e s et e e e s e s e e e e e e e s aannes 551
WLAN NETWORK TYPE - AD-HOC .......coiiiiiiiieiiieie ettt 551
AD-HOC NETWORK - ENTER ESSID......cciiiiiiiiiiiie ittt 552
WLAN - IP CONFIGURATION ...ttt 553
WLAN - DISPLAY TP ettt e e et e e e s e r e e e e e e s aanne 553
MAIN SCREEN - OPERATING WIRELESSLY .....otiiiiiiiiiie e 554
NETWORK INTERFACE - DNS IP CONFIGURATION ...t 555

Copyright © IDEMIA 2018. All rights reserved. 31



{()) IDEMIA

Table of Content

Figure 13.209 DNS IP CONFIGURATION - DHCP MODE ........cccoiiiiiiiii e 555
Figure 13.210 DNS IP CONFIGURATION - STATIC MODE .......otiiiiiiiiiiiiieeiece e 556
Figure 13.211 NETWORK INTERFACE - SHOW DNS IP ...ccoiiiiiiiiii e 557
Figure 13.212 DINS IP DETAILS ...ttt e e e e s e e e e e e s 557
Figure 13.213 NETWORK INTERFACE - ETHERNET SECURITY ..ccooiiiiiiiiiiiiee e 558
Figure 13.214 ETHERNET SECURITY CONFIRMATION ....coooiciiiiiiii e 558
Figure 13.215 COMMUNICATION - SERIAL PARAMETERS ... 559
Figure 13.216 SERIAL PARAMETERS - HOST BAUD RATE .......ccoiiire e, 559
Figure 13.217 SERIAL PARAMETERS - HOST PROTOCOL ...ttt 560
Figure 13.218 SERIAL PARAMETERS - NET ID..coiiiiiiiiiiiii e 560
Figure 13.219 MULTIMEDIA MENU ICON .....oiiiiiiiiiiiiiiiiiii i 561
Figure 13.220 MULTIMEDIA MENU ...ttt a e e e e 561
Figure 13.221 MULTIMEDIA - AUDIO FILES......ooiiiiiiiii s 562
Figure 13.222 AUDIO FILES - TAMPER ..ottt 562
Figure 13.223 TAMPER - ON USB......coiiiiiii e 563
Figure 13.224 TAMPER - ON USB LIST ..ottt 563
Figure 13.225 TAMPER - ON DEVICE......ooiiiiiiiiii ittt e e 564
Figure 13.226 TAMPER - ON DEVICE LIST ..o 564
Figure 13.227 TAMPER - SET AS DEFAULT CONFIRMATION ....cciiiiiiiiiiieee st 565
Figure 13.228 TAMPER - SET AS DEFAULT MESSAGE .......oooiiiiiiiiiiiiie s 565
Figure 13.229 TAMPER - DELETE ALL FROM USB .....ciiiiiiiiiiiii ettt 566
Figure 13.230 TAMPER - DELETE ALL FROM USB CONFIRMATION .....cciiiiiiiiiiiiiiiee e 566
Figure 13.231 TAMPER - DELETE ALL FROM DEVICE .......ccciiiiiiiiiiiiicii s 567
Figure 13.232 TAMPER - DELETE ALL FROM DEVICE CONFIRMATION .......cccotiiiiiiei e 567
Figure 13.233 TAMPER - COPY ALL TO USB ...t 568
Figure 13.234 TAMPER - COPY ALL TO USB CONFIRMATION ....oooiiiiiiiieeeieiiieee e 568
Figure 13.235 TAMPER - COPY ALL TO DEVICE ....oooiiiiiiiiin e 569
Figure 13.236 TAMPER - COPY ALL TO DEVICE CONFIRMATION ......uiiiiiiiiiiiiiiiiie e 569
Figure 13.237 MULTIMEDIA - DISPLAY FILES ...ttt 570
Figure 13.238 DISPLAY FILES MENU ...t 570
Figure 13.239 DISPLAY FILES - LOGO ... ...ttt ettt a e e e e e e 571
Figure 13.240 MULTIMEDIA - AUDIO ON EVENT ..ottt 572
Figure 13.241 MULTIMEDIA - AUDIO ON EVENT MENU .......ccciiiiii e 572
Figure 13.242 MULTIMEDIA - AUDIO PARAMETERS .....coii ittt 573
Figure 13.243 AUDIO PARAMETERS - GLOBAL VOLUME .......coiiiiiiiiiiiiiee e 573
Figure 13.244 AUDIO PARAMETERS - KEY PRESS SOUND.......ccoiiiiiiiiiiiee e 574
Figure 13.245 MULTIMEDIA - INITIALIZE USB ...ttt 575
Figure 13.246 INITIALIZE USB - DIRECTORY STRUCTURE CONFIRMATION.........otviiiiiiiiiiiiieneeenn 575
Figure 13.247 INITIALIZE USB - DIRECTORY STRUCTURE MESSAGE..........ccoiiiiiiiiieieee e 576
Figure 13.248 INITIALIZE USB - DIRECTORY STRUCTURE ON USB.......ocooiiiiiiiiiiiieeeieceen 576
Figure 13.249 MULTIMEDIA - FORMAT USB.....ociiiiiitiiiiit et e e 577
Figure 13.250 FORMAT USB CONFIRMATION ...ttt 577
Figure 13.251 FORMAT USB MESSAGE .....ootiiiiiiiiiititet ettt a e e e e 578
Figure 13.252 TEMPLATE MENU ICON ...ooiiiiiiiiiiiiiie et 579
Figure 13.253 TEMPLATE - ENROLL ...t 579

Copyright © IDEMIA 2018. All rights reserved. 32





























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































