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Introduction

Congratulations for choosing théMorphoAccess®b00 Series Automatic Fingerprint
Recognition Terminal.

MorphoAccess®00 Series provides an innovative and effective solution for access control
appliations using Fingerprint Verification or/ and Identification.

Among a range of alternative biometric techniques, the use of finger imaging has significant
advantages: each finger constitutes an unalterable physical signature, which develops before
birth and is preserved until death. Unlike DNA, a finger image is unique to each individual
even identical twins.

TheMorphoAccess@tegratesMorpho image processing and feature matching algorithms.
This technology is based on acquired knowledge during 20 years of experience in the field of
biometric identification and the creation of literally millions of individual fingerprint
identification records

We believe you will find th&orphoAccess®ast, accurate, easy to use and suitable for
physical access control or time and attendance.

To ensure the most effective use of yMorphoAccess®@&ve recommend that you read this
User Guide entirely.
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Scope of the document

This guide relates to the use dforphoAccess®00 Series terminaldvlorphoAccess@00
Series is a generic appellation which gathdphoAccess@®rminals belonging to MA 500+
Series, OMA 500 Series and MA 500 Series. Correspondingdisidacts is depicted in the
table below.

Contac;lzess(,]I Smartcarg False
Biometrics cader Finger Outdoor
MIFARE® DESFire@ Detection
MA 500+ O
MA 500+ ~ o -
Series MA 520+ D @) @) O
MA 521+ D o) o) o) o)
OMA 520 O o) o) o) o)
OMA 500 OMA 521D @) O @) O O
Series | omA 520 o o o
OMA 521 o) @) o) o)
MA 500 o)
MA 500 MA 520 ) o)
Series
MA 521 @) @) o)
SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 7
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Sfety instructions

Europe information

Morpho hereby declares that théVlorphoAccess®as been tested and found
compliant with the following listed standards as required by the EMC Directive
89/336/EEC: EN55022 (1994) / EN55024 (1998), EBEBD({1999) and by the
low voltage Directive 73/23/EEC amended by 93/68/EEC: EN60950 (2000).

@ These terminalsare Class A devices. In a residential environment, these
devices may cause interference. In this case, the is@ncouraged to try to
correct the interference with appropriated measures such as:

A reorient or relocate the recging antenna,
A increase the separation between the equipment and receiver,

A connect the equipment into an outlet on a circuit different from that to
which the receiver is connected,

A consult the dealer or an experienced radio/TV technician for help.

USA information

Responsible Party: Morpho , Le Ponant de Paris, 27, rue Leblanc i F
75512 PARIS CEDEX 157 FRANCE

@ Changes or modifications not expressly approved by the party responsible
F2N) O2YLIX AL yOS O2dZ R @2AR GKS dzaSNRa | dz

This device complies with part 15 Class A of the FCC Rules. Operation is subject
to the following two condibns: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

NOTE: This equipment has been tested and found to comply with the limits
for a Class Aligital device, pursuant to part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against
harmful interference in a commercial installation. This equipment
generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause
harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference
in which case the user will be required to correct theerference at
their own expense.

8 Morpho document. Reproduction and disclosure forbidden SSE-0000060806-09
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Canadian information
ThisClass Aligital apparatus complies with Canadian OBS.

Cet appareil numérique de Classe A est conforme a la norme-0U0@B]u
Canada.
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MorphoAccess® Presentation

MorphoAccess® a fingerprintidentification device for physical access control, time and
attendance offering both muHiactor verification and identification capabilities with
unequalled level of performance.

10 Morpho document. Reproduction and disclosure forbidden SSE-0000060806-09
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I

Interfaces presentation

Man-machine interface

The MorphoAccess®00 Seriesoffers a simple and ergonomic mamachine
interface dedicated to access control based on fingerprint recognition:

A a high quality optical scanner to capture fingerprints (1),

A abicolorled (2),

A a multitoned buzzer,

GrAata Ay as

~

A an optional contactless smart card readera $ & R
S R RIGF a dzOK

2T GKS R20dzySyidéovs G2 N
contactless card (3),

-

A a keyboard for time and attendance functions, local administration, User
ID seizure, PIN code seizure (4),

A a128x64 display scre€h).

MorphoAccess

Figurel: MorphoAccess® 500 Series termirélont view

SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 11
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Hectrical interfaces

The terminal offers multiple interfaces dedicated to administration and control
information:

A a multiplexed Wiegand Dataclock output to export the user identifier to
a controller (1),

a RS422 or RS485 output (2),
a LED OUT signal output (3),

two LED IN inputs to improve integration with a Central Security
Controller (4),

a relay to directly command an access (door I¢bk)
aopto-sensorto detect that the back cover has been removed (6),

a multiplexed Wiegand / Dataclock input to receive the user identifier
from an external badge reader (7),

an Ethernet interface (LAN 10/100 Mbps) allowing remote
communications usintP protocol for example (8),

» P PP P PPP

a Power Over Ethernet Interface (LAN 10/100 Mbps) allowing remote
management and supplying power (9).

-----------

Figure2: MorphoAccess® 500 Series termin&onnectors

The MorphoAccess®00 Series Imallation Guide describes precisely each
interface and connection procedure.

Morpho document. Reproduction and disclosure forbidden SSE-0000060806-09
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Access (ontrol System synoptic

Typical architecture including a MorphoAccess® a Host System and a
Central Security Gontroller

Host System Central Security Controller

Biometric database User ID
management order

 »

Figure3: Typical accessontrol system architecture

MorphoAccess®biometric database management

The management of théVlorphoAccess@nternal biometric database can be
done either locally (through the enrolment application), or remotely by &tHo
{@3aGSY 010 @& LA Odetwd éclusigeanfinageentdmiddes are defined
as the:

A Local management mode,
A Remote management mode.

SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 13
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MorphoAccess®Roperating mode
TheMorphoAccess@orks according to two exclusive operating modes.

A n stand Alone Moddterminal networked or not), the terminal can
operate two applicationsAccess Contradr Time & AttendanceWhen
the terminal is networked, the biometric database can be managed by a
Host System and downloaded to tiorphoAccess®Vhen the terminal
is ot networked the database is managed locally.

A In Proxy Modethe terminal is remotely operated by a host application
that sends individual commands to tivorphoAccess®

MorphoAccess®result sending

When the biometric identification is positive, the perstid can be sent to a
Central Security Controller, for further action such as opening doors.

14 Morpho document. Reproduction and disclosure forbidden SSE-0000060806-09
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Terminal Presentation

A MorphoAccess®00 Series terminal is running with 4 applications dedicated to
a given need.

MAQCESS

This is the main application, dedicateéd access control including biometric
control.

It is possible to leave this application to launch another application.

The currentUser Guideletails this application features.

ENROLMENT

This application allows enrolling users in the terminal when the luizda of the
MorphoAccess®s not managed by an external system (Local management
mode).

The created database can be saved ciphered on a USB flash drive and exported
to other stand alonévlorphoAccess®00 Series

This application can also encode somBFARB and/or DESFire®ontactless

OF NR&a 6AGK dzaSNDa FTAYISNIaSSLBEO8AaA29REL
2T GKS R20dzYSyidéoo

A synchronisation message can be sent to a distant host to inform it about

changes on biometric databases. Refer Enrolment on terminal with
synchronizatiorsection.

TheUser Management Passwopdotects the execution of this application.
Please refer t&enrolment Application User Guifte more information about this
application.

CONAHGURATION
This application allows modifying the main application parameters.
Parameters are divided into files, sections and keys.
TheTerminal Configuration Passwapdotects the execution of this application.

Please refer taConfiguration Application User @gifor more information about
this application.

SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 15
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LOGSVIENVER

This application allows consulting the local event diary stored by the
MorphoAccess®here is one record for each access request. It is also possible to
export this file on a standard USB flasive.

The User Management Passwagmabtects the execution of this application.
Please refer td.ogs Viewer Application User Guide more information about
this application.

Multi-applicative architecture synthesis

MACCESS
Access control

Escape Sequence

HEE

USER MANAGEMENT CODE
Present your finger please,
Or enter password:
" |
|
MASXX APPLICATION
' 1 — Information
\ 2 — Settings
3 — Enrolment
\ 4 — More functions ...
\ 1-MACCESS /4 —More functions ..
— FUNCTIONS | /Press « F » to display the
- |0~ TELIUM MANAGER Function Menu
| 1-MACCESS y
2 - ENROLMENT
3 —~ CONFIGURATION
4 LOGS VIEWER
y ~3— CONFIGURATION 'l 4 -LOGS VIEWER
ADMINISTRATOR LOGIN ‘
Terminal Configuration \
Password?
] | 2—ENROLMENT
|
4
CONFIGURATION ENROLMENT LOQS VIEWER
Biometric database To display access
To change a parameter
management control events

Figure4: Multi-applicative architecture synthesis
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Access control presentation

The MorphoAccess®vorks according to two biometric recognition modes:
identification or authentication. Identification and authentication can be
activated at the same time (muidtactor mock).

Identification (1 versus N)

The user provides one of his fingerprints and the terminal is in charge to find the
dza SNR&a ARSY(GATASND
In identification mode, the access request starts with a finger on the sensor.

The reference biometric templates of eaalowed users are stored in the local
database. The captured fingerprint is compared to all reference templates to
aSIFNOK F2NJ I YIGOK om @OSNREdzA b YI G§OKAY:
identifier is retrieved.

Depending on the installeicense the terminal can storaip to 3000 users (2

fingers per user) in its local databaseup to 50 000 users divided in 5 bases of
10 000 users each.

In this mode the sensor is always switched on, waiting for a finger.

Figure5: Identification Mode

If the user is matchedhe IDcan bereturned to the Central Security Controller.

If the user is not recognized, a 4meatch messagean besent to the Central
Security Controller.

See sectiol\ccess Cdml by Identification

SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 17
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Authentication (1 versus 1)

The user provides his identifier, and the terminal is in charge to check it by
comparing a capture fingerprint with one or two references templates.

In authentication mode, the access request starts wiiek S dza SND& A RSY
provided.

Authentication with reference templatesin card (1 versus 1)
PASNJ OA2YSONRO GSYLX IGSa | NB MFARERISR 61 v
DESFire@ard.

Figure6: Authentication Mode

If the user is matched, the I€an bereturned to the Central Security Controller.

If the user is not recognized, a 4meatch messagean besent to the Central
Security Controller.

See sectiol\ccess Contrdly Authentication.

Authentication with reference templatesin terminal (1 versus 1)
The reference templates of the user are stored in the local database.

In that case 1 KS dza SNRa ARSYGATFTASNI A& dzaSR I a
templates in the local database.

The user identifier can be received in a Wiegand or a Dataclock frame, or typed
on the keyboard, or read on a contactlddt-FARE®r DESFire@ard.
Multi-Factor recognition

It is possible to combine several factors such as, what | have (a contactless smart
card), what | know (PIN code), and what | am (biometric templates).

18 Morpho document. Reproduction and disclosure forbidden SSE-0000060806-09
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Proxy mode

Proxy Modeis not strictly speaking a recognition mode. In this mode, the
MorphoAccess@orks as a slave waiting for external commands such as:

identification,
verification,

relay activation,

read data on a contactless card,
X

> > > > >

| Requests

< Responses

Proxy commands:

+ |dentification

+ Verification

¢ Relay activation
¢ Read card

* X

Figure7: Proxy Mode

ChapterProxy modegives more information about remote management.

Please refer toMorphoAccess@®Host System Interface Specificatidar a
complete description of commands.

SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 19
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Result of the access control

Scope

The result of the access request is signified to the user by eifgpenessage
displayed in the screen, by a light signal, and bgundsignal.

Welcome
John Doe
IDENTIFIED

or

NOT IDENTIFIED

In addition to user information, the terminal is able:

A 1o activate an internal relaytd open a door),
A register the access request result in an internal log file,

A and to send an access control result message to a distant system (usually

a Central Security Controller) through several kind of communication
links.

Control result message:
¢ RS485 0RS422
+ Wiegand or Dataclock
¢ EthernetorWACAu 0! 5t K

Figure8: Send access control result message

20 Morpho document. Reproduction and disclosure forbidden SSE-0000060806-09
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Relay

If enabled, theMorphoAccess@nternal relay is activated, during the specified
period, in case of successful control result (access is granted).

Wiegand/ Dataclock serial port

The access request result message can be sent through a dedicated serial port
using either the Wiegand or theataclockprotocol.

The message format includes only the user identifier (which must be a numeric
value). By default, the message is sent only when the access control result is
positive, but as an option this message can be sent when the result is reegativ
with an error code instead of the user identifier.

Bhernet port

The access request result message can be sent through an IP connection using
the UDR the TCPor the SSL protocol.

Please refer toMorphoAccess@®emote Messages Specificatiom know the
information sent by the terminal.

For IP, the administrator can set the port and define the protocol.

Please refer toSSL Solution foMorphoAccess®@ocumentation, for further
details about the SSL on tiMorphoAccess®

WI-Ax connection

Instead of Ethernieconnection, the terminal can be connected using a wireless
b/g connection. Please refer to paragraplisetwork WHC L configuratiore and
WIKCLu O2y FTAIdzNF GAZ2Y

The message format and the protocols supported are the same: UDP, TCP or SSL.

It is not possible for a terminal to be connected through Ethernet and through
WI-C L uthelsd@ime time.

R385/ 422 serial port

The access request result message (in ASCIlI format) can be sent through a
dedicated serial port using either the RS485 or the RS422 protocol.

Please refer toMorphoAccess@®emote Messages Specificatiom know the
information sent by the terminal.

When the serial port is used for terminal management, it is not possible to send
the access request result message through this port.

SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 21
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Accessrequest logging

When enabled, the terminal creates a record for each access requestocal
file. Each record includes: the date/hour of the access request, the user identifier
(if available) and the result of the access rights local check.

The content of this file can be downloaded by the Host System, or displayed on
the terminal, orexported to a USB flash drive.

The capacity of the file 85 000 records: when the file is full, the recording of
access request result automatically stops.

The record file can be erased using the Logs Viewer embedded application.
Please refer taVlorphoAccess®00 Series Logs Viewer User Gumtefurther
details.

22
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Terminal configuration

This chapter details how to configure thdorphoAccess®A parameter can be changed

directly on the terminal or remotely through a network.

I GFANRG &OGYINVSRaGARES y{iShdzd KSt LA (K
A

4

FYR LI @é O2yFAIANI GAZ2Y 6AGK Iy SEAAD
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Easy Setup assistant

Assistant initialization
When the MorphoAccess® (i | NJia F2NJ GKS TFANSihe GAYS
administrator to configure easily the main functions.

EASY SETUP
GREEN: VALID

YELLOW: CORR., NEXT
RED: ABORT, PREVIOUS

A Key validates the choice.
Jr—

A Key corrects or goes to next step.
A Key@ aborts operation and returns to previous step.

Language selection

It is possible to choose the language of the application among installed

languages.
APPLICATION LANGUAGE
17 ENGLISH

217 SPANISH
317 FRENCH
47 GERMAN A

Refer toMultilinqual applicationsection for further details.

24 Morpho document. Reproduction and disclosure forbidden SSE-0000060806-09
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Date and time configuration

Date and time can be configured.
Date format isMM/DD/YYYY (month/day/year)

A Keyr deletes a character.

A Keyr validates the selection.

ENTER DATE
08/25/200_

MM/DD/YYYY

SSE-0000060806-09
February 2012
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Bhernet interface settings

Static or dynamic configuration
It is possible to choose between static or dynamic network configurations.

DHCP

[ D
2 i Disable []

DHCP disabled

If DHCP is disabled following parameters must be set:
A \Paddress,
A Network mask,
A Default gateway.

ENTER IP ADDRESS
10.10.161.3_

DHCP enabled
With DHCP only the terminal hosthame on the network is required.

The DNS server must be updated so that users can communicate with the
MorphoAccess®ising the terminal hostname. Please contact your network

administrator.

ENTER HOSTNAME
MAOQ789652_
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Recognition mode
Once IP parameters are defined next step is to define the recognition mode.
Recognition mode selection screen(s) dependstloa type of terminal (see
aSOtA2y a{02LS 2F (GKS R20dzySyidéovo

On terminals that do not have any contactless smartcard reader:

RECOGNITION MODE

17 Identification [ b

Only identification mode can be selected.

On terminals equipped with MIFARE®nly contactless smartcard reader:

RECOGNITION MODE

17 Identification [ B
2 1 Contactless [1]
31 Multifactor []

Terminal can be configured in Identification mode, Contactless authentication or
Multi-factor mode (where Identification an@ontactless authentication modes
are merged).
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On terminals equipped with aMIFARE®nd DESFire®ontactless smartcard
reader:

First, enable or not identification mode:

RECOGNITION MODE

Do you want

to use >

Identification ? .

YES NO

Then, enable or ndDESFireBDESards reading:

RECOGNITION MODE

Do you want

to use ?

DESFire 3DES .

cards ?
=S NO

Then, enable or ndDESFireBES ards reading:

RECOGNITION MODE

Do you want

to use >

DESFire AES .
cards ?
= NO

Finally, enable or nd¥lIFARE®ards reading:

RECOGNITION MODE

Do you want

to use >

MIFARE Classic .
cards ?
YES NO
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For example, if YES is answered to all the questions, the terminal will be in
Multifactor mode (ldentification DESFire®@DEScards +DESFire® AES cards +
MIFARE®ards).

The answers for those questisalso affect the type of contactless smartcards
that can be encoded using Enrolment applicat{oh MorphoAcces®500 Series
Enrolment Application User Gujde

L¥ &, S & &or MIBARERKcArds3eading, the terminal is also able to encode

5

MIFARE® cards.

L¥ &, Saé¢ Aa OKz2aSy FT2NJ 59{CANBt o059{ Ol

SyO2RS 59{CANBt 059{ OFNRA& dzyf Saa &, S4&

5

reading. In that casehe terminal is not able to encode DESFire® 3DES cards but
will be able to encod®ESFire®ES cards.
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Qutput interface
Last step allows defining the interface required to export the control result.

INTERFACE PARAMETERS

17 Wiegand [OFF]
37 ID on UDP [OFF]
47 Next

Each interface can be configured and activated independently.
SelecfINBR to go to next step.

Wiegand configuration
Three protocols are available 26} 8nd 3 bits.

For other Wiegand configurations, please refer to chapteithentication: ID
input from Wiegand

WIEGAND

[ b
21 34 bits []
3 37 bits []
471 OFF []

Dataclock configuration
Dataclock interface can kactivatedg but is multiplexed with Wiegand output.

UDP activation

UDP remote messages can also be activated. The server IP address must be
specified.

SERVER IP ADDRESS
10.10.161.7_
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Password configuration
This step consists in changing thesswords.

PASSWORDS

17 Terminal Config.

2 1 User Management

3T Reset User Mgt.
47 Next

SelecfINBR to leave the assistant.
The terminal must reboot to apply the changes.

EASY SETUP END
REBOOT

THE TERMINAL?

Pres{N[@4 to reboot the terminal.
Presdala{®lx to return to password management.
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Change of MIFARE®keys

This section only concermdorphoAccess@quipped with aViIFARE®ontactless
AaYFNI OFNR NBIFRSNJI o6aSS aSoOiAzy a{0O02L) 2
This step is availabknce 2.09 firmware release.

The assistant proposes to replace defadlFARE®Reys by custonMIFAREReys
using an Administrator card (card that contains the ndirFAREReys).

The following screen is displayed:

Terminal config.

Do you want

to change >

MIFARE Classic .
keys?

YES LATER

If the answer is YES (change keys is selected), the screen below is displayed and
an administrator card must be presented:

Terminal config.

Present an Admin

Card, please.

As soon as the Administrator card is detected, tMHFARE®keys are
automatically updated in the terminal (the update progresssignalled by
successive beeps).

SeeMorphoAccessB00 Series Enrolment application User gdatadetails about
Administratorcard encoding.
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Change of DEFHre®keys

This section only concermdorphoAccess@®quipped with aDESFire@ontactless
aYl NI OFNR NBFRSNJ) 6asSs
The assistant proposes to replace defallESFire@BDESkeys by custom

DESFire®@DESkeys using an Administrator card (card that contains the new

DESFireBDEXeys).

The following screen is displayed:

asSOoltArzy

Terminal config.

Do you want
to change
DESFIRE 3DES

keys?

YES

If the answer is YES (change keys is selected), the screen below is displayed and a

f?

LATER

3DEDESFire@ministrator card must be presented:

Terminal config.

Present an Admin

Card, please.

G{ 02 LIS

As soon as the Administrator card is detected, tDESFire@DESkeys are
automatically updated in the terminal (the update progresssignalled by

successive beeps).

A similar process is then proposed for DESFire® AES keys:

Terminal config.

Do you want
to change
DESFIRE AES

keys?
YES

?

LATER

SeeMorphoAccessB00 Series Enrolment application User gdatadetails about

Administrator card encoding.
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WI-Ru configuration (since 2.09 firmware revision)

This step consists in configuring wireless communications in WLAN mode-if a WI

CL u

{.

is pluRygetElid S MAC A «

(please refer to paragraphetwork WIC Loanfiguration»).

The WIC L u

2ATINR ff264
WIFI CONFIGURATION

17 Active profile

2 7 New profile

31 Activate profile

47 Get profile info A
WIFI CONFIGURATION
41 Get profile info a

51 Modify profile
6 T Remove profile
71 Next

Display the active profile
The choicaR@NaiERdelills allows displaingthe active profile (if any).

ACTIVE PROFILE

17 TEST MA [ b

Create and activate a new profile

The choic2XENETANIIE allows creatingand activatinga new profile. This is

the first action to perform on a new terminal.

During the first step, the system searches for availableCWIn |

screenis temporary displayed:

NEW PROFILE

Scanni ngé

0KS F2tt26Ay3a

00Saa

34

Morpho document. Reproduction and disclosure forbidden

SSE-0000060806-09
February 2012

f A OS yidtBe MbrphoAc@ds® S R

2 LJS

L2 A Y



MorphoAccess® 500 Series User Guide
Terminal configuration

I

Then the list of access points is displayed:

CHOOSE ACCES POINT

[ b
21 WIFI_1 [..]
31 other access point [..]

At the second step, an access point must be chosen, existing or not, to create the
new profile.

The following menu is displayed and allows setting each parameter of the new

profile:
NEW PROFILE
17 SSID
2 7 MAC address

3 1 authentication

4 7 algorithm A
4 7 algorithm a
51 key

6 1 channel

71 valid

Several parameters ar@utomatically initialized by the first step: SSID, MAC
address, channel. Other parameters are to be initialized by the network
administrator:

SSID (Service Set IDentifier) is the name of the profile,
MAC address is the access point MAC address,

the authenication can be: ®pen» or «shared» (only for WEP
protection),

the algorithm can be: done», «WEP64>, « WEP128) 2 NJ-ta{21é!
(since 2.11 firmware revision),

» P P> P P>

the key to enter is an hexadecimal key with size of 10 for WEP64, 26 for
WEP128, and an ABGtring of 8 up to 63 characters for WAPSK

A the channel can be changed to avoid interferences.

If an existing access point is used, parameters have initially the values of access
LI2AY (O LIFNFYSGSNBAT F2NI Iy a20KSNksk 00Saa
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If WEP or WPA algorithm is chosen, the key must be entered (the key is not
retrieved from access point).

@ The profile must have the same value parameters as its access point.

For the selection of one of the six first choices, data capturing screens or menu
screens are displayed. The choieEUlell allows creaing and activaing the
profile with its parameters.

Activate a existing profile

The choiceRAXaiVEIERILillE allows activaingan existing profile.

A screen showing the profiles saved in ferphoAccess® displayed and the
profile to activate can be selected.

The parameters are activated after terminal restart.

The success of the VAL 1 O2 y F A 3 dzblkedked 2oy rea@ihgythe aPS
address assigned by the WLAN network to theminal: IP address must be
differentfrom0.0.0.5 A F (G KS LINPFAES wa ySig2N] O2

Display an existing profile information
The choicZx<{iel=iqelfe]ill=Riglis allows retieving information about a profile.

A screen showing the profiles saved in ferphoAccess® displayed and the
profile can be selected.

Once a profile is selected, the following screen is displayed:
NEW PROFILE

17 SSID

27 MAC address

3 1 authentication

471 algorithm A
NEW PROFILE

471 algorithm a

571 channel

It enables to display the value of each parameter.

Modify an existing profile
The choicexqYeleliAslfelills allowsmodifyingsome parameters of a profile.
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A screen showing the profiles saved in ferphoAccess® displayed and the
profile can be selected.

Once a profile is selected, the following screen is displayed:

PROFILE TEST_MA

17 authentication
2 i algorithm

371 key

47 valid

If WEPor WPAalgorithm is chosen, the key must be entered (the key is not
retrieved from access point).

The profile must have the same value parameters as its access point.

For the selection of one of the three first choices, data capturing screens or
menu screens are displayed. The ch@EQVElle] allowscreating and activaing
the profile with its parameters.

Remove an existing profile
The choic¢Y YU allows remoing a profile

A screen showing the profiles saved in ferphoAccess® displayed and the
profile to remove can be selected.

Configure active profile® network settings (since 2.11 firmware
revision)

The choice[JfJINBR allows choosing between static or gnamic network
configurations.

DHCP

17 Enable [ D
2 i Disable [.]
SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 37
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DHCP disabled

If DHCP is disabled following parameters must be set:
A 1P address,
A Network mask,

A Default gateway.

ENTER IP ADDRESS
10.10.161.3_

DHCP enabled
Whenchoosing the DHCP mode, the assistant asks for the terminal hostname.

ENTER HOSTNAME
MAO0789652_

The DNS server must be updated so that users can communicate with the
MorphoAccess®ising the terminal hosthame. Please contact your network
administrator.

The terminal has to be restarted to take changes in account.

Note 1 If this step is never performedhe MorphoAccess configures the WWIiA
active profile inDHCP mode.

Note 2 Thenetwork configuration is only for the active profile, not for the
others profiles.
Restarting WI-Au configuration
Wi-iCAxn O2y FAIdAzNI A2y gATIFNR OFy 06S NBadl N
Byescape sequence
A 23t S OGN I&A G delde AY a{ SaniyiwheAaAWLC ISy dz 6
USB adapter is plugged in).
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I

Restarting GEasy Setupé
MorphoAccess@ 9 | a@& { SiédzLd¥ OFy o6S NBadl NISR
Byescape sequence
A 55t 80GAy3 4{SGlGAYI&EE AY YFAY FLILX AOL
A 38¢800Ay3 a9 aeadidld Ay a{SGdAy3as
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Administration Menu

Accessto Administration Menu

Place your finger
for Identification

Please

The main application can be interrupted using the escape sequence. Hit the
following keys in sequence:

G @ then G

If the biometric database is not empty, the terminal accepts a finger registered
as administrator instead of the validser Management Passwo@bde.

By defaultUser Management Passwokda G mMHoO N p € @

USER MANAGEMENT CODE

Present your finger please

Or enter password:

***l

If the Administrator uses the default password, it is possible to change it
immediately.
USER MANAGEMENT CODE
Default password!

Do you want

to change it?

@ For securityMorpho strongly recommensglyou change the terminal default
password.
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Administration Menu features

MASXX APPLICATION

17 Information
2 1 Settings
31 Enrolment
47 Mor e

functi onsé

Information Menu

MAS5XX APPLICATION

171 Information

2 1 Settings

317 Enrolment
47 Mor e

functi onsé

SelecliglfelfagkElilelg) to access the terminal and sensor information:

INFORMATION

17 Terminal Info

2 1 Sensor Info

Terminal information
SelecyEylliEWl{t to access tdhe following information:

Terminal information Description Example
1¢Type Terminal type 520
2 ¢ Serial Number Terminal serial number |073035353A

3 ¢ Soft. Version

Terminal main softwar
version (MACCESS)

V02.00.02

4 ¢ IP Address

Terminal IP address

134.1.32.214

5 ¢ MAC Address

Terminal MAC address

00:60:4C:69:53:53

SSE-0000060806-09
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Sensor information
SelecSEEEeldlgli to access the following information:

Sensor information Description Example

1 ¢ Licence Info Licence information MA_XTENDED
(licence name, Licence | Device Licence IL
ID) 251946640 0728EC5100¢

2 ¢ Sensor Info Sensor information (type MSO300
flash size, serial number Flash: 32768 Ko

sensor ID) SN: 0730A010026
ID: 25115844

3 ¢ Soft. Info Sensor software version MSO V08.02C
After a software upgrade
areboot is necessary to
get the current version.

Settings menu

2 i Easy Setup
31 Change Passwords
4 I Wifi Setup

st o] gVASTSliilgle resets MorphoAccess@®arameters to their default value. IP
parameters are preserved.

OnMorphoAccess®quipped with aMIFARE®ontactless smartcard reader (see
aSOtA2y a{02L)S 2F (UKS R2 UFEAREFeysdasst. (G KS
On MorphoAccess®equipped with a MIFARE®and DESFire®contactless

aYlF NI OFNR NBFRSNI 64SS aSoOtrazy a{0O2L)S 27
MIFARE®Reys reset, and then will ask fDIESFire®eys reset.

Please refer tavlorphoAccessB00 Series Parameters Guieknow parameters
default values.

EERN | dzy OKS&a a9l &a& { Shdzx o
(O Elale[SREEEISe]Y allows changing system passwords.

WIEEEW allows configuringthe WCLn Ay G SNFF OSd ¢ KA & AdS)
aWwkCLu ! {. I RI LJi SMdrphadccesd®dz2aSR Ay (KS
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Understanding MorphoAccess®Configuration

Presentation
MorphoAccess®arameters are stored into files organized in sections and
values.
C2NJ SEFYLX S I FAEtS yIYSR a4l LIWIdOF3I¢ O2yi

application settings.

[bio ctrl]
identification=1
nb attempts =2
é

[log file]
enabled=1

é

Gonfiguration organization

The application creates several files:

A app.cfg,
A adm.cfg,
A bio.cfq,
A net.cfqg,
A fac.cfqg,
A X
Please refer taviorphoAccess®arameters Guidéor further details on those
files.
SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 43
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Modifying a parameter
Thereare two ways to modify a parameter:
A directly on the terminal using th€onfiguration Application

A remotely through IP or Serial link with a client application running on the
Host System.

Notation

In this manual a parameter is presented using this format:

 K2NI LI NF YSGSNI RSAONRLIIA2Y ¢

file/section/parameter Value

For example to activate recognition mode based on identification, this key must
be setto 1 (enabled, true, or yes when using the configuration application):

Access control by identification

app/bio ctrl/identification 1

44 Morpho document. Reproduction and disclosure forbidden SSE-0000060806-09
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Modifying a parameter using the Configuration Application

The Configuration application allows changing a parameter directly on the
terminal.

You must exit a possible running application to display the application selection
menu.

If the main application is running, it must be quit using #seape sequence

G @ then [:]

Then enter theUser ManagementPasswordto access to theAdministration
menu.

{ St SOU Gaz2NB T dznAcrésk Royitdmppicationi 2 SEA G GKS

7 e
Press to display the functions menu.
SelecER®OINEI to launch theConfiguratiorapplication.

The Configurationapplication is fully detailed in th€onfiguration Application
User GuideThis chapter only offers a brief description.

FUNCTIONS

1 - MACCESS
2 - ENROLMENT

3 - CONFIG

4 - LOGS VIEWER

Keysrole

7l
A Keysr and change the current selection (up and down selection)

A Key deletes a character or goes to previous screen

—

A Key confirms the change

A Key@ quits the application

SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. 45
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Changing a parameter
¢2 OKFy3aS | LI NI2WSFIASINENIBIAE28/D0 (G KS a
MAIN MENU

1-Configur
2-Mor eé
3 - Quit

A menu allows selecting the file to modify. Note that the order of the meray
change.

FILE SELECTION
1 - bio

N
1
QD
®)
@)

When a file has been selected it is possible to choose a section.

1 - bio ctrl

2 - contactless
3 - relay

4 - send ID UDP

The parameter list contains all parameters available in a section.

[APP]/BIO CTRL
1 - authent ID keyboard
2 - identi fication

4 - nb attempts

It is possible to display parameters one by one in a given section.

[app]/bio ctrl
authent ID keyboard

Enabled

EDIT << >> EXIT

The edition menu depergbn the parameter type.
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NOTE: The valuesEnabled True Yesin the configuration application is
equivalent to the valuel when using theMorpho Bio Toolboxor
example.

Binary choice

[app]/bio ctrl

authent ID keyboard
[ b
False [1]

IP address

[app]/send ID udp

host address
134. A .32 214

SSE-0000060806-09 Morpho document. Reproduction and disclosure forbidden. a7
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Gonfiguring a networked MorphoAccess®

Introduction

It/ ONHzyyAy3d SAGK a9af{ xn MaphdbcSslany LI S0
manage the terminal. Some available remote operations are:

Biometric recordaddition,
Control settings modification,
Configuration reading,

Local database deletion,
Biometric record deletion,

Control diary ( log file ) downloading,

> > > > > > >

Firmware upgrade.

The PC acts as a TCP/IP client folMlogphoAccess®

[ Requests

< Responses

Remote management:

+ Change mode
+ Add template

+ Get configuration
=

é

Figure9: Configuration of the terminal with a distant system

TheMorphoAccess@orks as a TCP/IP server waiting for request from a client.

The client can send biometriemplates to the terminal and manage the local
database.

Please refer toMorphoAccess@Host System Interface Specificatidar a
complete description of remote administratiocommand set This document
alsoexplains how to create a database and store bitnoeaecords in this base.
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Network factory settings
By default the terminal IP address1i84.1.32.214 This address can be changed
through IP Morpho Bio Toolbgor with aUSB flash drivédJSB Network Tool)
The default server port is 11010.

Date/ Time settings

The date/time of the terminal can be initialized with the configuration assistant
(Easy setup) or by a distant host system using an application such as the
éMorpho Bio Toolbok a b2y FAIdzNI GA2yé GFoxX )a{Si
described below.

@ The terminal stadup process searches for date modification and does not
accepta date older than the firmware generation date. In that case, the current
will be the firmware generation date.

S_securing (since 2.07 firmware revision)

This remote management CHink can be secured using SSL. Please ref8Slo
Solution foMorphoAccess@ocument for further details

Modifying a key using dMorpho Bio Toolboxé

Morpho Bio Toolbogan modifyMorphoAccess®arameters. This program is an
illustration of use of the TCP API. Please refdhtoUser Guide available in the
G1 St LXE YSydz 2F a2NlLK2 . A2 ¢22f02E®

FigurelO: Morpho Bio Toolbox
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Network WI-Ax configuration (since 2.09 firmware revision)
WICL xn O2 Yy va&i@bisiuddgr the ollowing conditions:

A aMorphowiCL ¥ ! {. I RIFILIGSNE NBTFTO® My ddonTH
upper USB port of the terminal. Installation procedure is described in the
MorphoAccessp nn { SNASa LyadadlttldA2y DdzZARS

A aMorphoAccess@®I-CLu [ A0Sy OS Aa f 2paR@dph Ay (K
G526yt 21 RAY3I | fAOSYyOSa

A the terminal must not be connected to a network with an Ethernet cable:
WICLu O2yySOGA2Y | yeRiondie MEBuUdly 8xtlusiGe 6 £ S (

Note 1: A DHCP server and a DNS server are mandatory when th@é A
interface is configured in DHCP mode.

The DHCP server automatically attributes an IP address to the
MorphoAccess®

The DNS server links thBlorphoAccess@ostname to its real IP
address.

It is also important that the DNS server is updated each time the DHCP
server attributes another IP address td/erphoAccess®

Note 2:AMorphoAccess®&/I-CLu [ AOSy OS A& YIyRIG2NE

fWECL n | { . isplugded.ilu &dNid there is rlensepresent, the
MorphoAccess®ill display the following screen before restarting:

No valid licence for
WIFI

Terminal will restart

To solve this issue, unplug the @IL v ! { . | RIFLWXGSNJ I yR
terminaland load a WC Alizense

SeeWHICLu LI NI YSGSNAR RSIAVONAAINGZYWT MI/dzNII (NS Z3yN.
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Downloading a licence

By default theMorphoAccess®@an match a fingrprint against a database of
3000 users. This database configuration corresponds to a blsense
(MA_3K_USERS

MA-Xtendedt f A OBA/XTENDHD extends MorphoAccess®recognition
capabilities to 5 databaseof 100 users (2 fingenger user) or 16 databases of
3000 users.

WIKCLu ySUg2N] 02[! b0 dzlicensea Syl o6f SR A (K

Licensenumber depends on theéDevice Licence IONhis unique identifier is
checked by the.icence Manageti 2 2 f ® LG Ol y oiBornitoE LI | & SR
menu.

TheLicence Manageool allows downloading Bcence in theMorphoAccess®@s
explained inTerminal Licence Managemetbcumentation.

Note: MA_3K_USERiSene corresponds to the formaviSO_MA _IDENTLITE
one.MA_XTENDEIzence corresponds to the form&SO_MA _IDENTPLbI®.

Note:  Since 2.12 firmware revisipthe MorphoAccess®00 Series terminals
handleMA 3K _USERSd MA_ XTENDEIxences, but alséMSO_MA_IDENTLITE
andMSO_MA_IDENTPLIit®nces for backward compatibility.
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Upgrading the firmware

It is possible to upgrade yoiiorphoAccess@mware through IP.
The firmware is available on the CDROM oMurpho Website.
Use theMorphoAccesQuickloadeto upgrade terminal system.

Please refer to theMorphoAccess®Jpgrade Tools User Guid®r more
information about upgrade procedures.
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Screen contrast

A keyboard shodut controls the screen contrast.

—

{F |
A Key@ and L__'increase the screen contrast

pr—

{
A Key@ and U__ reduce the screen contrast
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