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RReevvii ssii oonnss  hhii ssttoorr yy  
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IInntt rr oodduucctt ii oonn  

Congratulations for choosing the MorphoAccess® 500 Series Automatic Fingerprint 
Recognition Terminal.  

MorphoAccess® 500 Series provides an innovative and effective solution for access control 
applications using Fingerprint Verification or/ and Identification. 

Among a range of alternative biometric techniques, the use of finger imaging has significant 
advantages: each finger constitutes an unalterable physical signature, which develops before 
birth and is preserved until death. Unlike DNA, a finger image is unique to each individual - 
even identical twins. 

The MorphoAccess® integrates Morpho image processing and feature matching algorithms. 
This technology is based on acquired knowledge during 20 years of experience in the field of 
biometric identification and the creation of literally millions of individual fingerprint 
identification records. 

We believe you will find the MorphoAccess® fast, accurate, easy to use and suitable for 
physical access control or time and attendance. 

To ensure the most effective use of your MorphoAccess®, we recommend that you read this 
User Guide entirely. 
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SSccooppee  ooff  tthhee  ddooccuummeenntt   

This guide relates to the use of MorphoAccess® 500 Series terminals. MorphoAccess® 500 
Series is a generic appellation which gathers MorphoAccess® terminals belonging to MA 500+ 
Series, OMA 500 Series and MA 500 Series. Corresponding list of products is depicted in the 
table below. 

 

 
 

Biometrics 

Contactless Smartcard 
Reader 

False 
Finger 

Detection 
Outdoor 

  MIFARE® DESFire® 

MA 500+ 
Series 

MA 500+ Õ     

MA 520+ D Õ Õ Õ   

MA 521+ D Õ Õ Õ Õ  

OMA 500 
Series 

OMA 520 D Õ Õ Õ  Õ 

OMA 521 D Õ Õ Õ Õ Õ 

OMA 520  Õ Õ   Õ 

OMA 521 Õ Õ  Õ Õ 

MA 500 
Series 

MA 500  Õ     

MA 520  Õ Õ    

MA 521  Õ Õ  Õ  
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SSaaffeettyy  iinnsstt rruucctt iioonnss  

EEuurrooppee  iinnffoorrmmaatt iioonn  

Morpho hereby declares that the MorphoAccess® has been tested and found 
compliant with the following listed standards as required by the EMC Directive 
89/336/EEC: EN55022 (1994) / EN55024 (1998), EN300-330 (1999) and by the 
low voltage Directive 73/23/EEC amended by 93/68/EEC: EN60950 (2000). 

 These terminals are Class A devices. In a residential environment, these 
devices may cause interference. In this case, the user is encouraged to try to 
correct the interference with appropriated measures such as:  

ÂÂÂ   reorient or relocate the receiving antenna, 

ÂÂÂ   increase the separation between the equipment and receiver, 

ÂÂÂ   connect the equipment into an outlet on a circuit different from that to 
which the receiver is connected, 

ÂÂÂ   consult the dealer or an experienced radio/TV technician for help. 

UUSSAA  iinnffoorrmmaatt iioonn  

Responsible Party: Morpho , Le Ponant de Paris, 27, rue Leblanc ï F 
75512 PARIS CEDEX 15 ï FRANCE 

 Changes or modifications not expressly approved by the party responsible 
ŦƻǊ ŎƻƳǇƭƛŀƴŎŜ ŎƻǳƭŘ ǾƻƛŘ ǘƘŜ ǳǎŜǊΩǎ ŀǳǘƘƻǊƛǘȅ ǘƻ ƻǇŜǊŀǘŜ ǘƘŜ ŜǉǳƛǇƳŜƴǘΦ 

This device complies with part 15 Class A of the FCC Rules. Operation is subject 
to the following two conditions:  (1) This device may not cause harmful 
interference, and (2) this device must accept any interference received, including 
interference that may cause undesired operation. 

NOTE: This equipment has been tested and found to comply with the limits 
for a Class A digital device, pursuant to part 15 of the FCC Rules. 
These limits are designed to provide reasonable protection against 
harmful interference in a commercial installation. This equipment 
generates, uses and can radiate radio frequency energy and, if not 
installed and used in accordance with the instructions, may cause 
harmful interference to radio communications. Operation of this 
equipment in a residential area is likely to cause harmful interference 
in which case the user will be required to correct the interference at 
their own expense. 
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CCaannaaddiiaann  iinnffoorrmmaatt iioonn  

This Class A digital apparatus complies with Canadian ICES-003. 

Cet appareil numérique de Classe A est conforme à la norme NMB-003 du 
Canada. 
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MMoorr pphhooAAcccceessss®®   PPrr eesseennttaatt ii oonn  

MorphoAccess® is a fingerprint identification device for physical access control, time and 
attendance offering both multi-factor verification and identification capabilities with 
unequalled level of performance. 
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IInntteerrffaacceess  pprreesseennttaatt iioonn  

MMaann--mmaacchhiinnee  iinntteerrffaaccee  

The MorphoAccess® 500 Series offers a simple and ergonomic man-machine 
interface dedicated to access control based on fingerprint recognition: 

ÂÂÂ   a high quality optical scanner to capture fingerprints (1), 

ÂÂÂ   a bicolor led (2), 

ÂÂÂ   a multi-toned buzzer, 

ÂÂÂ   an optional contactless smart card reader όǎŜŜ ŘŜǘŀƛƭǎ ƛƴ ǎŜŎǘƛƻƴ ά{ŎƻǇŜ 
ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘέύΣ ǘƻ ǊŜŀŘ Řŀǘŀ ǎǳŎƘ ŀǎ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ǘŜƳǇƭŀǘŜǎ ŦǊƻƳ ŀ 
contactless card (3), 

ÂÂÂ   a keyboard for time and attendance functions, local administration, User 
ID seizure, PIN code seizure (4), 

ÂÂÂ   a 128x64 display screen (5). 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

Figure 1: MorphoAccess® 500 Series terminal - front view 
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EElleeccttrriiccaall  iinntteerrffaacceess  

The terminal offers multiple interfaces dedicated to administration and control 
information: 

ÂÂÂ   a multiplexed Wiegand / Dataclock output to export the user identifier to 
a controller (1), 

ÂÂÂ   a RS422 or RS485 output (2), 

ÂÂÂ   a LED OUT signal output (3), 

ÂÂÂ   two LED IN inputs to improve integration with a Central Security 
Controller (4), 

ÂÂÂ   a relay to directly command an access (door lock) (5), 

ÂÂÂ   a opto-sensor to detect that the back cover has been removed (6), 

ÂÂÂ   a multiplexed Wiegand / Dataclock input to receive the user identifier 
from an external badge reader (7), 

ÂÂÂ   an Ethernet interface (LAN 10/100 Mbps) allowing remote 
communications using IP protocol for example (8), 

ÂÂÂ   a Power Over Ethernet Interface (LAN 10/100 Mbps) allowing remote 
management and supplying power (9). 

 

Figure 2: MorphoAccess® 500 Series terminal - Connectors 

The MorphoAccess® 500 Series Installation Guide describes precisely each 
interface and connection procedure. 
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AAcccceessss  CCoonntt rrooll  SSyysstteemm  ssyynnoopptt iicc  

TTyyppiiccaall  aarrcchhiitteeccttuurree  iinncclluuddiinngg  aa  MMoorrpphhooAAcccceessss®®,,  aa  HHoosstt   SSyysstteemm  aanndd  aa  

CCeennttrraall  SSeeccuurriittyy  CCoonntt rroolllleerr  

 

Figure 3: Typical access control system architecture 

MMoorrpphhooAAcccceessss®®  bbiioommeettrriicc  ddaattaabbaassee  mmaannaaggeemmeenntt   

The management of the MorphoAccess® internal biometric database can be 
done either locally (through the enrolment application), or remotely by a Host 
{ȅǎǘŜƳ όǘȅǇƛŎŀƭƭȅ a9a{ϰύΦ ¢Ƙƻse two exclusive management modes are defined 
as the: 

ÂÂÂ   Local management mode, 

ÂÂÂ   Remote management mode. 
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MMoorrpphhooAAcccceessss®®  ooppeerraatt iinngg  mmooddee  

The MorphoAccess® works according to two exclusive operating modes.  

ÂÂÂ   In Stand Alone Mode (terminal networked or not), the terminal can 
operate two applications: Access Control or Time & Attendance. When 
the terminal is networked, the biometric database can be managed by a 
Host System and downloaded to the MorphoAccess®. When the terminal 
is not networked the database is managed locally. 

ÂÂÂ   In Proxy Mode, the terminal is remotely operated by a host application 
that sends individual commands to the MorphoAccess®. 

MMoorrpphhooAAcccceessss®®  rreessuulltt   sseennddiinngg  

When the biometric identification is positive, the person ID can be sent to a 
Central Security Controller, for further action such as opening doors. 
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TTeerrmmiinnaall  PPrreesseennttaatt iioonn  

A MorphoAccess® 500 Series terminal is running with 4 applications dedicated to 
a given need. 

MMAACCCCEESSSS  

This is the main application, dedicated to access control including biometric 
control. 

It is possible to leave this application to launch another application. 

The current User Guide details this application features. 

EENNRROOLLMMEENNTT  

This application allows enrolling users in the terminal when the database of the 
MorphoAccess® is not managed by an external system (Local management 
mode). 

The created database can be saved ciphered on a USB flash drive and exported 
to other stand alone MorphoAccess® 500 Series. 

This application can also encode some MIFARE® and/or DESFire® contactless 
ŎŀǊŘǎ ǿƛǘƘ ǳǎŜǊΩǎ ŦƛƴƎŜǊ ǘŜƳǇƭŀǘŜǎ όŘŜǇŜƴŘƛƴƎ ƻƴ ǘŜǊƳƛƴŀƭ ς ǎŜŜ ǎŜŎǘƛƻƴ ά{ŎƻǇŜ 
ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘέύΦ 

A synchronisation message can be sent to a distant host to inform it about 
changes on biometric databases. Refer to Enrolment on terminal with 
synchronization section. 

The User Management Password protects the execution of this application. 

Please refer to Enrolment Application User Guide for more information about this 
application. 

CCOONNFFIIGGUURRAATTIIOONN  

This application allows modifying the main application parameters. 

Parameters are divided into files, sections and keys. 

The Terminal Configuration Password protects the execution of this application. 

Please refer to Configuration Application User Guide for more information about 
this application. 
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LLOOGGSS  VVIIEEWWEERR  

This application allows consulting the local event diary stored by the 
MorphoAccess®: there is one record for each access request. It is also possible to 
export this file on a standard USB flash drive. 

The User Management Password protects the execution of this application. 

Please refer to Logs Viewer Application User Guide for more information about 
this application. 

MMuulltt ii--aapppplliiccaatt iivvee  aarrcchhiitteeccttuurree  ssyynntthheessiiss  

 

Figure 4: Multi -applicative architecture synthesis 
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AAcccceessss  ccoonntt rrooll  pprreesseennttaatt iioonn  

The MorphoAccess® works according to two biometric recognition modes: 
identification or authentication. Identification and authentication can be 
activated at the same time (multi-factor mode). 

IIddeenntt iiffiiccaatt iioonn  ((11  vveerrssuuss  NN))  

The user provides one of his fingerprints and the terminal is in charge to find the 
ǳǎŜǊΩǎ ƛŘŜƴǘƛŦƛŜǊΦ 

In identification mode, the access request starts with a finger on the sensor. 

The reference biometric templates of each allowed users are stored in the local 
database. The captured fingerprint is compared to all reference templates to 
ǎŜŀǊŎƘ ŦƻǊ ŀ ƳŀǘŎƘ όм ǾŜǊǎǳǎ b ƳŀǘŎƘƛƴƎ ƳƻŘŜύΦ LŦ ŀ ƳŀǘŎƘ ƛǎ ŦƻǳƴŘΣ ǘƘŜ ǳǎŜǊΩǎ 
identifier is retrieved. 

Depending on the installed license, the terminal can store up to 3000 users (2 
fingers per user) in its local database or up to 50 000 users divided in 5 bases of 
10 000 users each. 

In this mode the sensor is always switched on, waiting for a finger. 

 

Figure 5: Identification Mode 

If the user is matched, the ID can be returned to the Central Security Controller. 

If the user is not recognized, a no-match message can be sent to the Central 
Security Controller. 

See section Access Control by Identification. 
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AAuutthheenntt iiccaatt iioonn  ((11  vveerrssuuss  11))  

The user provides his identifier, and the terminal is in charge to check it by 
comparing a capture fingerprint with one or two references templates. 

In authentication mode, the access request starts when ǘƘŜ ǳǎŜǊΩǎ ƛŘŜƴǘƛŦƛŜǊ ƛǎ 
provided. 

AAuutthheenntt iiccaatt iioonn  wwiitthh  rreeffeerreennccee  tteemmppllaatteess  iinn  ccaarrdd  ((11  vveerrssuuss  11))  

¦ǎŜǊ ōƛƻƳŜǘǊƛŎ ǘŜƳǇƭŀǘŜǎ ŀǊŜ ǎǘƻǊŜŘ όŀƴŘ ǊŜŀŘύ ƻƴ ǳǎŜǊΩǎ ŎƻƴǘŀŎǘƭŜǎǎ MIFARE® or 
DESFire® card. 

 

Figure 6: Authentication Mode 

If the user is matched, the ID can be returned to the Central Security Controller. 

If the user is not recognized, a no-match message can be sent to the Central 
Security Controller. 

See section Access Control by Authentication. 

AAuutthheenntt iiccaatt iioonn  wwiitthh  rreeffeerreennccee  tteemmppllaatteess  iinn  tteerrmmiinnaall  ((11  vveerrssuuss  11))  

The reference templates of the user are stored in the local database. 

In that case, ǘƘŜ ǳǎŜǊΩǎ ƛŘŜƴǘƛŦƛŜǊ ƛǎ ǳǎŜŘ ŀǎ ŀ ǎŜŀǊŎƘ ƪŜȅ ǘƻ ŦƛƴŘ ǘƘŜ ǳǎŜǊΩǎ 
templates in the local database. 

The user identifier can be received in a Wiegand or a Dataclock frame, or typed 
on the keyboard, or read on a contactless MIFARE® or DESFire® card. 

MMuulltt ii--FFaaccttoorr  rreeccooggnniitt iioonn  

It is possible to combine several factors such as, what I have (a contactless smart 
card), what I know (PIN code), and what I am (biometric templates). 
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PPrrooxxyy  mmooddee  

Proxy Mode is not strictly speaking a recognition mode. In this mode, the 
MorphoAccess® works as a slave waiting for external commands such as: 

ÂÂÂ   identification, 

ÂÂÂ   verification, 

ÂÂÂ   relay activation, 

ÂÂÂ   read data on a contactless card, 

ÂÂÂ   Χ 

 

 

 

 

 

 

 

  

 

 

 

Figure 7: Proxy Mode 

Chapter Proxy mode gives more information about remote management. 

Please refer to MorphoAccess® Host System Interface Specification for a 
complete description of commands. 

Proxy commands: 

  Identification 

  Verification 

  Relay activation 

  Read card 

  Χ 
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RReessuulltt   ooff  tthhee  aacccceessss  ccoonntt rrooll  

SSccooppee  

The result of the access request is signified to the user by a specific message 
displayed in the screen, by a light signal, and by a sound signal. 

Welcome   
John Doe  

IDENTIFIED  

   

or 

NOT IDENTIFIED   
 

 

   

 

In addition to user information, the terminal is able: 

ÂÂÂ   to activate an internal relay (to open a door), 

ÂÂÂ   to register the access request result in an internal log file, 

ÂÂÂ   and to send an access control result message to a distant system (usually 
a Central Security Controller) through several kind of communication 
links. 

 

 

 

 

 

 

 

 

 

Figure 8: Send access control result message 

Control result message: 

 RS485 or RS422 

 Wiegand or Dataclock 

 Ethernet or Wi-Cƛϰ ό¦5t κ ¢/t κ {{[ύ 
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RReellaayy  

If enabled, the MorphoAccess® internal relay is activated, during the specified 
period, in case of successful control result (access is granted). 

WWiieeggaanndd// DDaattaacclloocckk  sseerriiaall  ppoorrtt   

The access request result message can be sent through a dedicated serial port 
using either the Wiegand or the Dataclock protocol. 

The message format includes only the user identifier (which must be a numeric 
value). By default, the message is sent only when the access control result is 
positive, but as an option this message can be sent when the result is negative, 
with an error code instead of the user identifier. 

EEtthheerrnneett   ppoorrtt   

The access request result message can be sent through an IP connection using 
the UDP, the TCP, or the SSL protocol. 

Please refer to MorphoAccess® Remote Messages Specification to know the 
information sent by the terminal. 

For IP, the administrator can set the port and define the protocol. 

Please refer to SSL Solution for MorphoAccess® documentation, for further 
details about the SSL on the MorphoAccess®. 

WWII--FFIIϰϰ  ccoonnnneecctt iioonn  

Instead of Ethernet connection, the terminal can be connected using a wireless 
b/g connection. Please refer to paragraphs άNetwork WI-CLϰ configurationέ and 
WI-CLϰ ŎƻƴŦƛƎǳǊŀǘƛƻƴ  

The message format and the protocols supported are the same: UDP, TCP or SSL. 

It is not possible for a terminal to be connected through Ethernet and through 
WI-CLϰ ŀǘ the same time. 

RRSS448855// 442222  sseerriiaall  ppoorrtt   

The access request result message (in ASCII format) can be sent through a 
dedicated serial port using either the RS485 or the RS422 protocol. 

Please refer to MorphoAccess® Remote Messages Specification to know the 
information sent by the terminal. 

When the serial port is used for terminal management, it is not possible to send 
the access request result message through this port. 
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AAcccceessss  rreeqquueesstt   llooggggiinngg  

When enabled, the terminal creates a record for each access request in a local 
file. Each record includes: the date/hour of the access request, the user identifier 
(if available) and the result of the access rights local check. 

The content of this file can be downloaded by the Host System, or displayed on 
the terminal, or exported to a USB flash drive. 

The capacity of the file is 65 000 records: when the file is full, the recording of 
access request result automatically stops. 

The record file can be erased using the Logs Viewer embedded application. 
Please refer to MorphoAccess® 500 Series Logs Viewer User Guide for further 
details. 
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TTeerr mmiinnaall   ccoonnff ii gguurr aatt ii oonn  

This chapter details how to configure the MorphoAccess®. A parameter can be changed 
directly on the terminal or remotely through a network. 

! άŦƛǊǎǘ ǎǘŀǊǘ ŀǎǎƛǎǘŀƴǘέ ƴŀƳŜŘ ά9ŀǎȅ {ŜǘǳǇέ ƘŜƭǇǎ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǘƻ ŘŜŦƛƴŜ ǉǳƛŎƪƭȅ ŀ άǇƭǳƎ 
ŀƴŘ Ǉƭŀȅέ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǿƛǘƘ ŀƴ ŜȄƛǎǘƛƴƎ ǇƘȅǎƛŎŀƭ !ŎŎŜǎǎ /ƻƴǘǊƻƭ {ȅǎǘŜƳΦ 
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EEaassyy  SSeettuupp  aassssiissttaanntt   

AAssssiissttaanntt   iinniitt iiaalliizzaatt iioonn  

When the MorphoAccess® ǎǘŀǊǘǎ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ǘƛƳŜ ŀƴ άŀǎǎƛǎǘŀƴǘέ ƘŜlps the 
administrator to configure easily the main functions. 

EASY SETUP 

GREEN: VALID  

YELLOW: CORR., NEXT  

RED: ABORT, PREVIOUS  

NEXT  

A Key  validates the choice. 

A Key  corrects or goes to next step. 

A Key  aborts operation and returns to previous step. 

LLaanngguuaaggee  sseelleecctt iioonn  

It is possible to choose the language of the application among installed 
languages. 

 

 

 

 

 

Refer to Multilingual application section for further details. 

APPLICATION LANGUAGE  

1 ï ENGLISH  

2 ï SPANISH  

3 ï FRENCH 

4 ï GERMAN     Ą 
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DDaattee  aanndd  tt iimmee  ccoonnffiigguurraatt iioonn  

Date and time can be configured. 

Date format is MM/DD/YYYY (month/day/year). 

A Key  deletes a character. 

A Key  validates the selection. 

ENTER DATE 

08/25/200_  

MM/DD/YYYY  

 

VALID   
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EEtthheerrnneett   iinntteerrffaaccee  sseett tt iinnggss  

SSttaatt iicc  oorr  ddyynnaammiicc  ccoonnff iigguurraatt iioonn  

It is possible to choose between static or dynamic network configurations. 

DHCP 

1 ï Enable  [ƀ] 

2 ï Disable  [  ]  

 

 

DDHHCCPP  ddiissaabblleedd  

If DHCP is disabled following parameters must be set: 

ÂÂÂ   IP address, 

ÂÂÂ   Network mask, 

ÂÂÂ   Default gateway. 

ENTER IP ADDRESS  

10.10.161.3_  

 

 

VALID   

DDHHCCPP  eennaabblleedd  

With DHCP only the terminal hostname on the network is required. 

The DNS server must be updated so that users can communicate with the 
MorphoAccess® using the terminal hostname. Please contact your network 
administrator. 

ENTER HOSTNAME 

MA0789652_  

 

 

VALID   
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RReeccooggnniitt iioonn  mmooddee  

Once IP parameters are defined next step is to define the recognition mode. 

Recognition mode selection screen(s) depends on the type of terminal (see 
ǎŜŎǘƛƻƴ ά{ŎƻǇŜ ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘέύΦ 

On terminals that do not have any contactless smartcard reader: 

RECOGNITION MODE  

1 ï Identification  [ƀ] 

  

  

 

Only identification mode can be selected. 

On terminals equipped with a MIFARE® only contactless smartcard reader: 

RECOGNITION MODE  

1 ï Identification  [ƀ] 

2 ï Contactless  [  ]  

3 ï Multifactor  [  ]  

 

Terminal can be configured in Identification mode, Contactless authentication or 
Multi-factor mode (where Identification and Contactless authentication modes 
are merged). 
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On terminals equipped with a MIFARE® and DESFire® contactless smartcard 
reader: 

First, enable or not identification mode: 

RECOGNITION MODE  

Do you want  

? to use  

Identification ?  

 

YES NO 

Then, enable or not DESFire® 3DES cards reading: 

RECOGNITION MODE  

Do you want  

? to use  

DESFire 3DES 

cards ?   

YES NO 

Then, enable or not DESFire® AES cards reading: 

RECOGNITION MODE  

Do you want  

? to use  

DESFire AES 

cards ?   

YES NO 

Finally, enable or not MIFARE® cards reading: 

RECOGNITION MODE  

Do you want  

? to use  

MIFARE Classic  

cards ?   

YES NO 
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For example, if YES is answered to all the questions, the terminal will be in 
Multifactor mode (Identification + DESFire® 3DES cards + DESFire® AES cards + 
MIFARE® cards). 

The answers for those questions also affect the type of contactless smartcards 
that can be encoded using Enrolment application (cf. MorphoAccess® 500 Series 
Enrolment Application User Guide). 

LŦ ά¸Ŝǎέ ƛǎ ŎƘƻǎŜƴ for MIFARE® cards reading, the terminal is also able to encode 
MIFARE® cards. 

LŦ ά¸Ŝǎέ ƛǎ ŎƘƻǎŜƴ ŦƻǊ 59{CƛǊŜϯ о59{ ŎŀǊŘǎ ǊŜŀŘƛƴƎΣ ǘƘŜ ǘŜǊƳƛƴŀƭ ƛǎ ŀƭǎƻ ŀōƭŜ ǘƻ 
ŜƴŎƻŘŜ 59{CƛǊŜϯ о59{ ŎŀǊŘǎ ǳƴƭŜǎǎ ά¸Ŝǎέ ƛǎ ŎƘƻǎŜƴ ŦƻǊ 59{CƛǊŜϯ !9{ ŎŀǊŘǎ 
reading. In that case, the terminal is not able to encode DESFire® 3DES cards but 
will be able to encode DESFire® AES cards. 
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OOuuttppuutt   iinntteerrffaaccee  

Last step allows defining the interface required to export the control result. 

INTERFACE PARAMETERS 

1 ï Wiegand [OFF]  

2 ï Dataclock [OFF]  

3 ï ID on UDP [OFF]  

4 ï Next  

Each interface can be configured and activated independently. 

Select 4 ς Next to go to next step. 

WWiieeggaanndd  ccoonnff iigguurraatt iioonn  

Three protocols are available 26, 34 and 37 bits. 

For other Wiegand configurations, please refer to chapter Authentication: ID 
input from Wiegand. 

WIEGAND  

1 ï 26 bits  [ƀ] 

2 ï 34 bits  [  ]  

3 ï 37 bits  [  ]  

4 ï OFF [  ]  

DDaattaacclloocckk  ccoonnff iigguurraatt iioonn  

Dataclock interface can be activated ς but is multiplexed with Wiegand output. 

UUDDPP  aacctt iivvaatt iioonn  

UDP remote messages can also be activated. The server IP address must be 
specified. 

SERVER IP ADDRESS 

10.10.161.7_  

 

 

VALID   
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PPaasssswwoorrdd  ccoonnffiigguurraatt iioonn  

This step consists in changing the passwords. 

PASSWORDS 

1 ï Terminal Config.  

2 ï User Management  

3 ï Reset User Mgt.  

4 ï Next  

 

Select 4 ς Next to leave the assistant. 

The terminal must reboot to apply the changes. 

EASY SETUP END 

REBOOT 

THE TERMINAL?  

 

NEXT ABORT 

Press NEXT to reboot the terminal. 

Press ABORT to return to password management. 
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CChhaannggee  ooff  MMIIFFAARREE®®  kkeeyyss  

This section only concerns MorphoAccess® equipped with a MIFARE® contactless 
ǎƳŀǊǘ ŎŀǊŘ ǊŜŀŘŜǊ όǎŜŜ ǎŜŎǘƛƻƴ ά{ŎƻǇŜ ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘέύΦ 

This step is available since 2.09 firmware release. 

The assistant proposes to replace default MIFARE® keys by custom MIFARE® keys 
using an Administrator card (card that contains the new MIFARE® keys). 

The following screen is displayed: 

Terminal config.  

Do you want  

? to change  

MIFARE Classic  

keys?   

YES LATER 

If the answer is YES (change keys is selected), the screen below is displayed and 
an administrator card must be presented: 

Terminal config.  

Present an Admin  

! Card, please.  

 

 ABORT 

As soon as the Administrator card is detected, the MIFARE® keys are 
automatically updated in the terminal (the update progress is signalled by 
successive beeps). 

See MorphoAccess® 500 Series Enrolment application User guide for details about 
Administrator card encoding. 
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CChhaannggee  ooff  DDEESSFFiirree®®  kkeeyyss  

This section only concerns MorphoAccess® equipped with a DESFire® contactless 
ǎƳŀǊǘŎŀǊŘ ǊŜŀŘŜǊ όǎŜŜ ǎŜŎǘƛƻƴ ά{ŎƻǇŜ ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘέύΦ 

The assistant proposes to replace default DESFire® 3DES keys by custom 
DESFire® 3DES keys using an Administrator card (card that contains the new 
DESFire® 3DES keys).  

The following screen is displayed: 

Terminal config.  

Do you want  

? to change  

DESFIRE 3DES 

keys?   

YES LATER 

If the answer is YES (change keys is selected), the screen below is displayed and a 
3DES DESFire® administrator card must be presented: 

Terminal config.  

Present an Admin  

! Card, please.  

 

 ABORT 

As soon as the Administrator card is detected, the DESFire® 3DES keys are 
automatically updated in the terminal (the update progress is signalled by 
successive beeps). 

A similar process is then proposed for DESFire® AES keys: 

Terminal config.  

Do you want  

? to change  

DESFIRE AES 

keys?   

YES LATER 

See MorphoAccess® 500 Series Enrolment application User guide for details about 
Administrator card encoding.  
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WWII--FFIIϰϰ  ccoonnffiigguurraatt iioonn  ((ssiinnccee  22..0099  ffiirrmmwwaarree  rreevviissiioonn))  

This step consists in configuring wireless communications in WLAN mode if a WI-
CLϰ ¦{. ŀŘŀǇǘŜǊ is plugged and a Wi-Cƛϰ ƭƛŎŜƴŎŜ ƛǎ ƭƻŀŘŜŘ in the MorphoAccess® 
(please refer to paragraph « Network WI-CLϰ configuration »).  

The WI-CLϰ ²ƛȊŀǊŘ ŀƭƭƻǿǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎǎ ƻǇŜǊŀǘƛƻƴǎΥ 

WIFI CONFIGURATION  

1 ï Active profile  

 2 ï New profile  

3 ï Activate profile  

4 ï Get profile info  Ą 

 

WIFI CONFIGURATION  

4 ï Get profile info  ă 

5 ï Modify profile  

6 ï Remove profile  

7 ï Next   

DDiissppllaayy  tthhee  aacctt iivvee  pprrooff ii llee  

The choice 1 ς Active profile allows displaying the active profile (if any). 

ACTIVE PROFILE  

1 ï TEST_MA [ƀ] 

  

  

  

CCrreeaattee  aanndd  aacctt iivvaattee  aa  nneeww  pprrooff ii llee  

The choice 2 ς New profile allows creating and activating a new profile. This is 
the first action to perform on a new terminal. 

During the first step, the system searches for available WI-CLϰ ŀŎŎŜǎǎ ǇƻƛƴǘǎΦ ¢Ƙƛǎ 
screen is temporary displayed: 

 

 

 

NEW PROFILE  

 

Scanningé 
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Then the list of access points is displayed: 

CHOOSE ACCES POINT 

1 ï TEST_MA [ƀ] 

2 ï WIFI_1  [..]  

3 ï other access point  [..]  

  

At the second step, an access point must be chosen, existing or not, to create the 
new profile. 

The following menu is displayed and allows setting each parameter of the new 
profile: 

NEW PROFILE  

1 ï SSID  

 2 ï MAC address  

3 ï authentication  

4 ï algorithm  Ą 

 

NEW PROFILE  

4 ï algorithm  ă 

5 ï key  

6 ï channel  

7 ï valid   

Several parameters are automatically initialized by the first step: SSID, MAC 
address, channel. Other parameters are to be initialized by the network 
administrator: 

ÂÂÂ   SSID (Service Set IDentifier) is the name of the profile, 

ÂÂÂ   MAC address is the access point MAC address, 

ÂÂÂ   the authentication can be: « open » or « shared » (only for WEP 
protection), 

ÂÂÂ   the algorithm can be: « None », « WEP64 », « WEP128 η ƻǊ ά²t!-t{Yέ 
(since 2.11 firmware revision), 

ÂÂÂ   the key to enter is an hexadecimal key with size of 10 for WEP64, 26 for 
WEP128, and an ASCII string of 8 up to 63 characters for WPA-PSK 

ÂÂÂ   the channel can be changed to avoid interferences. 

If an existing access point is used, parameters have initially the values of access 
Ǉƻƛƴǘ ǇŀǊŀƳŜǘŜǊǎΤ ŦƻǊ ŀƴ άƻǘƘŜǊ ŀŎŎŜǎǎ ǇƻƛƴǘέΣ ǇŀǊŀƳŜǘŜǊǎ ƘŀǾŜ ŘŜŦŀǳƭǘ Ǿŀƭues. 
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If WEP or WPA algorithm is chosen, the key must be entered (the key is not 
retrieved from access point). 

 The profile must have the same value parameters as its access point. 

For the selection of one of the six first choices, data capturing screens or menu 
screens are displayed. The choice 7 ς valid  allows creating and activating the 
profile with its parameters. 

AAcctt iivvaattee  aa  eexxiisstt iinngg  pprrooff ii llee  

The choice 3 ς Activate profile allows activating an existing profile. 

A screen showing the profiles saved in the MorphoAccess® is displayed and the 
profile to activate can be selected. 

The parameters are activated after terminal restart.  

The success of the WI-CLϰ ŎƻƴŦƛƎǳǊŀǘƛƻƴ Ŏŀƴ ōŜ checked by reading the IP 
address assigned by the WLAN network to the terminal: IP address must be 
different from 0.0.0.0.Σ ƛŦ ǘƘŜ ǇǊƻŦƛƭŜ Ψǎ ƴŜǘǿƻǊƪ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ 5I/tΦ 

DDiissppllaayy  aann  eexxiisstt iinngg  pprrooff ii llee  iinnffoorrmmaatt iioonn  

The choice 4 ς Get profile info allows retrieving information about a profile. 

A screen showing the profiles saved in the MorphoAccess® is displayed and the 
profile can be selected. 

Once a profile is selected, the following screen is displayed: 

NEW PROFILE  

1 ï SSID  

 2 ï MAC address  

3 ï authentication  

4 ï algorithm  Ą 

 

NEW PROFILE  

4 ï algorithm  ă 

5 ï channel  

 

  

It enables to display the value of each parameter. 

MMooddii ffyy  aann  eexxiisstt iinngg  pprrooff ii llee  

The choice 5 ς Modify profile allows modifying some parameters of a profile. 
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A screen showing the profiles saved in the MorphoAccess® is displayed and the 
profile can be selected. 

Once a profile is selected, the following screen is displayed: 

 

 

 

 

 

If WEP or WPA algorithm is chosen, the key must be entered (the key is not 
retrieved from access point). 

The profile must have the same value parameters as its access point. 

For the selection of one of the three first choices, data capturing screens or 
menu screens are displayed. The choice 4 ς valid  allows creating and activating 
the profile with its parameters. 

RReemmoovvee  aann  eexxiisstt iinngg  pprrooff ii llee  

The choice 6 ς Remove allows removing a profile. 

A screen showing the profiles saved in the MorphoAccess® is displayed and the 
profile to remove can be selected. 

CCoonnff iigguurree  aacctt iivvee  pprrooff ii lleeôôss  nneettwwoorrkk  sseetttt iinnggss  ((ssiinnccee  22..1111  ff ii rrmmwwaarree  

rreevviissiioonn))  

The choice 7 ς Next allows choosing between static or dynamic network 
configurations. 

DHCP 

1 ï Enable  [ƀ] 

2 ï Disable  [..]  

  

  

PROFILE TEST_MA  

1 ï authentication  

 2 ï algorithm  

3 ï key  

4 ï valid   
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DHCP disabled 

If DHCP is disabled following parameters must be set: 

ÂÂÂ   IP address, 

ÂÂÂ   Network mask, 

ÂÂÂ   Default gateway. 

ENTER IP ADDRESS  

10.10.161.3_  

 

 

VALID   

 

DHCP enabled 

When choosing the DHCP mode, the assistant asks for the terminal hostname. 

ENTER HOSTNAME 

MA0789652_  

 

 

VALID   

The DNS server must be updated so that users can communicate with the 
MorphoAccess® using the terminal hostname. Please contact your network 
administrator. 

The terminal has to be restarted to take changes in account. 

Note 1: If this step is never performed,  the MorphoAccess configures the Wi-Cƛϰ 
active profile in DHCP mode. 

Note 2: The network configuration is only for the active profile, not for the 
others profiles. 

RReessttaarrtt iinngg  WWII--FFIIϰϰ  ccoonnffiigguurraatt iioonn  

Wi-Cƛϰ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǿƛȊŀǊŘ Ŏŀƴ ōŜ ǊŜǎǘŀǊǘŜŘ 

By escape sequence 

ÂÂÂ   ǎŜƭŜŎǘƛƴƎ ά²ƛ-Cƛ ǎŜǘǳǇέ ƛƴ ά{ŜǘǘƛƴƎǎέ ƳŜƴǳ όŀǾŀƛƭŀōƭŜ only when a WI-Cƛϰ 
USB adapter is plugged in). 
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RReessttaarrtt iinngg  άάEEaassyy  SSeettuuppέέ  

MorphoAccess® ά9ŀǎȅ {ŜǘǳǇέ Ŏŀƴ ōŜ ǊŜǎǘŀǊǘŜŘ  

By escape sequence 

ÂÂÂ   ǎŜƭŜŎǘƛƴƎ ά{ŜǘǘƛƴƎǎέ ƛƴ Ƴŀƛƴ ŀǇǇƭƛŎŀǘƛƻƴ a!//9{{Σ 

ÂÂÂ   ǎŜƭŜŎǘƛƴƎ ά9ŀǎȅǎŜǘǳǇέ ƛƴ ά{ŜǘǘƛƴƎǎέ ƳŜƴǳΦ 
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AAddmmiinniisstt rraatt iioonn  MMeennuu  

AAcccceessss  ttoo  AAddmmiinniisstt rraatt iioonn  MMeennuu  

Place your finger   
for Identification  

Please  

   

The main application can be interrupted using the escape sequence. Hit the 
following keys in sequence: 

,  then . 
If the biometric database is not empty, the terminal accepts a finger registered 
as administrator instead of the valid User Management Password Code.  

By default User Management Password ƛǎ άмнопрέΦ 

USER MANAGEMENT CODE 

Present your finger please  

Or enter password:  

***|  

 

If the Administrator uses the default password, it is possible to change it 
immediately. 

USER MANAGEMENT CODE 

Default password!  

? Do you want  

to change it?  

YES LATER 

 For security, Morpho strongly recommends you change the terminal default 
password. 
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AAddmmiinniisstt rraatt iioonn  MMeennuu  ffeeaattuurreess  

MA5XX APPLICATION  

1 ï Information  

2 ï Settings  

3 ï Enrolment  

4 ï More functionsé 

IInnffoorrmmaatt iioonn  MMeennuu  

MA5XX APPLICATION  

1 ï Information  

2 ï Settings  

3 ï Enrolment  

4 ï More functionsé 

Select Information to access the terminal and sensor information: 

INFORMATION  

1 ï Terminal Info  

2 ï Sensor Info  

 

 

TTeerrmmiinnaall   iinnffoorrmmaatt iioonn  

Select Terminal Info to access to the following information: 

Terminal information Description Example 

1 ς Type Terminal type 520 

2 ς Serial Number Terminal serial number 073035353A 

3 ς Soft. Version Terminal main software 
version (MACCESS) 

V02.00.02 

4 ς IP Address Terminal IP address 134.1.32.214 

5 ς MAC Address Terminal MAC address 00:60:4C:69:53:53 
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SSeennssoorr  iinnffoorrmmaatt iioonn  

Select Sensor Info to access the following information: 

Sensor information Description Example 

1 ς Licence Info Licence information 
(licence name, Licence 
ID) 

MA_XTENDED 
Device Licence ID: 
251946640 0728EC51008 

2 ς Sensor Info Sensor information (type, 
flash size, serial number, 
sensor ID) 

MSO300 

Flash: 32768 Ko 
SN: 0730A010026 
ID: 25115841-4 

3 ς Soft. Info Sensor software version. 
After a software upgrade, 
a reboot is necessary to 
get the current version. 

MSO V08.02.d-C 

SSeett tt iinnggss  mmeennuu  

SETTINGS 

1 ï Factory Settings  

2 ï Easy Setup  

3 ï Change Passwords  

4 ï Wifi Setup  

Factory Settings resets MorphoAccess® parameters to their default value. IP 
parameters are preserved. 

On MorphoAccess® equipped with a MIFARE® contactless smartcard reader (see 
ǎŜŎǘƛƻƴ ά{ŎƻǇŜ ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘέύΣ ǘƘŜ ǘŜǊƳƛƴŀƭ ǿƛƭƭ ŀǎƪ ŦƻǊ MIFARE® keys reset. 

On MorphoAccess® equipped with a MIFARE® and DESFire® contactless 
ǎƳŀǊǘŎŀǊŘ ǊŜŀŘŜǊ όǎŜŜ ǎŜŎǘƛƻƴ ά{ŎƻǇŜ ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘέύΣ ǘƘŜ ǘŜǊƳƛƴŀƭ ǿƛƭƭ ŀǎƪ ŦƻǊ 
MIFARE® keys reset, and then will ask for DESFire® keys reset. 

Please refer to MorphoAccess® 500 Series Parameters Guide to know parameters 
default values. 

Easy Setup ƭŀǳƴŎƘŜǎ ά9ŀǎȅ {ŜǘǳǇέΦ 

Change Passwords allows changing system passwords. 

WiFi Setup allows configuring the WI-CLϰ ƛƴǘŜǊŦŀŎŜΦ ¢Ƙƛǎ ƛǘŜƳ ŀǇǇŜŀǊǎ ƻƴƭȅ ǿƘŜƴ 
a WI-CLϰ ¦{. ŀŘŀǇǘŜǊ ƛǎ ǇƭǳƎƎŜŘ ƛƴ ǘƘŜ MorphoAccess®. 
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UUnnddeerrssttaannddiinngg  MMoorrpphhooAAcccceessss®®  CCoonnffiigguurraatt iioonn  

PPrreesseennttaatt iioonn  

MorphoAccess® parameters are stored into files organized in sections and 
values. 

CƻǊ ŜȄŀƳǇƭŜ ŀ ŦƛƭŜ ƴŀƳŜŘ άŀǇǇΦŎŦƎέ Ŏƻƴǘŀƛƴǎ ŀƭƭ ǘƘŜ ǇŀǊŀƳŜǘŜǊǎ ŘŜŦƛƴƛƴƎ ǘƘŜ Ƴŀƛƴ 
application settings. 

[bio ctrl]  

identification=1  

nb attempts =2 

é 

[log file]  

enabled=1  

é 

CCoonnffiigguurraatt iioonn  oorrggaanniizzaatt iioonn  

The application creates several files: 

ÂÂÂ   app.cfg, 

ÂÂÂ   adm.cfg, 

ÂÂÂ   bio.cfg, 

ÂÂÂ   net.cfg, 

ÂÂÂ   fac.cfg, 

ÂÂÂ   Χ 

Please refer to MorphoAccess® Parameters Guide for further details on those 
files. 
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MMooddiiffyyiinngg  aa  ppaarraammeetteerr  

There are two ways to modify a parameter: 

ÂÂÂ   directly on the terminal using the Configuration Application, 

ÂÂÂ   remotely through IP or Serial link with a client application running on the 
Host System. 

NNoottaatt iioonn  

In this manual a parameter is presented using this format: 

ά{ƘƻǊǘ ǇŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴέ 

file/section/parameter Value 

For example to activate recognition mode based on identification, this key must 
be set to 1 (enabled, true, or yes when using the configuration application):  

Access control by identification 

app/bio ctrl/identification 1 
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MMooddiiffyyiinngg  aa  ppaarraammeetteerr  uussiinngg  tthhee  CCoonnffiigguurraatt iioonn  AApppplliiccaatt iioonn  

The Configuration application allows changing a parameter directly on the 
terminal. 

You must exit a possible running application to display the application selection 
menu. 

If the main application is running, it must be quit using the escape sequence: 

,  then . 

Then enter the User Management Password to access to the Administration 
menu. 

{ŜƭŜŎǘ άaƻǊŜ ŦǳƴŎǘƛƻƴǎ Χέ ǘƻ ŜȄƛǘ ǘƘŜ Access Control application. 

Press  to display the functions menu. 

Select 3 - CONFIG to launch the Configuration application. 

The Configuration application is fully detailed in the Configuration Application 
User Guide. This chapter only offers a brief description. 

FUNCTIONS  

1 - MACCESS 

2 - ENROLMENT 

3 - CONFIG                            

4 - LOGS VIEWER  

KKeeyyss  rroollee  

A Keys  and  change the current selection (up and down selection) 

A Key  deletes a character or goes to previous screen 

A Key  confirms the change 

A Key  quits the application 
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CChhaannggiinngg  aa  ppaarraammeetteerr  

¢ƻ ŎƘŀƴƎŜ ŀ ǇŀǊŀƳŜǘŜǊΣ ǎŜƭŜŎǘ ǘƘŜ ά/ƻƴŦƛƎǳǊŀǘƛƻƴΧέ ƛǘŜƳΦ 

MAIN MENU  

1 - Configurationé 

2 - Moreé 

3 - Quit  

 

A menu allows selecting the file to modify. Note that the order of the menu may 
change. 

FILE SELECTION 

1 - bio  

2 - app  

3 - adm  

4 - net  

When a file has been selected it is possible to choose a section. 

[APP]  

1 - bio ctrl  

2 - contactless  

3 - relay  

4 - send ID UDP  

The parameter list contains all parameters available in a section. 

[APP]/BIO CTRL 

1 - authent ID keyboard  

2 - identi fi cation  

3 - authent card  mode  

4 - nb attempts  

It is possible to display parameters one by one in a given section. 

[app]/bio ctrl  

authent ID keyboard  

Enabled  

 

EDIT  <<  >>  EXIT  

The edition menu depends on the parameter type. 
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NOTE: The values Enabled, True, Yes in the configuration application is 
equivalent to the value 1 when using the Morpho Bio Toolbox for 
example. 

 

BBiinnaarryy  cchhooiiccee  

[app]/bio ctrl  

authent ID keyboard  

True  [ƀ] 

False  [  ]  

  

IIPP  aaddddrreessss  

[app]/send ID udp  

host address  

134.  .1  .32  .214  
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CCoonnffiigguurriinngg  aa  nneettwwoorrkkeedd  MMoorrpphhooAAcccceessss®®  

IInnttrroodduucctt iioonn  

! t/ όǊǳƴƴƛƴƎ ǿƛǘƘ a9a{ϰ ŦƻǊ ŜȄŀƳǇƭŜύ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ MorphoAccess® can 
manage the terminal. Some available remote operations are: 

ÂÂÂ   Biometric record addition, 

ÂÂÂ   Control settings modification, 

ÂÂÂ   Configuration reading, 

ÂÂÂ   Local database deletion, 

ÂÂÂ   Biometric record deletion, 

ÂÂÂ   Control diary ( log file ) downloading, 

ÂÂÂ   Firmware upgrade. 

The PC acts as a TCP/IP client for the MorphoAccess®. 

 

 

 

 

 

 

 

 

 

 

 

Figure 9: Configuration of the terminal with a distant system 

The MorphoAccess® works as a TCP/IP server waiting for request from a client. 

The client can send biometric templates to the terminal and manage the local 
database. 

Please refer to MorphoAccess® Host System Interface Specification for a 
complete description of remote administration command set. This document 
also explains how to create a database and store biometric records in this base. 

Remote management: 

 Change mode 

 Add template 

 Get configuration 

 é 
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NNeettwwoorrkk  ffaaccttoorryy  sseett tt iinnggss  

By default the terminal IP address is 134.1.32.214. This address can be changed 
through IP (Morpho Bio Toolbox) or with a USB flash drive (USB Network Tool). 

The default server port is 11010. 

DDaattee// TTiimmee  sseett tt iinnggss  

The date/time of the terminal can be initialized with the configuration assistant 
(Easy setup) or by a distant host system using an application such as the 
άMorpho Bio Toolboxέ όά/ƻƴŦƛƎǳǊŀǘƛƻƴέ ǘŀōΣ  ά{Ŝǘ ŘŀǘŜ ŀƴŘ ǘƛƳŜέ ōǳǘǘƻƴ) 
described below. 

 The terminal start-up process searches for date modification and does not 
accept a date older than the firmware generation date. In that case, the current 
will be the firmware generation date. 

SSSSLL  sseeccuurriinngg  ((ssiinnccee  22..0077  ffiirrmmwwaarree  rreevviissiioonn))  

This remote management TCP link can be secured using SSL. Please refer to SSL 
Solution for MorphoAccess® document for further details. 

MMooddiiffyyiinngg  aa  kkeeyy  uussiinngg  άάMMoorrpphhoo  BBiioo  TToooollbbooxxέέ  

Morpho Bio Toolbox can modify MorphoAccess® parameters. This program is an 
illustration of use of the TCP API. Please refer to the User Guide available in the 
άIŜƭǇέ ƳŜƴǳ ƻŦ aƻǊǇƘƻ .ƛƻ ¢ƻƻƭōƻȄΦ 

Figure 10: Morpho Bio Toolbox 
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NNeettwwoorrkk  WWII--FFIIϰϰ  ccoonnffiigguurraatt iioonn  ((ssiinnccee  22..0099  ffiirrmmwwaarree  rreevviissiioonn))  

WI-CLϰ ŎƻƴƴŜŎǘƛƻƴ ƛǎ available under the following conditions: 

ÂÂÂ   a Morpho WI-CLϰ ¦{. ŀŘŀǇǘŜǊΣ ǊŜŦΦ муффолтннΣ Ƴǳǎǘ ōŜ ǇƭǳƎƎŜŘ ƛƴ ǘƘŜ 
upper USB port of the terminal. Installation procedure is described in the 
άMorphoAccess® рлл {ŜǊƛŜǎ Lƴǎǘŀƭƭŀǘƛƻƴ DǳƛŘŜέ, 

ÂÂÂ   a MorphoAccess® WI-CLϰ [ƛŎŜƴŎŜ ƛǎ ƭƻŀŘŜŘ ƛƴ ǘƘŜ ǘŜǊƳƛƴŀƭ ό ŎŦ. paragraph 
ά5ƻǿƴƭƻŀŘƛƴƎ ŀ ƭƛŎŜƴŎŜά), 

ÂÂÂ   the terminal must not be connected to a network with an Ethernet cable: 
WI-CLϰ ŎƻƴƴŜŎǘƛƻƴ ŀƴŘ 9ǘƘŜǊƴŜǘ ŎŀōƭŜ Ŏƻƴƴection are mutually exclusive. 

 

Note 1: A DHCP server and a DNS server are mandatory when the Wi-Cƛϰ 
interface is configured in DHCP mode. 

The DHCP server automatically attributes an IP address to the 
MorphoAccess®. 

The DNS server links the MorphoAccess® hostname to its real IP 
address. 

It is also important that the DNS server is updated each time the DHCP 
server attributes another IP address to a MorphoAccess®. 

 

Note 2: A MorphoAccess® WI-CLϰ [ƛŎŜƴŎŜ ƛǎ ƳŀƴŘŀǘƻǊȅ.  

If WI-CLϰ ¦{. ŀŘŀǇǘŜǊ is plugged in and if there is no license present, the 
MorphoAccess® will display the following screen before restarting: 

 SETTINGS 

No valid licence for  

WIFI  

Terminal will restart  

 

To solve this issue, unplug the WI-CLϰ ¦{. ŀŘŀǇǘŜǊ ŀƴŘ ǊŜǎǘŀǊǘ ǘƘŜ 
terminal and load a Wi-Cƛϰ license. 

 
See WI-CLϰ ǇŀǊŀƳŜǘŜǊǎ ŘŜǎŎǊƛǇǘƛƻƴ ƛƴ ǇŀǊŀƎǊŀǇƘ άWI-CLϰ ŎƻƴŦƛƎǳǊŀǘƛƻƴ  
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DDoowwnnllooaaddiinngg  aa  ll iicceennccee  

By default the MorphoAccess® can match a fingerprint against a database of 
3000 users. This database configuration corresponds to a basic license 
(MA_3K_USERS). 

MA-Xtendedϰ ƭƛŎŜƴŎŜ όMA_XTENDED) extends MorphoAccess® recognition 
capabilities to 5 databases of 10000 users (2 fingers per user) or 16 databases of 
3000 users. 

WI-CLϰ ƴŜǘǿƻǊƪ ό²[!bύ ǳǎŜ ƛǎ ŜƴŀōƭŜŘ ǿƛǘƘ ŀƴƻǘƘŜǊ license. 

License number depends on the Device Licence ID. This unique identifier is 
checked by the Licence Manager ǘƻƻƭΦ Lǘ Ŏŀƴ ōŜ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ άinformationέ 
menu. 

The Licence Manager tool allows downloading a licence in the MorphoAccess® as 
explained in Terminal Licence Management documentation. 
 
Note: MA_3K_USERS licence corresponds to the former MSO_MA_IDENTLITE 
one. MA_XTENDED licence corresponds to the former MSO_MA_IDENTPLUS one. 
 
Note: Since 2.12 firmware revision, the MorphoAccess® 500 Series terminals 
handle MA_3K_USERS and MA_XTENDED licences, but also MSO_MA_IDENTLITE 
and MSO_MA_IDENTPLUS licences for backward compatibility. 
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UUppggrraaddiinngg  tthhee  ff iirrmmwwaarree  

It is possible to upgrade your MorphoAccess® firmware through IP.  

The firmware is available on the CDROM or on Morpho Website. 

Use the MorphoAccess Quickloader to upgrade terminal system. 

Please refer to the MorphoAccess® Upgrade Tools User Guide for more 
information about upgrade procedures. 
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SSccrreeeenn  ccoonntt rraasstt   

A keyboard shortcut controls the screen contrast. 

A Key  and  increase the screen contrast 

A Key  and   reduce the screen contrast 




























































































































































